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i | C:\Users\NODONGLE\Desktop\CrackmeConsole.exe = |_IEIT

llelcome to AR Crackme i1
Please enter the correct serial:

TTH B

: 345 )19 )pac Jo) S Cuwl a3bw

i | C:\Users\NODONGLE\Desktop' CrackmeConsole.exe = |_Eﬂ

llelcome to AR Crackme #H1

Please enter the correct serial:
11 B B e

Checking serial

I'm sorry but that is wrong?

Try again? ¥-H:

| s
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|| C\Users\NODOMNGLE\Desktop\ CrackmeConsole.exe = |_Eﬂ

\lelcome to AR Crackme #1i

Please enter the correct serial:
1212121212

Checking serial

I‘m zorry but that is wrong?

Try again? Y-H:

Jizit http:/scracking.accessroot.coms for everything AR

Long live the ARTeam?!

Greetz & Shoutoutz to Whitefire for hosting our forum, forum.exetools.com, tech—
arena.com. and the ARTeam

Press any key to continue . . . _

23345 gaduas 1y Lo alib) § 335 )UOIly gg)s 1) asby Jls

IE Text strings referenced in CrackmeC: text = -E-| =3
Address |Disassemhly |Text string .
884681 6aC [MOU BH.BL (Initial CPU selection)
B8481472 |PUSH CrackmeC.B840E148 ASCII “had cast"

402467 | PUSH ASCIT 22977777

AA4A2485 | PUSH
A84A2488 | PUSH
98482523 | PUS
BB4BZEDBE

ASCIT “Welcome to AR Crackme H1™

ASCII "Please enter the correct serial:
CrackmeC. BB4BE268 |ASCI I "Checklng serial™

CrackmeC . AB40E2 48 |ASCII "I'm sorry but that is weong!"
CrackmeC .0040E2 34 ASCII "Try again? Y- N:

CrackmeC .084BE1FC ASCII "Wisit http:/ cracking.accessroot.comns for everything AR"

402 | CrackmeC .A84AE1E4 ASCII “Long liwe the ARTeam?"
aR4A2790 | CrackmeC.A840E1 78 ASCII "Greetz & Shoutoutz to Whitefire for hosting our forum. forum.exetools.com. tech
a84n2842 | CrackneC.AR48E178 ASCII “pause™
BB4828AA | CrackmeC . H848E14C ASCII "Congratulations that is correct?"

0A46290E | PUSH CrackneC.B040E1FC ASCII "Uisit http://cracking.accessroot.con/ for everything AR"
BA482AB2 | “h{.A"

AB8482AC7 |PUSH Crackmed.B8462AB2
Grackme(.B040E3 38
GrackmeG.BO40E318
CrackneC.AR4AE30A ASCII “ios_base::eofhit set'

Ba403002 | P!
AA4A3A18 |

AB483280 | CrackmeC .HB4BE36C ASCII "invalid string position™
08463298 | CrackmeC .AB40E384 ASCII “string too long"
B88483A32 | PUSH CrackmeC.B040E1480 |ASCII “bad cast"

B884843CD MOV DWORD PTR [EBP-41,CrackmeC.B848E484 ASCII "bad allocation™

B8484CE3 (MOU EAX.CrackmeC.BB840E4n8 ASCITI “Unknown exception"
B8484DCF | PUSH Grackme(C.B040ES 08 ASGII “GOMSPEG"

AA4A4EAB [MOU DWORD PTR [EBP-C1.CrackmeG.BA4BE4FC | ASCIT ‘e
BA4A4E3A |[MOU DWORD PTR [EBP-1@1.CrackmeC.BA4BE4FE ASCI I "cnmmand.cnm"
B@484E43 MOU DWORD FIR [EBP-1@1,CrackmeC.BW4BE4EEASCII “cmd.exe"

B8848575% |MOU DWORD PTR [412428]1.CrackmeC. BB4BE65EUNICODE " [£4 484 H*
B8485DAE | PUSH CrackmeC.BB40ECLR ASCII 2
406219 | CrackmeC.B040EASR UNICODE hed(( H*
GrackmeG.B040EG2C ASGII 5
| CrackmeC.BA4BECAA ASCII "PRTH"
A84A8349 ([PUSH CrackmeC.AB4BECBS ASCII “mscoree.dll"
88488358 (PUSH CrackmeC.BB40ECAS ASCII ™

orExitProcess™
884088588 | PUSH CrackmeC.BB40ECE4 ASCII N
88483 7F2 MOU EDI, CrackmeC.BB4AEEB4 ASCII
88488 7F7 (HOU DWORD PTR [EBP-1281.CrackmeC.BB4BEELASCIIT
08408848 (MOU EDI . GrackmeC. BB4BEDER ASCII "Buffer overrun detected?"
BAA4A88aD MOU DWORD PTR [EBP—128] GrackmeG. II4BED‘HSCII "A buffer overrun has been detected which has corrupted the program’sfinternal st
BB488836 PUSH CrackmeC.BB4BED24 program name unknown>

nknown security failure detected?"
A security error of unknown cause has heen detected which hasBcorrupted the pro

AA488877  PUSH_CrackmeC.BA48ED2A RSCII
Ba4838Aa7 MOV EDI, CrackmeC.BB40EDIC ASCII
B84888B3 | P! Crackme(C.B040ED1B ASCII "Program: "
BR4688 DD CrackmeC .0840ECES ASCII "Microsoft Uisual C++ Runtime Library"
a8488AD7 | CrackmeC .8840ED24 ASCII "<{program name unknown>"
BA408BOA | GrackmeG.B040EDZB ASGII “..."
BA4P8B3E | CrackmeC.AA4AF288 ASCII "Runtime ErrortEEProgram: "
AA4P8B5@ | CrackmeC.BB48ED1C ASCIT “ERE"
BB488B6C | CrackmeC . 0840ECES ASCII "Microsoft Uisual C++ Runtime Library"
BB4BA568 | Crackme(C._8041B0ES ASCII “ACP*
an4en579 | CrackmeC. 8041 4 ASCII "OCP"
4BA653 (ADD EAX.CrackmeC.B@48F38C ASCII "i252"
|ADD EAR.CrackmeC.B040F384 ASGII “g5@"
A6?D (ADD EAX.CrackmeC.B@40F3A0 ASCII “ESP™
BA4BA687 |ADD EAR, CrackmeC.BA4AF2F8 ASCII “ESP™
B848A691 |ADD EAX, CrackmeC.B@40F2EC ASCIL "@48a"
BA46ADGE | PUSH CrackmeC.B841BBEC ASCII “Norwegian-—| Nynursk”
B8848C216 |PUSH CrackmeC.B80410164 ASCII "user32.d11"
B8848C231 |PUSH CrackmeC.B0418158 ASCII "MessageBoxA"
BA408C242 |PUSH Grackme(G.B0410148 ASGII "GetActiveWindouw"
BA48C24A PUSH CrackmeC.BB418134 ASCII “GetLastActivePopup"
BB48C265 | PUSH CrackmeC.BB418118 ASCII "GetUserObjectInformationfA
BA48C276 |PUSH CrackmeC.B84181088 ASCII “GetProcessWindowStation™

s @a0p 01 glad Jas B 35 S5 o culbile el 9y o8 Yy OSosgy L9a (0 ass bl 5



BE4RZ5E0 || .~ 74 BS JE SHORT CrackmneC.B8482504

BE4A2SEF || - 1BCE SEE ERAk, ERR kernel32.BaseThreadlnitThunk
BE4AZEC1 (| - @308 FF SEB EAX, -1

BE4@z5C4 || > B3 CHP EAX,EBX

BE4AZECE || v 75 13 JHMZ SHORT CrackmeC.BB48250B

Bo4@2SCcE || » | 3BDS CHP EDk, EBP

AEGAZECA || w72 BF JE SHORT CrackmeC.BE482508

BE4@2ECC || - | 3308 HOR ERX,ERX kernel32,BaseThreadlnitThunk
BE4B2ECE || « EDS CHP EDM, EBP

BE4B2508 || « | BE9SCH SETHE AL

BE482503 || - BC3 CHP ERX,EBX

FE4AZE0E || .| BFRd CFBEZH0E0 JE CrackmeC.BE4622A0

BE4@z2c0e || » +68 429E24080 PUSH CrackmeC.B2489E248 RECII "I'm sorry buf that it woe
HE4AZEER ||« 6B ARZF 41688 PUSH CrackmeC.BE412FHA

6A4A25ES || - ES RAF4FFFF CALL CrackmeC.B@da1A58

BE4AzEEA (| - &3Cd B8 ADD ESF, =

EE4E2CED || - EBFB MOy ESI, ERH kerneld2. BaseThreadinitThunk
BE4B2C5EF || . ©A BA PUSH R

BE4B25F1 || « BBCE HMOW ECH,ESI

AA4azSFS || - EB DBFBFFFF CALL CrackmeC.B8481E08

BE4AzEFE || . BBBE MOU ECX, DWORD FTR DS:[ESI]

BE4E25FA (|« 29B51 B4 MO EDOX, OWORD PTR DOS: CECH+4]

HE4AZEFD (| «  BR4C32 B8 MO CL,.BYTE PTR OS: [EOX+ESI+E]

pEdazeal (| . GD@d32 LEA Efx,OWORD PTR DOS:CECW+ESI]

gad@zead (| . 33FF ¥OR EDI,EDI

gE4Eze0e (|« FECl Be TEST CL,E

BE4B2c02 || .~ 75 14 JHZ SHORT CrackmeC, BB48261F

HE4AZERE (|« BB4B 28 MOl EHX, OWORD PTR DS: [EAW+ZB]

AE4AzEEE || . BBE1B HOU ED0R, DWORD PTR DS:CEAX]

pEd4AzE1@ (| . BBCS HMOU ECx, EAX kernel32.BaseThreadlnitThunk
BE4@2c12 || « FFS52 2C CALL I:lu.ll:IFtD PTR DSz [EDH+2C]

BE4B2615 || « B3FB_FF CHF

BE4E2518 || ov TS O JHE SHDRT CrackmeC. 8@48241F

GE4Eze1A || . BF B4B00000 MOy EDI, 4

AEARDETE Y CIEAS Foll Foy OuNEn PTE NS TECST]

b )3 joniras § (o3ah goadibi s (53) j8)8 s b)spSrs G0 Cramd (l @ 4025C6 guysl jl G 33iaae a5 jebilas
300 CLaud el @ eainy 330y ey JE Jaadlygiws 53 4025D5

M3 =Ll E
GBE4E2E06
GE482503
88482505
a84a82506
BE4AZEER
BE4AZEES
QE4825ER
BE4E25ED
B84825EF
GE4E2EF L
GE4825F 2
B84825F8
aa4825FA
aa4a825F0
BE4EZEHEL
Gaqa2c04
BR4B2E6E
Ba4082689
GE4EZESEE
BE4E26EE
gaqazcle
aB4az612
aa4A825615
BR4AZELS

aada2621
aada2524
BEIBZEZE
ga4azc22
BB4E252R
aa4a2520
BR4AZESE

AmRdRAeam

EA4E2E81
ER4EAZRER
Gada2e07
Ead4Azae8
EAd4E2iEE0
BAJAZESE
GadqE2eod
EE4A2898
Eada2aoF
BEdAZEA1
[ e ]
ER4AZEAT
EA4E2EAR
EAJAZEAF
Gade2epd
HR4A28e9
Eada2Eec
EEdAZEEE
gadezacy
ER4AZEC2
EAd4EZECT
ERAdAZECT
Gade2ecc
EA4Ez2acE
gadaziaiz
BAdAEzE0d
gadqezany

ER4AzE09

SELUS

AF3sCE

2BC2

rBF84 CFBzZBE88
68 4BEZ4666
6B AEZF41686
E2 RAGFAFFFF
23c4 @9
8BFA

&R BA

SBCE

E2 D2FSFFFF
SBBAE

B8ES1 A4
BR4CIZE @5

R

000go000

<

| T2 @0
8BE424 24
g2
EEB _CH1EBBEBE

. | B3C4 64

» | BB4CE

£q: E?BD BBBQI@B@
aB4C24 3C

33Ca
. | EB CEZe@sas
| 2304 4C

c3
» 68 4CE14888

B8 ABZF41@EH
ES D7F1FFFF
83C4 A8

¥S 14
aB4@ 28

LMF EUX, EBF
SETHE AL
CHP ERK,EBX
JE CrackneC.884828A0
FIISH CrackmeC. BE46E248
FUSH CrackmeC. 684 1ZFAB
CALL CrackmeC.B84681R98
ADD ESP. B
MOy EST,EAX
H &R
HMOU ECK, EST
CALL CrackmeC.B2481ED8
MOY - ECH, DWORD PTR DS CESI]
Mol EDik, OWORD_PTR_DS5: CECK+4]
MOU CL,BYTE PTR O5: CEDWrESI+A]
LEA ERX,DUORD FTR DS:[EOX+ESI]
HOR_EDILEDI

TEST CL, &

JHZ SHORT CrackmeC.B@4@261F
MOl ERX,DWORD PTR DS:[EARX+Z2]
MOU EDX, DUORD PTR DS: [EAX]
MY ECH, ERM

CALE OWORD PTR OS: [EDN+2G]
CHP ERx, -1

JNZ SHORT CrackmeC.B@40261F

EDI, 4
MOY ERK, DWORO PTR DS: [ESI]
HoU ECK, OUORD PTR DS: [EAX+4]
AnD ECK,EST
CHF EDI,EBX
JE SHORT CrackmsC.Q8482548
MOV ERK, DWORD PTR DS: CECH+E]
HaU _EDi, DWORD PTR DS: [ECK+28]
DR ERX, EDI

MO e Fhae

JE SHORT CrackmeC. GR4E2896
MOU EDX, OWORD PTR S5: [ESP+24]
FUSH EDX

SEEL CrackmeC. 88484740

MOW ECK, OUMORD FTR SS5:[ESF+d4HE]
MOU OWORD PTR FS:LB3,ECH

MOW ECH, DMORO PTR S5: CESP+3C]
a0R EAK, EAX

CALL CrackmeC. BE4G4FEE

A0D ESP, 40

RETH

FUSH CrackmeC.8848E14C
FUSH CrackmeC.08d412FAR
CAEL CrackmeC.@@431A92
AOO ESP, 8

Moy ECH, ESI

CALL CrackmeC.B8481EDA

MOL EAX, DMORD PTR OS:CESI]

MOW ECK, OMORD PTR OS: CERX44]
LEA EAX, DWORD_PTR DS: CECK+ESI]
MOM CL.BYTE PTR DS: [EAM+E]

#OR _EDI,EDI

TEST CL, &

JM2 SHORT CeackmeC.204@820E0
MOW EAX.DUORD PTR DS: [ERX+28]

RSCIT "I'm sorrw but that is wre

kernel32.BaseThreadIn it Thunk

kernslad.BaseThreadnitThunk

15 00 300y 19b pras Cuwl (ilgh Gy by

Crackmel.{Modu leEntryPoint »

ntdll.?702E11S
kerne|32.BaseThreadInitThunk

RASCII "Congratulations that is corre

kerne|32.BaseThreadlnitThunk




20309257 1

BOIRESTE
Badazsyn
00402500
8048258 |
80402552
Bedazea7
@e4025aC
20482590
80482552
80402536
BR4azZE90
@040253C
BB4025A0
BR4B25A2
80402504
BadazERs
@p4025AS
BB4BZ5AA

AR4AZEES
@R4az5e?
88402568
86482580
884825E8F
BadazeC]
ge4e25C4
BB40825C6
B04825C8
OBa4aCSCA
BadazsCC
@04825CE
B84082508
BB4BES03
BRdBEs0s
aadazE0E
B04B25EQ
BB4025ES
204825ER
Ba4dBz25ED
BB4a25EF
B04825F |
B84825F3
204825F 3
BadB25FA
224a2cFD
20482601
BB4B2604
BH482686
Ea4az609
gB402cop
B848268E

f e ey

V]

SB41 B8
SBSI 28

£8

E2 100RAE0A
837C24 ZC 1@
gBvC24 1B
72 94
a07ca4 18
BEE424 44
gpeca4 28

837C24 48 18
SET424 34
73 84
2807424 =24

2B0S
BF95CA
3BC3
~BFE4 CFazZoB0a
BE 4EEZ480@
2 AB2F410@

=
ES_REFAFFFF
83c4 08

gec|

ES _DSFEFFFF
2B8E

8BE1 B4
SR4C32 Bd
2De432

: @33)3) 330 (0 @l 39)8 20 Lais) Y e Ola)

now ERX,DWORD FTR DOS: [ECX+E]
Moy _EDX.DWORD PTR DS:[ECK+281]
OR_ERX,EDI
CHF EDX.EBX
JHZ SHORT CrackmeC.@@8482828
OR EAX,d
PUSH EBX
PUSH ERX

Eracknit AB482F37
CrHP

il EEICDMORD P Co3 (ESPLIS1

JHE SHORT Crackmel.0a4

751 ED: BUdRD PR e

CHF El
Fou ECP.DWORD PTR SS:[ESP+281
JE_SHORT Ci ackneC, 0402608
CHP EDN.E
HOU ECH.
JE SHORT CrackmeC.@840250R
oy ECk, EEP =
13
FoU EST.DWORD RTR. S5 fESRka41
JE SHORT CrackneC. 0048258
LER ESI,DWORD FTR SS:[ESF+241
KOR_ER¥, EAY
REPE CHPS BYTE PTR ES:[EDI1,BYTE PTR DS
SHORT CrackmeC. 80402504
SEB ERX. EAX
SEE EAX, —I
P EF £
¢ SHORT CrackmneC.B8482508
PP En%. Fe
JE SHORT CrackmeC.8040250B
®0F EAX.ERX
CHP ED¥, EBP
E A
CHP ERX, EBX

JE CrackmeC. 28402200

FUSH CrackmeC.@848E292

PUSH CrackmeC.D8412FRB
CrackmeC.BB481A58

HOW ECX. DWORD PTR 0S:[ESI]

HOU ED¥,DWORD PTR DS:[ECK+4]
row CL.BVTE PTR _DS: [EDM+ESI+S]
LEA ERX.DWORD PTR D%S: [EDM+ESI]
#OR EDI.EDI

TEST CL.5

JHZ SHORT CrackmeC.0848261F
Moy ERX.DWORD PTR DS:[EAK+281
MOV EDX,DWORD PTR DSz [EAX]

kernel32.BaseThreadlnitThunk

Crackmel. {Modu lLeEntruPoint ¥

kerngl3dZ.BaseTheeadlnitThunk

kernel32.BaseThreadInitThunk

kerne|3Z.BaseThreadInitThunk

ASCII "I'm <orry but that is wrong!™

kerne | 3Z2.BaseThreadInitThunk

(0)3) B yo3amws 53 4025CA gupsl ys B0 (—85090Good Boy cram s ay 4025D5 BONE) oy 03l a5 sib goidine

: 3050 Bad Boy craw @ o o1 a5 saians

EE40258F
28482501
e 482504
BE 46 2508
a6402508
BE4825CA
B64825C0
D8 4@ 25 CE
ae4a250a
BE462503
EE6482505
BE 462508
2e4a25E8
BE4E25ES
G 4825ER

BE402500
BE46256F
BE4825C1
BE48 2504
BE482ECE
86482508
BE4825CA
Ba4a25CC0
BE 4825 0E
BE482508
BE4EZE03
BE4E2505
BE4a2508
BE 48 Z5ER
BE4O2CES
BE4825ER

-

e o

%

v

2BC
.«| BFB4 CFAZB688

68 48E2406068
2 AE2F4193
E8_REF4FFFF
83C4 @3

2B
BFB4 CFRZEEEE

b b5o 40ER4008

B8 ABZF4 188
EE RASFAFFFF
B3C4 B8

SEE ERX.ERY

SBB ERAW.-1

CHP EAX.EBA

JIHZ SHORT CrackmeC.BEd@2s08
CHMP_EDX,EBP

JB_SHORT CrackmeC.B@48250B
HOR EAX.ERX

CrF EDX,.EBF

SETME HL

CHP_ERX.EBX

JE CrackmeC. B84E28AR

FUSEH CraclkmeC.@084BE248
PUSH CrackmeC,28412FR@
GALL CrackmeC.BE481A5A
AOO ESF.5

kerne l32.BazeThreadIn itThunk

kerne 32.BaseThreadIn itThunk

ASCII ™I"m <orcy but that is wrongt'

: oy)ls Bad Boy ciaw ay gy 53 4025C6 ouys] )y jobisas g

JE SHORT CrackmeC,B@4B2504
SB°ER, ERK

CHMP ERX, EBX

JME SHDRT CrackmeC. 08432508
CHP_ED¥.EEF

JE SHORT CrackmeC.B84E250B

CIF_EA, EBX
JE_CrackneC. BB4B2EAA
PUSH CrackmeC.B646E248
FUSH CrackmeC.@04 12FAB
CALL CrackmeC.DB481A98
DD ESE.E_

kernel32.BaseThreadlnitThunk

kerneldd.BaseThreadInitThynk

ASCII "I"m sorry but that (s wrongt™



olad. sub paiais g3)6ow Waciwl 4025D5 guys ) sgyas Good Boy craw a5 ) i3 Gl paalis aS jphiyes

LS5 1) UL (-85 )5k eagpnGood Boy ay eadiws (a3l j) g 4025D5 guysT @ Gagib glayl sy Bad Boy crew @ o oy

: eaias 1y call / compare Jacllygiws oalgl Ls 402582 (uysT )s Cuwys @3S

QE4R2ETI
AE4E257B
aadaZsTo
BE4EZEEE
aR4a2ca1
ap4a2582
[l Ll T
BER4EZEEC
ao4aacan
AE4E2592
ARGEZSIE
BE4EZE3A
BEREZEAC
BE4a2cAG
AE4E2ER2
aa4a25A4
BEEZEAS
QE4E2CA2
AE4EZ5AR
AadaZSAF
BEdEa2EEs
BE4E2CRS
AE4E2ERT
aa4825EE

2803

7S _H3
83C8 &d
53

2-

=]

ES 188ABEEE

83724 20 18

8BYC2d 18

72 B4

BOFC24 18
dd

£

CRCREY R

e
o
m
1))
i
[
b

SEeC2d 2=

» B3rC24 48 16
. 8BFdzd 54

« 207424 34

CHP EDOX, EEX
JHZ SHORT CrackmeC.BB4B25E8
OR ER. <
FUSH EBx
PUSH EA%
CALL Crackmel.B3648
CHF CUWCRD PTR 55: [EEF+EE] 18
Moy EDI,OMOED FTR EE'[EEF+IE]
JHE SHORT CrackmeC. 88482559
LER EDI OMORDC PTR S5:[ESP+18]
HOU ED-, DWORD PTR 55: [ESP+<441
CHP EDH EE

oy EBR,DOMORD PTR SS:[ESF+:22]
JE SHORT CrackmeC.EB482508

JE SHORT CrackmeC.B@d4825AA
Moy ECK, EBP

CHP DWORD PTR SS5: [ESF+481, 1H

HOU ESI,OWORD PTR S5: [ESF+34]

JMHE SHORT CrackmeC.@8dB2589

LER ESI,OUWORD PTR S5: [ESP+34]

HOR _EAX, EAR

REPE CHPS GVTE PTR ES: [EDI].BYTE PTR O3

T oo
EF @4a00660

Sa
EZ_lB0Roaoa
8237C24 2C 18
SEFC24 18
FE a4
2D7C24 12
EES424 44
SEDZ

EERCZd ZE

74 26

kernel32. BaseTheeadln it Thunk

CrackmeC. <Hodu leEntryPointX

kerne |32.BaseThreadln it Thunk

3530 J0E (310818 031 )1 a5 eainae 40256F puysT )3 by Gy @S ol U0 @ (4510 )51

ER¥, DUDRD
ECH, DWORD
ECK.ES]

OS: [ESI]
0S: ERK+

. BB4B25E7
DSz [ECH+B]
DS: [ECH+281

MOV ERX, DWORD

MOU EDX.DWORD PTR

OR ERX,EDL

CHMP ED¥,EBX

JHZ SHDRT CrackmeC. 88482588

0OF EAk,

PLISH EBH

PUSH EAX

Eﬁ%L CrackgeC.G@4gEF9? e
EDI, % g; :8!

JHE SHDRT Cracknec [ n

LER EDI, L 1

MoV EDK. g»l g‘ g

CHP EDX.EBK

nou_EEF, DWORD FPTR SS: [ESF+281

JE SHORT CrackmeC.004825C8

kerne l2Z2.BaseThreadIn it Thunk

3B0s CHMP EDX.EEFP
sy shmay eeas S I PR T ) -
: 0)13300 BP @0 g3 yo (59) Dla 3)ls 3909 )53 annlis g ¢3lgal)d Sy BI0 (05 )0
Gadaz5d42 8B42 B84 HELW ERX, OWORO FTR DS:CEO<+41
BAdAZS45S BR4CE8 as Fow CL,BYTE FTR DS:[ERX+ESI+&E1]
Baq@azL49 3Ce AOD EHX.ESL
BEH4BA254EB 33FF HOR EOIL.EOL
gad4az540 F&CL B8 TEST CL.S
Bas4asSSa w 7S 14 JHE SHORT Crackmel . BB482566
BR4AZEEZ2 sB4E 28 FMOW EAX, DWORO FTE DS:CERX+22]
BR4BZEEE BE1B MOY EDX.OWORD PTR DS:CEAXI _
HHYAZSE ™ 8BC3 MOW ECH ERE kernel32.BaseThreadln it Thunk
[EAdAz55S FFS2 Z2C CALL OWaRD PTR DS: [EDX+Z2C1T
BAadAZESC 83FE FF CHP ERx, =1
BE4EAZSEF . 75 B8 JHE SHORT Crackmel.EBB4B82S588
BaqEaztc ]l BF 64693333 MoV EQL, 4
BEHABRZ5EG =11 MOW EAR. OLUORD PTR DS:LCESI]
BO4BESES 8E48 84 MOU ECH.OWORD FTR D3:CEAR+ 41
BAdAZSER HI3CE AODO ECx,ESI
BadEz2Sen 3BFE CMP EDI,EBX
Ba4azEoF ~ 74 l& JE SHORT CrackmsC.@84825287
BE4A25F 1 8B41 B8 MOV EHR.OWORD FTR DS: CECH+E1
BEdAz5EF4 8B51 28 MOW EOX,. DUWORO FTR DS:CECH+283]
BR4AZEFT HBC? OR ERX,EDI
gRqRzS A 2803 CrpP EDH EBH
gE4az5 e ~ 7o B3 M2 SHORT CrackmeC.EBB4B2588
BE4A2570 83C8 B4 OR _ERH, 4
Gadaz558a PUSH EBX
FAdAzZSS 1 =15] FLSH ERM kernelZZ2.BaseThreadIn it Thunk
ES_lOBRGA3GAE CHALL CrackmelC.@8482F97
HHAHAZLE T 837C24 2C 1A CHMF DUORD PTR SS: CESP+2C1, 14
BE4A258C 8Br¥CZ24 18 MOV EOL.OWORD PTR_SS5: CESPE+187
aad4az53a r3 a4 JHE SHORT CrackmeC.B88d482595
BR4AZES 2 s807C24 18 LER EDI,DWORO FTE =5:CESF+18]
== s Le ol SBS424 44 MQY EQM, QUWORD PTR S5: CESP+%4]
BE4A255A 3 CHMP .
ARdAFPSAN ARAC24 >R HAL FRP_ANARA PFTR S5:TFSPE+2A1

b 80is (,Jo) @5 (s9) Olly g @iSye 3)lg )y " 121212127 s 83)-5 3)lg slgals )gumy 53 § 83)5 sl Olly pg)s 1y asly Ula

YNV



Ll byl Fat by ) O] [ by ST ) g [ ] LLyDT T TIN Doy LEANTCOITO]

6462543 (] . 3C FIDD ERK,ESI CrackmeC. B8412FAB

BEA4E254B - 35FF #0OR EOI,EDI

gE4E2540 (| . FECl B6 TEST CL.c |

HE4E2556 |-~ 72 14 JHZ SHORT CrackmeC.B8482566

BA4E2552 (| . &B48 28 MOW ERX, DUORD PTR DS: CERH+2E]

BE4E2EEE (| . BBl@ MOL EDX, DUORD PTR DS:LCEAX] CrackmeC. BE4EE40S

gEqE2EEF () . BECe MOLW ECH, EAX Crackmel.B8412F48
.« FFE2 2C CALL DWORD PTR DS: [ED-+2C1 CrackmeC. BE4E27A1

BE4EZEEDC ||« HIFB_FF CHP ERk, -1

BA48255F |1 -~ TS @ JHE SHORT CrackmeC.B8482566

BA4E2561 . BF BdBREE66 Moy EDI, 4

gEdE2tec (| > 2B8c MOY ERM, QUORD PTR DS:CESI] CrackmeC. BE48E470

BE4E2500 (|« SB48 B4 MOW ECk, DUORD PTR D3S: [EAR+4]

BA48256E8 (| . @3CE ROD ECH,ESI CrackmeC. B8412FAB

Be4E25:0 (| . 3BFB CHF EDI,EBX

BA4B256F - 74 15 JE SHORT CrackmeC.BAB4682587

gE4E2571 (| . B4l B9 MOY ERX, QUORD PTR DS: LECH+2]

BE4E2E74 (|« EBE51 28 MOW_ED, OWORD FTR D5z CECH+28]

Ba48257F (| . @BCP OF ERX,EDI

BA4E257 S - 3BD3 CrMP EDX,EBX

GE4E257E ||~ 75 83 JNZ GHORT CrackmeC.B30482500

ge482570 (|« E3C8 B4 OR _ERH, 4

Ba462586 (| » 53 PlisH EB

FEdE2E21 (| . 568 FUSH ERX CrackmeC. BE412F48
- EB 16BABE6E CALL CrackmeC.BEdE82FST

gEqEzte s (| > 237024 2C 1@ CHP DWORD PTR £5: LESF+2C1, 10

BE4E2EEC ||« HBYCE24 18 mMoW EOT, OWORDE PTR_S55: CESP+18]

BA46825596 || -~ T3 B4 JHE SHORT CrackmeC. 584682596

BEA4E2592 . BD7YCZ4 1B LEA EDI,DUORD FTR S5:[CESF+18]

gEqE2toc || > 2BR424 44 Moy EDX, QUORD PTR S5: CESP+44]

ge4825594 (|« 3BD3 CHP EDH, EBH

BA4E2590 || . SB6CE4 28 Mol EBP, OWORD PTR 55: CESF+261

£ 55 0 )€ anlEs g (3loals )l gy 03l sins a5 jphilasanwy 40256F gmsT ) B aylisdy 1) F8 x5 Jla

E&C1 B& TEST
7S 14 JHZ SHCéT Crackmel. 80482566
2k4a Z2 ERX, DWORD FTR DS: [EAXK+2Z8] CrackmeC. 80484028
cele EDX DWORD PTR DS: LEAX]

EDH. ERK CrackmeC.B8848E478H
DltIDRD PTR DS:[EDX+2C] CrackmeC.B884837A1
 EAX,
SHDRT Crackmel. 80482566

EDI,
ERH, Dll.IEIRD PTR DS: [ESI] CrackmeC.B8848E478
ECX.DWORD PTR DS:[ERAK+4]
ADD ECX,ESI CrackmeC. 8041 2FA2
CHMP EDI,EEX
JE SHORT CrackmeC.BB482587
HOL! ERX,.DWORD PTR DOS5: [ECH+E]
HOW EDX,.DWORD PTR DS: [ECK+28] CrackmeC.B08412F48
OrR ERX,EDI
CMP ED%, EBX
JHZ SHORT CrackmeC. 80482580
OR _ERX, 4

EEX
PUSH ERAX CrackmeC.0040E47R
E2_leangeoa Crackmel.00482F97
837C24 2C 18
8BTC24 18
73 B4

eD7ca24 18 LEFI EDI. .
ggggE# 44 HU'J EDH m

ARAGPE S =3 e H.I'III I-_F!D BTE SCe (ESPs2@]

:aae Bad Boy cramw @ )y Ls a5 cuwl w1 olaa ol sawyp 4025C6 gupsl ay G syyliiady ys531 hFS ayls

EE YT g Lcial T =TT
884925086 || .~ 72 82 b SHORT CrackmeC. BB4625AR
oa4025a8 || . BBCD HOU ECX,EEF
Ba48280n > B27C24 48 18 CHF m FTR L §
B24825AF . ESB7424 324 Mou ESI, DRORD PTR SSiL
28492583 || .~ 73 24 JHE SHORT CrackmeC,P@4825E89
AZ5ES || . 207424 34 LEA ESI, PTR 88
5[] » 33ce WOR EAN,EA ”
e E . F3:R8 REFE CHPS BYTE FTR ES:[E E FTR DS
PAABZSED -~ 74 @5 JE SHORT CrackmeC.Bad
@g40zcer (|, 1BCO SBB EAX,EAX -
340 g308 FF SEE ERM, -1
> SBC3 CHP EFX,EBX
75 13 JNZUSHORT CrackmeC.@0402508
> | SBOS CHP EDX, EBP
~| 72 OF Jg SHORT CrackwmeC.@@422508
. | 33ce #OR EAX,EAR
3BOS CHP EOX,E
BFS5Ca SETHE AL
CHF ERX,EEX
.~| BF24 CFo2o000 JE CrackmeC. 204022007
> LEg 4SE24600 PUSH CrackmeC.@040E248 ASCII "™I'm sorry but that is weongt™
. 68 AB2F4168 PUSH CrackmeC.B0412FA8
'5 . ES REF4FFFF CALL CrackmeC,20401A58
OUIB *FEu . B83C4 B8 ROO ESF,=
@24925ED || . oeF@ MO ESI,EAX
402SEF || . &R @A PUSH @A
. BBCE MOV ECK,ESI
. E& DBFBFFFF CALL CrackmeC.80401E00
SBEE HOY ECX,DWORD FPTR DS:[ESI]
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: @330 313 gloy)l Good Boy cram @y @abims a5 syinssasling HFE suls s

D IR AR g
« 2308 H“OR ER¥, ERX
« 3BDS CHMP ELDi, EBP
BF9sCa SETHE A
. 3BC3 CHF ERX, EEX
o rBFS4 CFRZa00e
| 42E24888

JE CrackneC.@042220R |

PUSH CrackmeC.B848E248 ASCII ™I"m sorry but that is wrongt™
PUSH CrackmeC.B80412FR0

CALL CrackmeC,20421A%@

AOD ESP, 2
MOU ESI.ER®
PUSH 8@

Moy ECX,ESI
CALL CrackmeC,08401ED0

MOU ECRK, DWORD PTR DS: [ESI]

=] a4 HOV EDW, DWORD FTR _D5: [ECK+4]
SR4C3Z @83 Mow CL,BYTE PTR DS: [EDH-rESI;?%

=21
. Mow EDX,DWORD PTR DS: [EAM]
+ | BBCB MoV ECH, ERX
. : CH._LEEEEIRD PTR DS:[CEDX+2C]
-1

7S ec £ SHORT CrackmeC.@@482C1F
EF 84880000 v

== MOU ERX.DWORD FPTR DS:[ESI]
2B48 949 Mo ECK, DWORD FTR Df: [ERAk+4]

7 =al ECY ECT

: 35 883 aslip @ Mo

i C:\Users\NODONGLE\Desktop\CrackmeConsole.exe = || @
llelcome to AR Crackme Hi a

Please enter the correct serial:

12121212

Checking serial

Congratulations that is correctt

Jizit http:-scracking.accessroot.coms for everything AR

Long live the ARTeam?

Greetz & Shoutoutz to Whitefire for hosting our forum, forum.exetools.com, tech-
arena.com. and the ARTeam

m

Prezs any key to continue . . .
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3)0my Job WeT b @8 10 03)5 23 3059 b 1o a5 easedy § 0D S)als ((E23)5 83 WS a5) sasrs clo))l Bad Boy a )y Le a5
03wl O3lax15g3 (sIa Tl )s ## §) gse 335 slw s 1) sl ploiae Oilansed a)s b (8)b jle siSaad Jac Cuw)s a3 o9

2315 Jac syTal) a5 )90 )0 a3lgixe Laib Alylal )5 Cisl) 133)5 sy £04) @8 a5 @iye

338 XOR ERX,EAX CrackmeC. 08412F48
FZ:1R6 REFE CHFS EVTE FTR ES:[EDI1,BYTE FTR DSz
v~ 74 @& JE SHORT CrackmeC.004025C4
1EC SEB ERA,ERR CrackmeC. BB412F48
| 8308 FF SBB ERX, -1
4 SECE CHF EARX, EEX
Q492506 |~ 75 13 | JHE SHORT CrackmeC.02402ZE06 #83% Junp to bad Doy
554 | | 2BDS CHMP_EDH,EBP
2 v| 72 BF JE SHORT CrackmeC. 20402508
33CA *0R ERX,ER/X CrackmeC.08412F40
2E0S CHP EDX,EBP
BF9sca SETHE AL
3BC3 CHP ERX,EBR
| @F24 CFezZeeaa JE CrackmeC.@8d40Z8HR
68 49E24000 PUSH CrackmeC.@040E248 ASCII "I'm sorcy but that is wrongt!”
68 ABZF 4108 FUSH CrackmeC.B88412FA8
EE R&F4FFFF CALL CrackmeC.80401A50




EA40258R
BA4BZSAF
20482583
EB4826EE
BA4A25E9
BR4AZSER

BO40Z50 1

BBAAZECY
BR4AZECe

guqa2cle
B84825CH
BA4AG25CC
BB4aZECE
BB4E2c00
ga4826503
Ba4a2505
B84@z50E
29402CE0

2315 5(5) 13) 3603 (A3) 1.6)8 )3(5) o3 QAT Crawd @y

B37C24 48 10 CHF
8E7424 34 Aoy ESI
v 73 84 ma Crlukntc.
207424 34 LEA ESI, m PTR SE: 1
3308 mn EA, Ei CrackmeC. 8041 2F 40
FS:% REFE n:nPs BH‘T‘E FTR ES: [EDI1 EYTE FTR DS:
] SBE ERK,ERX CrackmeC, BB412F 40
8308 FF SBE ERR, -1
2EC2 CHF EAx,EBX ) .
v ;guéa JHZ SHORT CrackmeC. 80402608 e Junp to bad boy
Ny Eo
v| 72
33c0 CrackmeC . 80412F40
2BDS
QF95Co
3BC3
v| BF84 CFOZOR0A
&8 4SEZ4008 RSCII "1'm sorry but that is wrongt™
68 AOZ2F4102 PUSH CrackmeC. 00412FA2

sl Lo @y 35 (15 Gy sl 0ld ics @8lg )s a5 sainse awlis jodws Gy ¢ SBB joiws sia

saglac )1 CF g @gs sglac §3)b3 Jola a5 Oglad o3l b Cuwl sub jgiws alives (subtract with borrow) sbb Jac)ygiws

(dest:=dest-src-CF)sylad (-0 ammlas 1y Jo)

b 30lgh JoAlLe 138 s 35 885 1) 1.0a3 @ )5 Ll

Ba4a25a2 3B0S CHP EOX.EBP

20402504 SECA nou EC>< ED>< CrackmeC. BB4BE402

gB492506 |~ 72 82 T CrackmeC, BO4025AR

BB4825R8 8BCD HDU ECH EBP

ea4a25AR B37C24 48 18 atdu

BR3RZEOF SEV424 34 nuu ESI, DI

29492583 |~ 73 64 .

BB4E2585 807424 34 LERA Esl.m PTR

804082589 33ca8 #OR _EAX, EAR CrackneC. B8412F48
40 25El F3:R& REPE CHPS EVTE PTR ES: [ED11,BYTE PTR OS:

BBARZEED (v 74 BS JE SK{RY c:um—c 8848250

E948258F 1BCQ e L. . EERE S

BR4E25C1 8308 FF

Ea4az5C4 3BC3

a vre5 18 T CrackmeC.08482508 #ux Jurp to bad boy

ERquzEle 2B0S

E948250CA |~| 72 OF SHORT CrackmeC.BO482508

BB4E25C0 =] CrackneC. B8412F40

0B4a25CE SBDS

28402508 BF9SCe

4925032 3

B@8482505 | v| BFB4 _CFBz28888

804025068 | »68 48E240008 . BR40E248 ASCII "I*m sorry but that is wrongt"

BB4AZ5ERD £2 ABZF4198 FUSH CrackmeC. 041 2FHa

PR4825ES ES ReF4FFFF CALL CrackmeC.@0401A72

ooys1 3 )0 1is .35 (o 2)1Ad d)ghis aas O3 B ag)s ) abdla j) pols Jas By yigs gy joiws gl : Lea Jaa)lgims
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File Edit Beokmark Options Help

: o)l 1y REPE CMPS Jaa)! yg3ws (saay ba job ron

Comtents | |noex |

I Ernint [

REP/REPE/REPZ/REFPNE/REPNZ—Repeat String Operation Prefix

e o

F2 AF

REPNE SCAS m32 Find EAX starting at ES-[[E301] -

Description

Repeats a string instruction the number of times specified in the count register ((EYCX) or until the indicated condition
of the ZF flag is no longer met. The REP (repeat). REPE (repeat while equal). REPME (rep=at while mot equal). REFZ
{repeat while zero}, and REPNE {repeat while not zero) mnemonics are prefixes that can be added to one of the string
instructions. The REP prefix can be added to the INS, OUTS, MOWS, LODS, and STOS instructions, and the REPE,
REPME, REPZ, and REPMNZ prefixes can be added to the CMPS and SCAS instructions. (The REPZ and REPNZ
prefixes are synonymous forms of the REPE and REFME prefixes, respectively.) The behavior of the REP prefix is
undefined when used with non—string instructions

The REP prefixes apply only to one string instruction at a time. To repeat a block of instructions, use the LOOP
instruction or another looping construct

All of these repeat prefixes cause the associagted instruction to be repested until the count in register (E)CX is
decremented to 0 {see the following table). (If the current address—size attribute is 32, register ECX is used as a
counter, and if the address—size altribute is 16, the CX register is used.) The REFE. REPMNE, REPZ, and REPNZ
prefixes also check the state of the ZF flag after each iteration and terminate the repeat loop if the ZF flag is not in the
specified state. VWhen both termination conditions are tested. the cause of a repeat termination can be determined
either by testing the (E})CX register wath a JECKZ instruction or by testing the ZF flag with a JZ, JMZ, and JNE
instruction

Repeat Conditions

Repeat Prefix Termination Condition 1 Termination Condition 2
REP ECK=0 HNone
REPEREPZ ECX=0 ZF=0
REPNE/REPNZ ECH=0 ZF=1

When the REPE/REPZ and REPME/REPMZ prefixes are used, the ZF flag does not require initialization because beth
the CMPS and SCAS instructions affect the ZF flag according to the results of the comparisons they make.

A repealing string operation can be suspended by an exceplion or interrupt. When this happens, the state of the
registers is preserved to allow the string operation to be resumed upon a return from the exception or interrupt
handler. The source and destination registers point to the next string elements to be operated on, the EIP register
points to the stnng instrection, and the ECX register has the value it held following the last successful neration of the
instruction. This mechanism allows long string operations to proceed without affecting the intermupt response time of
the system.

When a fault occurs during the execution of a CMPS or SCAS instruction that is prefixed with REPE or REPNE, the
EFLAGS value is restored to the stale prior to the execulion of the instruction. Since the SCAS and CMPS
instructions do not use EFLAGS as an input, the processor can resume the instruction after the page fault handler.
Use the REP INS and REFP OUTS instructions with caution. Mat all WO ports can handle the rate at which these
instructions execute.

A REP STOS instruction is the fastest way to initialize a large block of meamoary.
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(330,03 231y 13383 siglac ) eladais) £3i5¢,0 eabid 31 uubv) 1 )y ALS g 03)5 i3 1) slaiilsy paic gs Cmps « Cuw)

: REPXX (slgs)98 gloil

»3 3 3)183 3989 (Solws OIs a5 ¢l B «: repne-\

»S S5 S b a5 ¢Ile) B« srepnz-p

iS¢0 1S5 1) aydgl Jacdlygiws iy CX a5 30 G asigingy o)

56,0 )33 Gl ZF=1 a5 (3L G )y )33 repz g repe (slasigiing

56,0 )33 Gl ZF=0 a5 (30 G 1) )33 repnz g repne slasigiiny

:Cuwl )ohinl 4025BB ba ies guy

05 s e L (B 6 Al @ b O)po ) abdls Hsds gy

: @13 3)lg 0lgAls 3)guy Ay § EAiS C)Bw] (5) by § e)35y BP Gy ba 3 )s saaly 3335 (55 402585 ba ay M

~ 72 @2
2ech
237024 48
8EV424 34

~ 73 o4
s07dz4 34
530

4

HDU
i@ cHP
HOoW
JHE

KOR
JE

&8 42E240008 PUS
&8 RABZF4108 PUS
FQ DAFAFFEE

LER ESI

SHORT CrackmeC.B0482500
ECK, EEFP
PTR 55:[ESP#481, 10
ESI, DWORD PTR_SS:CESP+341
SHORT CrackmeC. 00402567
»OWORD PTR S5:CESP+341

SHORT CrackmeC.@d@d@zsCd

B SEE ERM,ERX
2308 FF SEB EAN, -1
2BC3 CHP ERX, EE
7 12 JHZE SHORT CrackneC. 094825DB
FEDS CHF_EDw, EEP
e BF J8 SHORT CrackmeC.08482508
F3C8 ROR ERA, ERA
JBDS CHF EDK, EEF
BF9sCa SETME AL
FBLI CHMP_ERX, EBX
~ @F94 CFa20000 JE CrackneC. 60482200

H CrackmeC.B048E248
H CrackmeC.B08412FAB
Frscbma AOHAOT OG5

-

ERK, EHF
REPE CHMPS BYTE FTR ES:[EDII1,BYTE PTR DS:

Crackmel . DR48E4 TR

Crackmel. BR4BELATE

CrackmeC.BA4BE4TE

ASCII "™I'm sorry but that is wrongt™

ESI=323

Teach 309Lese-UOICTESY, (ASCIT MIZISIZIC)
3231aesl -

LEA ESI, DWORD PTR SS:[ESP+34]
aiiy Cades sUias ay [ESP+34] g« allhy ¢ies a3 SS: aSaaays )hd aliny 09)s 1) ESI ol )s @dlg yige ouys 1 ba ol

: o3b (BBGTs Y3 3)0.0 bad (5o Olly a5 spipae

lp 12FE88 gmys1 L SS:[ESP+34 | a5 saximus 34 o5 (Qols (s 8)ady (sUL) Info (5 o)aiy )s i) &V Gls a3 5l Cawl

00351 a5) 3335 oL53 ESI ol jlsie @y g sy)lidy 1) F8 3315 )045s Jlaccuwl Ls (5 031D 3)lg 3)uy oms! 03! slgins g Cuw)

HEHisters CFPLI

ER

EDI
EIP

C1
P 1

Fo B

HES4EE< A
BEEAaEEE
5] E[E]E 5 [ S
BEEEEEEE
861 2FES4
BEEAEEEE
Ga1ZFESS
BE1ZFESC

BE4a2E8%

ES @@22
CS Ea1ip

P B wr T o Lo Lo

Crackmel . B84BES7 8

ASCIT "lzlzlzla”
RASCII "™FFrerrer

Crackmel.BE462ER5

22hit BIFFFFFFEF]
22bit BIFFFFFFFF)

e S

: (Cauw) aliny (son



) REPE J—aa)) joXaws Lo (5323 bd )y g« 3iSxs 0 ply hEAX jlade (saey Jaa)l jolws.Cuwl Ls s)qmy (sola oms! 3l )3g

‘.

BEa4825AA 83a7vC24 48 18
DE4aZSAF S8BT424 34
PE4AZSES [~ T3 B4

207424 24
pR4ascpd 2908

F2: A5
oa4a825R0 [~ P4 BE
BR46ZEBF LECE
e4825C1 g30e FF
DE4a2504 3BC3
PE4BZ50E (v 75 13
PB4z CE 3BOS
PE4BZECA [~ 72 BF
Pa48250C 33CAa
HE4R25CE 3B0S
Bo4562E00 BFSECD
oa4825035 2BCE
eE462505 (~ BFE84 CFOzZoDo
0e46250E 68 4SE24008
Be4825ER 68 ABZF4108 /
AAAAPEFT FR OAFAFFFF

{4 o

NOR ERM. EQW

REFE CMPS EYTE PTR EC: [EDI1,EYTE PTR DZ:
JE SHORT CrackmeC. 88482504
SBE ER-,ERAX

SBBE EHH-‘l

CHF ERA, EEX

JHE SH:I!?T Crack meC. 08482506
CHP_EDX, EEBF

JE SHORT CraclkmeC.p84@250R
XOR EHX, ERX

CHMP EDX,EBP

SETHE AL

CHP EfM, EEM

JE CrackmeC, 98402507

FUSH Crackmel.0848E248

FUSH Crackmel.B8412FR0
I rrackmel BRLATCSA

ECE-RPa00aas (decimal &.
0s: [E=] J==t ack [EEIEFEEBJ =z1
ES: [EDI J=stack [BAI2FEcC]=327

4""
" —

: o)y

@y 3 iSys awylaes EDI (s atisls guysT jlabe Ly 1y EST )s asi apas guysT jlsis joimws a3l b asls 2805 1 a5 johilss

030308 aslsl EST g EDI jl awslis Gblac ¢ sabs (0alS saly Gy ECX G035 jlaks. (355 @y 3351)(5) cub @ cub C)ygo

319 }—8) Jgb) Cuwl 8 G plyy ECX jlads a5 syiaus 3315 ol55 ) poal @ )Shasbis asls! s ECX=0 a5 (,a8¢.s G adla o)

O ay )51Ssgiiae amslis sian as b Lo s)uy 15415 po Lol sgiige amslas EDI jlais b Lo syguy i) \35)(5 yo g (Lo (5 o3dd

:“Follow in stack™: g 3315 Gyl5 cuwly EDI b3 (sgy Gl "7" (Sl 35 (sola a5 sgigas 1y aidy 0wl S o83 EDI

8
28 ASCII "12121212"

Increment Plus
Decrement Minus
ZLero

Settol

Modify Enter
Copy zelection to chpboard Ctri+C

Copy all registers to clipboard

Follow in Dump

Follow in Stack

View MMHX registers
View 3DMNow! registers
View debug registers

HW break [ESP]

Appearance

P




W )5k Cuwl 37" (s aiiby sols gy T ool 3iSas axaliie a5 jgbilss g 12FE6C :xiSys £05) JB3 3)0.0 oo @ ATy (5 d)ak
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BiEd 1 26808 | CraclkmeC. @8d 12086
HE12FFE8
HEHEEEE
BEABREEEaF
Boagaa0g
dcdlasal
22213231
BE486408 | CrackmeC. A8406480
HEH2ABSEE
HEaEEaas
Boaaaaar

o) @ Aw) gaadis LalS 4025C8 gupsl )s oo )03 Job JSis Juls g0 Cawl 77777777 A s)g0 oy Cunl Cu)s aly
530} On3LNGA Yy ol aw Yol )s a5 Cuwl (,adly Ja) Job sola EBP 0l g Ls s)puy Job sols EDX i3 a5 oo
© 3)5303 Joc Lo 3 5 15 33y L 0095 18y Job a5 (5323 (53w )3 (Ig 833 PLwSy b JI5)(5 shsad a5 eul
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i | C:\Users\NODOMGLE\Desktop! CrackmeConsole.exe o = eE

llelcome to AR Crackme #1
Please enter the correct serial:

m |

:02)1%9

i | C:\Users\NODOMGLE\Desktop! CrackmeConsole.exe o = eE

llelcome to AR Crackme #1

Please enter the correct serial:

PR

Checking serial

Congratulations that is correctt

Vizit http:- cracking.accesszroot.cons for everything AR

Long live the ARTeam?

Greetz & Shoutoutz to Whitefire for hesting our forum, forum.exetools.com, tech-—
arena.com. and the ARTeam

m |

Prezs any key to continue . . .
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wEsaZorl [f. 9308 Be UR_EH#, 4
OE4AZEEE (| > B3 FLUSH EBX
BE4A2581 (| . EB PUSH ER¥
GE4p2c82 (| . ES 1B0ABEER CALL CrackmeC.BE482F37
> B37C24 2C 1@ CHMP DWORD PTR SS: [ESP+2CT, 10
OE402E8C (| . EBPL24 18 HOW EOIT,0WORD PTR 55: CESF+181 ### EOI = HC password
BE4E2596 - 73 B4 JHE SHORT CrackmeC.B@4B2596 i W
BHE4E2E92 - BOvC24 18 LEA EDI ,OWMORO FTR S55: [ESP+181 ##3# EDI = HC password
BE4E2E96 (| > 2BT424 44 Ny EQW, BWORD PTR S5: [ESF+44] ### EDM = Password lenath
BE4E2590 ()« SB03 CHP EDW, EBX #4## CHMF lenath with zero
AR4AZ259C (| . ©OB6C24 28 HOW EBF,OMORO FTR S55: [ESF+281 ##t EBP = length of HC password
BE4E2SAA (| v 74 26 JE SHORT CrackmeC.BB4825CH ru Jump if password zero length
gEd4a2ER2 | - 3BOS CHF EDX, EBP fu I length <€ hard coded amount (8 - [ecp+281)
BE4B2504 () . BBCA MO ECH, ED¥ #a ECH = length
HE4B250E4 e T2 B2 JE SHORT CrackmeC.B84B825AA0 it ¥ Jmp if our length is 4 hard coded length (8]
BE4B2E08 (| . BBCD MO ECH,EBP ### ECH = Lengkth of HC password
OE402E0A (| > B37C24 48 1@ CHP DWORD PTR S5: [ESF+481, 10 #a CHP BuBF with Bu1B 72
BEE4B25AF - BBEvV424 34 MO ESI,OWMORO PTR S55: [ESP+341] ##y MOU First digits of entered password into ESI
BHE4E25R3 - 73 B4 JHE SHORT CrackmeC.B@4B2583 i W
BE4E2ZEES (| . 207424 34 LEA ESI1,QWORD FTR 55: [ESF+34] ##3# ESI = entered password
BE4A2569 (| *  33CA HOR _EARX,EAX #4# EAX = B
BE4825E66 || - F3:R86 REFE CHFS BYTE PTR ES:[EDI], BYTE PTR DS ##x CHF H.C. password with entersd passsword
BE4E25E0 () .~ 74 BS JE SHORT CrackmeC.BB4825C4 ru JMF if _thew are the same
OE4AZEEF (| . 1BCE SEBE EAX,EAX tu EAX = FFFFFFFFE
BE4GA2EC1 (). 8308 FF SER EAX,-1 #t# Mo change to ERAX
[E4E2EC4 (| »  3BC3 CMP EAX, EBX ### EAM (FFFFFFFF] == EBMY (@]
[E]E] M| .75 12 JHZ T SHORT CrackmeC.B@46250B Hig {3 wEidy
B4 & || = | 3EDE CHF EDH, EBP
BEE4B25CH - | T2 BF B SHORT CrackmeC. 88482508 g > rrrt
BEE4B25CC - | 33CH #®OR ERX, EAX
BE462SCE (| « | 3B0S CHPE EDW, EBP
AE4A2508 (| « | BES5CA SETHE AL
BE4+a2503 (| - | 3BC3 CHP_ERH, EBX
AR4A2505 (| .+ | BFB4 CFBZAages JE Crackmel.BA4828ARR
GE4AZE0E (| > %68 4BE24EA6 FUSH CrackmeC. BR46EZ48 ASCII "I'm corcy but that is wrongt™
BE4AZEED (| . 68 AB2ZF4188 PUSH CraczkmeC. BE412FAR
BE4G25ES (| . EB REF4FFFF CALL CrackmeC.B0481A%0
BE4G2CER (). 83C4 B8 AOO ESP, 2
OE402EED (| . BBEFE@ HOW EST,EAX
BHE4B25EF - EBA B8R FUSH GA




