W)B-RANDOM sl ghjgel sy
Call Stack j! astaiwl -15 Craumsd

oalgA 1y (asid assssds WinRAR) (,@81y asly 3y Nag Screen cusgsss Lo Cramd ¢l )s
30808 C1)T01 )3 1089 @ A1 ¢ o3b 5)5 (5 A @b a5 393 3l Al ) VAT Bas. Cublsy
1 @ (Olesed dpas (s)y) eaiS aiag 1 0T asly HEal a3 T 333 @5 b jhizss § Cusl
@ ) G388 3l All.eiSie s)iBgS 1) oxiss azwed ) Culas y ive Ailues s woys Jlb
Lads (s o3LaTwl 3)08 Jole @l )51 a5 Cuniy) )53 QB (s aBS3s)S eanled @8) (S3a8s (1Y)
¢ adw) ,Ia Olly 1.10 sl adumi ¢ala3 « Gl (o0 alls) WINDOWS 7 64 Bit
slghibyyaiima 34T)56(Call Stack (54iS5) s (ijgsl o1 eslgdsrs a5 (Lams )3 RANDOM
oslalwl s ouysT o)1 Cauwsy § (3i8)3) (shyal sl bds Olly 2.0 (s aauws il a5 Cuwl g3l o8
3)ls Cuwgs )51 B.CUBS Easld YU )5 s asls! sl Olly 1.10 5 adumd plos @ o)Lgs § .53
G130 ) RE @ G o (304 Y VAT aS.sass aslsl Olly 2.0 s adus glaas G 1) )5 asls)

Ll 231y gu3 3w 64 slo el )3 eo 1) 304 lalsl doyzs JoB @y gbayss (slo

by w)p
¢s 0)133) Camps:aninnagd) 19) 40 j) a2y 5 Eagiias Asgle Eassis S W)y 3)00 1) wslby (389
313 o) 95 Ladd (© 3355 GSib).sgilae Jolb Nag Screen (oLl )s pamws Spas 5)ls 2)g) ols)
ola a3 jo) 41 1) 304 e Cxcln asiy) § soib asly gigled Nag G 535 yo b g j9) 40 &
S81)5) QBc @) )9y GbjgsT eladl ) say g a)oly

B reg.rar - WinRAR (evaluation copy)

File Commands Tools Favorites Options Help
AW LU WO B P
) Y,
WirusScan Comment  Protect SFX

Add Extract Te  Test View Delete Find Wizard Info
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& - ["G.P.U* - main thread, module WinRAR]
Eile View Debug Plugins Options Window Help Tools BreakPoint-»

SI4]_ > [ [0 [V T e e o s [ o s [ e [ [
<ModuleE --EB 18 JHMP SHORT WinRAR._BG461012

BR481 002 66 DB 66 CHAR “f°
BB461083 62 DB 62 CHAR ‘b’

PB4a1 0084 3n DE 3A CHAR *:*

BB4@A1 085 43 DB 43 CHAR ‘G’

D401 806 2B DB 2B CHAR * +*
0481087 2B DE 2B CHAR * +*

BB4081 008 48 DB 48 CHAR ‘'H*
pe4@1008? 4F DB 4F CHAR *0°

BB4081 000 4F DB 4F CHAR ‘' 0O*
nB4u1888 4B DB 4B CHAR ‘K’
Ba4@a1i08C¢ 28 HOP

BB461 08D E9? DE EY%

8481 00E cA214n808 DD OFFSET WinRAR. CPPdebugHook

gB4eia12| > LAl B3214aB8 |MOU EAX.DWORD PTR [4A21B31

pP4@1A17| . G1EA B2 SHL ERX . 2

@B4@iAia| . A3 BY214A608 |HOU DUORD PTR [4A21B71.EAX

PB4@181F| . 52 PUSH ED¥

pB4@i628| . 6Ah 88 PUSH @ pModule = NULL
AB4@i622| . ES8 DDFFA98@ |CALL <{JMP.&KERMEL32.GetModuleHandlef> GetModuleHandlef
Pp4@1627| . 8BDA MOU EDX.EAX

AB4@1622 | . ES8 126889688 |CALL WinRAR.A64776048

UB40182E| . G5A POP EDX

Ba4@i82F| . E§ 14538988 |CALL WinRAR.BA4%6348

PB4Ai634| . ES BB6AA?8A |CALL WinRAR.A0497044

PB4@163?| . 6A B8 PUSH @ frgl = ABB0BAAE
PE4A183E| . ES 98728988 |(CALL WinRAR.BA4982D8§ WinRAR.BB4982D8
R4Bip48| . 59 POP ECX

@pe4@i641 | . 68 5C214A08 |[PUSH WinRAR.AA4A215C

PB4@i646| . 6A BA PUSH @ [pHodule = NULL
Ba4@i648 | . E8§ BYFFA98A |CALL <JMP.&KERNEL32.GetModuleHandlef> GetModuleHandlen
AB4@i640k| . A3 BB214AB@ |MOU DUORD PTR [4A21BBI1.EAX

nR4a1A52 . bA AA PUSH @

AB4@i654| .. E? A3EAA?68A |JHMP WinRAR.BA42FAFC

_ GetExcq 5. E9 C6720988 |JMP WinRAR.G0498324

Bp4@1i05E| . 33CA XOR EnX.EAX

gB4ei668| . AB@ AS214A068 |MOU AL.BYTE PTR [4A21A51]

Pp4A1065 | . G3 RET

@B4pia66| . Al BB214ABA (MOU EAX.DWORD PTR [4A21BB1

pP49iBeB| . C3 RET

PB48186C (5 68 PUSHAD

A@4Ai660 || . BB BBS8BABC |MOU EBY.EBCBALGHH

ee4@1872 (] . 53 PUSH E

AB4@1873 || . 68 ADBBABBEA |PUSH @EAD

nB4a1A878 Ee RET

B@4@i@7? | > B? ACAAABEA |MOU ECH.GAC

PB4E107E| . @BCY? OR ECX_ECH

fB4@i08A| .. 74 4D JE SHORT WinRAR.BB48168CF

pa4AiAg2 | . 833D B3214n8( CMP DUORD PTR [4A21B31.6

PR4B1A89 .. 73 B8R JHE SHORT WinRAR.AA4A1H095

PB4AiA8E| . BS FEAAARAA |MOU EAX.AFE

5] @%@| . ES8 D7FFFFFF |CALL WinRAR.BB48186C
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IE Call stack of main thread || l=]
Address |Btack Procedure / argunents Called from Frame -
AR12C118 [ SELR6CY [Includes ntdll.KiFastSystemCallRet uzer32 SE166C7 AE12C14C
B012C11C | ?SE3382A |user3d2.WaitHessage user32.?5E33825 B812C14C
8012C1568 | 7SE33B27 |user3d2.?5E33742 user32.75E33B22 B812C14C
B012C174 | 7SE33B76 |user3d2  ?5E33075 user32 7SE33B71 Be12C178
80812C194 | 7SE4ACF8E |user32.DialogBoxIndirectParamfori userd2.?SE4CFB? ae12c198

71 8812C1CH (PA43F81D | <JMP.&USER32.DialogBoxParamA> WinRAR.BA43F818 B812C1BC
B612C1C4 BA4888BE| hinst = BA466008
B012C1C8 BA4A6974| plemplate = “REMINDER"
AR12C1CC | BBABA1FA hOwner = BABBA1FA (’Desktop — WinRAR (evaluation ...’
8012C1D8 BA482E3@| DlgProc = WinRAR.BB482E3R
8012C1D4 | BEEREE0E 1Param = MULL
A012E5A4 | 7SE1C4E? | Includes WinRAR.AA43F81D user32 . ?SE1C4E4 A@12ESAA
B012E5D8 | ?SEL1CSE? |7 userd2.?S5E1C4C4 user32.?SE1C5E2 BB12E5CC
BA12E648 | 7SE1CC1? |7 userd2.?5E1C534 user32.?75E1CC14 B812E644
B012E6A8 | 7SE12E4l |7 user32. 75E1CB33 uzer32 7SE12E3C B@12E6A4
B012E6BS | BA442F23 |7 {JMP.&USER32.DispatchMessagefi> WinRAR.BB442F1E B812E6B4
B012E6BC BA12E6CH| pMsg = WM_TIMER hu = BB1FA ("Desktop - WinRAR (evalua
B812E6EC  BB442B34 |7 WinRAR.B0442C44 WinRAR.BB442B2F

O)be eaings Db ys a5 Call palg) s1syl s asisl Jol Cauwl )53 Jald D0 130103 )s a355 sig

Olly ¢)g «uwl Call 3! s auwg @ Jallygims g3 PS)s (ies @ as sxb a)s ‘Includes’
s Jobiran. eainas 1) NIl @G 151 )s Le JBs @3] )3e3iS podins 1) Ryl 33035 33193xed (838
o DialogBoxParamA g5 a5.eiaes |y user32 ey sshsas izl

M0 )3 jelisas § o3l asib (3loals 394 slo olsg5)1 b DialogBoxIndirectParamAorW

@G 00442C44 o] pswinrar a1 ha )s g e)ls User32 @ byysyiss Call (sslaad

asb ¢3lgalyd DispatchMessageA

“evaluation o3s g ouS0 Sollys ginslas Jolms User32 ys DialogBoxParamA @G paisss

@0 ) astaTwl b 1)(5 539)9 YhTis Ja3 3)0.6 O3s § OuSL Selbs gialed j) guy g Cuwl copy”

e WaitMessage
IECallstack of main thread =
Address [Stack Procedure ~ arguments Called from Frame -
BB12C118 | ?5E166CY [ Includes ntdll.KiFastSystemCallRet user32.7SE166C7 Be12C14C
B812C11C | ?75E3382A |user32 . WaitMessage user32.?5E33825 8812C14C
B812C1568 | 75E33B27 |user32.75E33742 user32.?5E33B22 @812C14C
B8812C174 | ?75E33B76 |user32.75E33A75 user32.7?5E33B71 a8812c178
B812C194 | ?SE4CF8E Luses LialogBoxIndirectParanfiorl user32.75E4CF8? a8812c198
8812C1CH | B843F81D |<JMP.&USER32 .DialogBoxParamf> WinRAR.BA43F818 8812C1BC
a812C1C4 | AR4808868 DAL Sk L aa
8812C1C8 | BA4A6974 plemplate = "REMINDER"
BA12C1CC | ABABA1 FA hOwner = BABBALFA ¢’Desktop — WinRAR <{evaluation ...’
@@12C1D6 | BA482E30 DlgProc = WinRAR.BB482E30
8812C1D4 | AABBBAEE 1Param = NULL
B@12E5a4 | ?SE1C4E? | Includes WinRAR.BB43F81D user32.?SE1C4E4 @081 2ESAB
B812E5D8 | 7S5E1C5E? | 7 user3d2.?5E1C4C4 user32.?S5E1C5E2 881 2E5CC
B012E648 | 7SE1CC19 |7 user3d2.?5E1C534 user32.?5E1CC14 A012E644
B812E6A8 | ?7SE12E41 | 7 user3d2.?5E1CB33 user32.?5E12E3C B012E6A4
B812E6B8 | BA442F23 |7 {JMP.&USER32.DispatchMessaged> WinRAR.B0442F1E 8081 2E6B4
AA1 2E6BC | AA1 2E6CH =LIM... = BA1FA ("Desktop — WinRAR (evalua
B812E6EC | 88442834 |7 WinRAR.BB442C44 WinRAR.B0442B2F
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G5 Gl 0T 5op assss Y3 )y )98 |y DialogBoxParamA @06 iyl s bs @ L o3

tea0id 83l gloy) 0 Jas @ B suiS AT 1y show call aaids iU (5938 j) § 5035

%

- [Call stack of main thread]

@File View Debug Plugins Options Window Help Tools BreakPoint->

I« > [ [V [l [ e e o i [Co [ e o 8

Address |Stack Procedure 7 arguments

BAA12C118 | 75E166C? [ Includes ntdll.KiFastSystemCallRet

BA12C11C | 75E3382A |user32 . WaitMessage

BA12C158 | 75E33B27 |user32 . 75E33742

Ba12C174 | 75E33B76 LlSBl"32 75E33A75

BA12C194 | 75E4CF8E |user32. DlalugBDxIndlrectParannorw

B012C1CA AB43FE1D <JMP.&USER32

AA12C1C4 | AR4A0AAA | hinst - BE Actualize

AA12C1C8 | AB4A6?74| plenplate .

AA12C1CC | ARABALIFA | hOuner = @ Hide arguments Space  ial

0812C1D8 | BA482EIR  DlgFroc =

0612C1D4 | @PAAOARE| 1Param - B Thread r

AA12E5A4 | ?S5E1C4E? | Includes In'ir

@81 2F5D8 | P5E1C5E? |7 user32. 751 Eallou adeiecs i stack

AA12E648 | ?5E1CC1Y |7 user32.75]

A812E64C | 18RANARA Argl = BAE Show procedure Enter

AA12E6S5HA | AR43FA7A ArgZ = BAZ

AA12E654 | AAABA1FA | Argl - BBE Show call

B912E658 BBAAA113 Argd = BBAE

BO12E65C B0BOA | AreS - POG Execute to return F4

B012E66@ A0AAA | Aegh - BEE

A012E664 ABAB4 | Arg?7 = BEA Copy to clipboard 3

B012E668 A0AA1 | Aegd - PG

BA12E6A8 | 7SEL2E41 | ? user32. 751 Appearance 3

AR STLDO | ARAASTaD |5 s TMD elioTE
* - [*G.P.U* - main thread, module WinRAR]
IE‘ File View Debug Plugins Options Window Help Tools BreakPoint-=
E f5tr [
S« Q> [0 [ W3V  © Ea] @ o o i o [ St o [Re [ - [l T W i PREEOE | 11 | N
AB43F7C4| . 883D 24284B0E CMP BYTE PTR [4B20241.0 - |F
BB43F7CB| .. 75 5@ JHZ SHORT WinRAR.AA43F81D I
@B43F7CD| . B8D85 A4FAFFFILEA EnX. DUORD PTR [EBP-55C1 i3
AB43F7D3 | . E8 8BC4FCFF |CALL WinRAR.AHA48BC6A i3
MB43F7D8 | . BA 6D674ABA@ |MOU EDX.WinRAR.AA4A6T6D ASCII “'rarkey" I
A@43F7DD| . BY? B6088AAA |MOU ECK. 6 I
P@43F7E2 | . E8 81FYFCFF |CALL WinRAR.AB4BF168 I
BB43F7E7 | . TEST ERX.EAX I
A@43F7E? | .. 74 32 JE SHORT WinRAR.AB43F81D i3
AB43F7EB| . Al 2088@4CA@ |MOU EAX.DWORD PTR [4C882C1
MB43F7YFA | . B3F8 28 CHP EHH,ZS E
BB43F7?F3| .. YF B4 JG SHORT WinRAR.BB43IF7F% C
AB43F7YFS | . B5CH TEST EAR.EAX I
BB43F?F?| .. 7D 24 JGE SHORT WinRAR.AA43F81D e
AB43F7F? | > C6B5 95684ABEMOU BYTE PTR [4A68951.1 7
AB43FEAA| . 6AH BA PUSH @ rlParam = NULL g
AB43FEAZ | . 68 3B2E488@ |PUSH WYinRAR.BA482E3A DlgProc = WinRAR.BB482E30 1
AB43FEAT7| . FF35 4C4D4CAEPUSH DUORD PTR [4C4D4C1 hOuner = BBABALFA ('Desktop — WinRAR (evaluation ...°. |1
AB43FEAD | . 68 74694088 |PUSH WYinRAR.BAH406274 plemplate = "REMINDER" C
A@43FE12| . FF35 48284B8¢ PUSH DUORD PTR [4B2@481 hinst = B@408008
AP43F818 | . E8 171CA6AA |CALL <JMP.&USER32._DialogBoxParamf> LDialogBoxParamf E
AB43F81D| > 883D 946840 CHP BYTE PTR [4n68941.0 g
BB43F824| .. 74 1GC JE SHORT WinRAR.BA43F842 g
AB43F826 | . B8A3D F4764CHLCMP BYTE PTR [4C?6F41.0 g
AB43F82D | .. JNZ SHORT WinRAR.BAB43FE42 g
AB43F82F| . C685 94684ABEMOU BYTE PTR [4A68941.0 g
AB43FB36| . 6A BB PUSH @ rlParam = @ g
AB43F838| . 6A BB PUSH @ wParam = 8 g
AB43F83n| . 6A 18 PUSH 18 Message = WM_CLOSE g
AB43FB3C| . &6 PUSH ESI hind
AB43F83D| . ES D81DA6AA |CALL <{JMP.&USER32.PostMessagefl> LPostMessagef |
e M- © E )
AAANS AZA—7 TMD LIHCTR2D Tida lnnBawDamamd s ¥

ouS0 Golls Jialed § osb Adlw s1s) )s BP Gy g0 Vs @) 030 glo)) y5 s)g.0 @30 e aly

I
[ oo
803D 24204B6
IE‘iSF’?CB 75 58 JNZ SHORT WinRAR.@l
Ba43F7CD 8D85 A4FAFFFILEA EAX .DWORD PTR [EHP—EEC]
@B43F?D3 E8 88CAFCFF CALL umnnn AR403BC6 A
B843F7D8 BA 6D624006 HOU EDX .WinRAR.08406 26D ASCII
@843F7DD B? 96000000 ECX.6
A843F7E2 E8 81F9FCFF CHLL WinRAR.BA4AF168
B@43F7E7?| . 85CI TEST X,
@B43F7E9 | .. 2 JE SHORT WinRAR.@B43F81D
@A43F?EB >C8A4CAA@ |MOU EAX,.DWORD PTR [4C8A2C1
B843F7F@| . F8 28 CHP ERH.ZB
B843F7F3 | .. 14 JG SHORT WinRAR.BV43F7F?
BB43F7F5 | . Cl TEST EAX.EAX
BAA43F7F7 | .. 4 JGE SHORT WinRAR.BA43F81D
|s@azEwEy: 65 95684AG0MOU BYTE PTR [4A68951, 1
@843F8an 8 PUSH @
2843F802 JO2E4808 | PUSH WinRAR.VB482E30
A843F8A7 | . '35 4C4D4CHE PUSH DWORD PTR [QCQD‘IC] hOwner =
A843F8AD | . 4694008 PIJS" MlnRﬂR ap4i
A843F812 | . '35 4820@4B0I DWORD PTR [QBZE48]
ub ﬂﬂ‘lgl’ﬂisj gﬂ GRLL ;ﬁ’P&U R32 . Di. B ‘aram > -
) (1 :03) i U e ) BTN WY Y RN
B843F826 | . 3D F4764CHE CMP BYTE PTR [4C76F41.68
A843F82D | .. 13 JNZ SHORT WinRAR.BA43F842
" ﬁ‘iSFEZE 2 A5 94684ABLMOU BYTE PTR [4A68941.4
(“CasdiXX xilifs avdihs sGezs @ a5) (suis5 plas
A843F83R bt = PUSH 18
B@43F83C PUSH ESI
A343F83D D81DA6AA | CALL <JMP.BUSER32.PostMessagef>
[sas3e gsan,, GILY e &

¥ - ["GP.U” - main thread, module WinRAR]

: @)13 e

[C] File View Debug Plugins Options Window Help Tools BreakPoint-»

"rarkey"

DlgProc - WinRAR.00482E30

BEIEA C Desktop — UinRAR Cevalustion ...°
plenplate - “REMINDER®
hinst - 60400000
DialogBoxParant

|:1Pa.ran = NULL

(,b)mun).)mmfm(i)l)bm)j\

Ghglws Aibl§ Clemd @ g 315 Joydwl

Pnst"essageﬂ




slizs @ Gl 1j50 38 LIG )3 XX g 0043F0A4 gwysT ) sy saslea 1y (WM_Something)

BA43F7F?

7D 24

AWAIFPRY C6@5 9568401

R43rsen 60 PO

68 392E4800

FF35 4C4D4CH)

68 74694100
B

FF25_4

AB43F768B| -
BA43F76D| . BC6
pE43F76F | . E8 A8470200
pa43F?774| .. E? 5A1408600
AB4377?79 | > B8B45 18
BA43F?7C| . 3BB5 684D4CH
pA43F782 | .. B@F85 4B14008
pE43F788 | . BE 684D4CEH0
AB43F78D| . E8 4ACD@10AQ
Ae43r?92 | .. E? 30140000
pE43F727| > 833D F@764CH
BA43F79E| .. 7%
AA43F7a8| . 8DY5 A4FAFFF
B@43r7A6| . B8 A8BLA4CE8
BA43F?AB| . 33G9
Ba43F7aD | . E8 2E7AB160
BE43F7B2 | .  8@3D ?5684A8
AA43F7H? | .. 75 b2
BE43F7EE| . 883D 8CB54CA
BA43F?C2 | .. 7% 59
BE43F7C4| . 883D 24284E8
BA43F?CB| .. 7% L@
A@43F?CD| . 8DBS R4FAFFF.
BE43F703 | . E8 B88C4FCFF
[pE43F7D8 | . BA 6D6Y4AB0
AA43F70D | . B? BLAABAEAA
A@43F7EZ | . E8 81F9FCFF
BA43F7E7 | . 85CA
BA43F7E? | .. 74 32
AA43F7EB| . Al 2C8A4CEA0
A@43r7?ra| . B83F8 28
BA43F?F3| .. 7F B4
BA43F7F5 | . 8LCA

>

BANEUEH DUORD

MOU EDX. Ri
XOR ECX.ECX
MOU EAX.ESI
CALL YinRAR.BGB463F1C

JMP WinRAR.B8448BD3

MOU EAX.DUORD PTR [EEBP+181
CMP EAX.DWORD PTR [4C4DeB]
JNZ WinRAR.BAA44ABD3

MOU EfAX.UinRAR.BB4C4D60
CALL YinRAR.AGB45C4DC

JMP WinRAR.B8448BD3

CHE DWORD PTR [4C76F@].0

043
R [EBP-55C1
MOU EAX.WinRAR.BB4C5AARB
#OR EGH.ECH
CALL YinRAR.BG4571EG
CMPF BYTE PTR [4A68951.0
JHZ SHORT WinRAR.AA43FB1D
GMPF BYTE PTR [4G858C1.0
JNZ SHORT WinRAR.BB43F81D
CMP BYTE PTIR [4B28241.0
JHZ SHORT WinRAR._AA43FB1D
LEn EAX.DWORD PTR [EBP-55C1
CALL YinRAR.BB4ABCG
IOU EDX, WinRAR.BB4A626D
MOU ECH.6
CALL YinRAR.BG40F168
TEST EAX.EAX
JE SHORT WinRAR.BA43FB1iD
MOU EAX.DUORD PTR [4CBB2C1
CMP ERAR.28
JG SHORT WinRAR.BA43F?F9
TEST EAX.EAX
JGE SHORT WinRAR.BB43F81D
MOU BYTE PTR [4A68951.1

i A

PUSH WinRAR.BA482E3QA

PUSH DWORD PTR [4C4D4C]
PUSH WinRAR.BB4A6274
[4B20481 _

case (s o)l

LPHe 1pHenu" -

|Gase 7B (YM_CONTEXTMENU)> of switch BB43FBA4 |

Case 113 (UM_TIMER> of switch B043FBA4

ASCII “rarkey"

1Param = MULL

DlgProc = WinRAR.BE482E30

hOuner = BBBBA1FA (’Degktop — WinRAR {evaluation ...°
plemplate = "REMINDER"

hinst - 98400008 -

a5 333 30lga 3335 UG @ Jo)Tw) $)la pidEw )s )51 sesyes ol Ls @ ) o a5 Caeidg H50ys

sy Ladd sy gS)s apibl BT 193izg s aslby )5k Cuwl sbj )sba o paigw o) slaas

3 Syl Ol 3@ o gbjgsT )s suibli 9l 3185 () a3 gas )51 Lol 3y saled olg)

nag s)aiy ghalad a5 ay sis adllc s Lo o Lokcasgs] easles o oyaiy (inled Cund

LIFI|E View Debug Plugins Options Window Help Tools BreakPoint-»

BB43F768
BB43F76D
B043F76F

8D%5 A4FAFFF
BB ABSA4CHE

5

5

. EB 2E7AB100
75

.” 883D 8CR54CH!
5

803D 24204B0

8D85 A4FAFFF
EB BBG4FCFF
BA 6D624ABA
B? @6080080
EB B1F?FCFF
85CH

?4 32

Al 2C8BA4CHA
83F8 28

~ 7F @4

85CO

7D 24
C6B5 95684A0
6A B8
68 3B2E48080
FF35 4C4D4CO

P4 3F3 B0
B43F362
BE43F3@7

E? 3Cid i
833D FO764CH

863D 25684n0( CHP BYTE PTR

: 3w

Case 7B {UM_CONTEXTMENU} of switch B843FBA4

MOU EAX.UinRAR. II4C50R8

ROR ECX.ECX

CALL UinRAR.B04571E@

M [4168951.0

JHZ SHORT WinRAR.BA43F81D
TR [4G858 A

WinRAR . BA43E
LEA_ EAX.DWORD PTR [EBP- 556]
CALL WinRAR.AA4ABCHA

MOU EDX.WinRAR.AB4A6P6D

MOU ECX.6

CALL WinRAR.AB4AF168

TEST EAX.EAX

JE SHORT WinRAR.BA43F81D
MOU EAX.DUORD PTR [4C882C1
CMP EAX.28

JG SHORT WinRAR.BB43F7F?
TEST EAX.EAX

JGE SHORT WinRAR.BB43F81D
MOU BYTE PTR [4A68951.1
PUSH @

PUSH WinRAR.BO482E38

PUSH DUORD PTR [4C4D4C]

pa43F8aD

68 74694A80

GRdTTe o]
DS : [BB4C76FA 1 =HHHAHAEE
Jump from BE43F177

PUSH WinRAR.B04A6%74

Case 113 <(WM_TIMER> of switch B843FBA4

ASCII "rarkey"

rlParam = NULL

DlgProc = WinRAR.BB482E3Q

hOwner = BABBA1IFA (' Desktop — WinRAR (evaluation ...’
plemplate = "REMINDER"

hinst = AR4ARARAA vy
)

W ] S T M LT

lannry 1

TR@i o wnar T



0ol @8lg)y Caunlaiss b (5 83485 ¢S50 WM_TIMER Cremsd sailsys a5 yob glas

BLa3) an sgib (bgald 1830 )51 aSiyl g sgias asly giled (NAG)syais 3l @lss s a5 sgigs

OBy 335 ouS0 Solls gigled j) sy s3ines a5 jehises g 33 eaolgs Ipaiss, sG5| salos

: o))y oy

= NULL

DlgProc = WinRAR.BO482E30

= @AAABA1FA (’Desktop — WinRAR (evaluation ...".

plenplate = "REMINDER"™
480080

DialogBoxParamf

AB43F7F?| .. 7D 24 JGE SHORT YinRAR.AA43FB1iD
> Ced5 95684ABCMOU BYTE PTIR [4A68951.1
WB43FsAE | . b6A BA PUSH @ 1Param
BB43F802 68 3B2E4808 |PUSH WinRAR.OB482E30
BR43F307 FF35 4C4D4CBE PUSH DWORD PTR [4C4D4C1 hOuner
BB43F30D 68 74694A08 |PUSH WinRAR.OB4A69774
43F812 FF35 4820488t PUSH DWORD PTR [4B28481 hInst = 88
BB43F318 | . E8 171CA6BA |CALL <JMP.RUSER32.DialogBoxParamA>
BB43F81D| > B8@3D 94684ABE CMP BYTE PTR [4A68%41.0
BB43F824| .. 74 1C JE SHORT WinRAR.BA43F842
BB43F826 | . BA3D F4764CHECHMP BYTE PTR [4C76F41.0 —ex="m
B@43F82D| .. 75 13 JHZ SHORT YinRAR.BO43F842
BB43F82F C6B5 74684ABEMOU BYTE PTIR [4A68%41.08

close (sop M5 )5 Ws rigigs ol g QAT siiSys )5 ag )5 aSig) @ Ay o gy o)

30i1s afuy 2)aid. 335 G5

3)35) BP (53 43F797: gmpsT ) 1055 asiow shsiy) gicey J 3)08 Cramd ay gas)assy (b

(s3] ALbIAS) W3 )51)

=i g T

L2140 I I'| I‘IJ - L] oo LR LIOUTSLE TOT T Lhode LG0T
BB43FPE2 | v BFBS 4E 140860 JHZ WinRAR. 60440803
B043F7EE | . BS £24D4CO0 MoU ERX, W inRAR. B84C4068
2@43F 73 . ES 4ACDelee CALL W inRAR. BB4SC40C
B84 3F °9 .~ EF_2C146888 JMP WinRAR. 88448803

> 8330 Faréd4lon 6o DWORD PTR DS: [4CPeFal, &
BO43F7IE | v 075 JHZTSHORT Ul inRAR. BB43F210
2@43F7A8 | . |9D95 A4FRAFFFF LEA ED¥, DWORD PTR mtm—e‘
9@43F7RC | . | B8 ASSA4COQ Mou ERX, mnmR 884L5AAS
ul'l4-iF PHB | « [33C9 #OR ECH,ECH

- | ES_ZETARB108 CALL W/inRAR. 50457 1E0

. | 2830 35e34A08 00 BYTE FTR DS:[4A6395],0

| 75 62 JNZ SHORT WinRAR,@43F210

. | 8830 BCES4CeE 2@ BYTE PTR DS:[4C858C1, 8

. JHZ SHORT Ul inRAR. BO43FE81

. BBSD 24204B00 08 BYTE PTR DS:[4B28241,08

~ 2 SHORT U inRAR. B842FS10

EESE H4FFIFFFF
EAR 6D694FIBB
BY GenaBtoas
E8 BI1F9FCFF
gece

EA . 552 [EBP-58C]
CALE W inRAR, B8646BCEA
HOU EDX, Wl inRAR. B84R6960
HOU ECX, &

CALL WinRAR. 0B46F 168
TEST ERX, EAX

74 32 JE SHORT Il inRAR, BB43FS1D

Al 2CE84C08 MOU ERX,DWORD PTR DS:[4C882C1
83F8 28 CHP _ERX, 22

28 D] .
BB43F703 | .
B043F7D8 | .

OWORD PTR DS:[4BZ24:

<JHMP . &USER3Z. DlalOgﬂouPararﬂ)
CHP _BYTE PTR DS:[4Ae69941,0

JE SHORT WinRAR.BB43FS42

CHP BYTE PTR DS:[4C76F41,8

JNZ SHORT WinRAR.BB43F342

MoV BYTE PTR DS: [4Re894],0

PUSH &

PUSH &

ES Ll7viCecoo
#2030 34c84h00

2
8030 F4744CH8
75 18
CERE 4840090
60 B8
6 08

|Param
wParam

ASCII “"rarkey™

om

Case 113 (WH_TIHER) of switch G343F204

7F 84 JG SHORT WinRAR, @043FTF?

g5Ca TEST ERX,EAK

70 24 JGE SHORT W inRAR.BB43FE10

CEA5 S5684AA06 81| HOU BYTE PTR DS:[4R6E89E], 1

&H 0@ F‘USH @ IParam = NULL

&5 J0ZE4000 DlgProc = WinRAR.G2482E30

FF35 4C404Caa8 F‘USH DIJJDRD PTR DS [48404[}] hOwner = BAZFB4CH (' L\.IlnRRR = WinRAR fevaluation C.a.
68 T4694R00 FPUSH WinRAR. 8B4R6974 pTerplate = “REMINDE

FF35 43204E08 hinst = @8400008

DialogBoxParamd

nag sgius Giely eladl csygoys 0043F79E gyl s AN

daall)glws sylwa gl a5 jgbilas

Go to : guaw g 3385 G5 Cuwly 0043£797 o 501 Jlbaghs asls giulad screen



[

Caze 113 (WI_TIMER) of switch BO4SFORG B 108 B4R Sbhin A
Backup
Copy
Binary
Assemble Space
Label
ASCIT "rarkey™ Comment
Breakpoint
Hit trace
Run trace
< .
(Paran = AL New origin here Ctrl+Gray
Dlgfroc = WinRAR. 09482E30 | Go &
hOwner = BAZFB4CH (*WinRAR - WinRAR (e 0 10
plemplate = "REMINDER"
hinst = PO400908 Thread

DialogBorPararA

LParam = 8
wParam =

Fostheszageh

Timeout = 1B. ms
hibject = DBABEZ30 (window)
WaitForSinaleObiect

T & ES D023 SchIT BIrrr

Follow in Dump

Search for

Find references to
View

Copy to executable
Analysis

Detach Process

Process Patcher

-

319436 )51 53)5 Cuny 1y 130 aslatw) 3)0.8 slo axigu Cuny y509s Switch Case Crauws ys

Analyze Thiz!
Bookmark

Code Ripper
IDAFicator
?CMP

Seript(S)
Script Functions..
Dump debugged process

335 sul5 More case... (s9) sdaw 1y Jals Cuny)

]
L3

3

FFFFFFFF)
FFFF

FFF
FDF

FFFF)
98 FFF)

ICCESS | ARB00ans)
E.R,S,PE,L,LE}

=

Ongin
Minus

Ctrl+G

Previous
Expression

Ctrl+Minus
Ctrl+Plus

Previous procedure

MNext procedure

Switch base

Default case

Case1 (WM_CREATE)

Case 2 (WM _DESTRQY)

Case 5 (WM_SIZE)

Case 7 (WM_SETFOCUS)

Case 10 (WM_CLOSE)

Case 15 (WM_SYSCOLORCHANGE)
Case 2B (WM_DRAWITEM)
Case 2C (WM_MEASUREITEM)
Case 4E (WM_NOTIFY)

Case 53 (WM_HELP)

More cases...

JE from D043F177

fis = —F
Follow case of switch WinRAR 0043F0A4 (B
T[WM_CREATE) .

2 (WM_DESTROY)

E (wM_S [ZE]

7 IWM_SETFOCUS]

10 (wM_CLOSE)

15 (WM_SYSCOLORCHANGE)

28 (WM_DRAWITEM]

2C (WM_MEASUREITEM) k

4E (WM_NOTIFY) E

53 (WM_HELP]

78 (WM_CONTEXTMENU|

102 (WM_CHAR]

111 (WM_COMMAND

113 (WM_TIMER)

117 (WM_INITMENUPOPUP) P

120 (WM_MENUCHAR)

207 (WM_MBLTTONDOWN)

233 (wWM_DROPFILES)

400 (WM_USER] *
Follow I Cancel




ob) b Gy )s 1) gaow )AL easlgay )5) s sasled asls glayl 9T Jas @ @S yo QAT b

if (msg != WM_CREATE)
jump to next if
Do WM_CREATE code
Jump to end
if (msg != WM_DESTROY)
jump to next if
Do WM_DESTROY code
Jump to end
if (msg = WM_SIZE)
jump to next if
Do WM_SIZE code

30 dolgd oIl oy g3 eed LB

Lol e)13530 01 Sop 1) 304 )5pal oy Cwl ege Lo sl WM_TIMER s)06 a5 IR

Lol ) a3gaa bl gbgals )51 9T Cla aS sy)ely Caws @ 565 )1 0 8)0 )5 ¢3lellbl syilgins

DL @ JoySwl (45 )51 Mbl asi goMb (Ao §1 230 1aaB () a5 Cuwl ) Cusl ably a5 Sho

OTLID COUEOOOTS | Y UWUnD IR F3E L, EU

E5 4150000
8BS E4FEFFFF

| dMP Ui nRAR. 03440EF2
5

KUR
| EDY, DWORD FTR 55: [EEP-11C]

64: 8915 BBBBBBBBlHRg OWGRO PTR FS:[@1,EDN

E? EB015@a008
E& 8CEE4C08
ES OCASHZAE

. 8330 ECTE4Co8

BF54 558280000

A B8

68 [oa7anaa
=]

ES S4230508

E2 RESZ4CE8

ES ES&48308
B2 DB524C08
ES 36CAB300

Wi nRAR. BA44
:HDU EAX, WinRAR. B84CEESC
'm il nRAR. BBA7S95E
01| CHP DlI.IDRD FTR DSz [4C76EC], 1
RAR . 084 3F30F

'PUSH a

| PUSH 78

|PU9H a0

| PUSH E2r

| BALE <.JHP.8USER32. SetTimers

MOU EAX, WinRAR. B84C52A8

| GALE W inRAR. 08475680

'nuu ERY, I (nFRR. BO4CS2RD
nRAR . 8047586

|HDU EHX UlnRﬂR 084[:520‘3
| GALE W {nRAR. 9847BOBC

431363 o1 )» <80 saslga 1y o1 sais

Case 182 (WM_CHAR) of switch B043FOR4

Case 483 (WH_USER+3) of switch ©043F5R4

HULL
EBB?B ?s
ZFB4C8 ("WinRAR - WinRAR (evaluation o...',class="Wi

by 035 23

Sollgs giales Jas @ 1830 )b 1o @0 plebs a5 Cusl o) asly o3l 83 sy UBY) B3 aslw

(WM_TIMER — case (113 aaigu s1sDl @ )Ei) eladl )y spdss O)go (o) swps gush

Lalale 50 o 4

BB43F72E
BB43F7A08
B843F?A6
BB43F7AB
@843F?AD
B843F7B2
@843F7B?
8843F7BB
B843F?CG2
BB43F7C4
@843F7CB
B@43F7CD
B843F7D3
BB43F7D8
@843F?DD
BB43F7E2
@B43F7E?
BB43F7E?
@843F7ER
BB43F7FQ
BB43F?F3
BB43F?F5
AB43F7F7

AB43F8A0
BB43F802

EY JLL9aau
833D FB764CHE
75 7D

8D25 A4FAFFF]
BR ABSA4CEA
33C9

ER 2E7hA0180
883D 75684A0€
7?5 62

8@3D BCB54CHL
7?5 59

883D 24204BAL
75 5@

8D85 A4FAFFFI]
ER 88C4FCFF
BA 6D6%4A00

B? 86000000
ER 81F?FCFF
85C08

74 32
Al 2C8A4CAA
83F8 28

7D 24
G685 75684A0€
6

A 88
68 3P2E4800

JNE WLINKHE . D490 5U5
CMP DWORD PTR [4C76F@1.6
JNZ SHORT WinRAR.BA43F81D
LEA EDA.DWORD PTR [EBP-55C1]
MOU EAR.WinRAR.BB4C5AAR

A0R ECR.ECH

CGALL WinRAR.AA4571EA

CMP BYTE PTR [4A68951.0
JNZ SHORT WinRAR.BA43F81D
CMP BYTE PTR [4CR58C1.0
JNZ SHORT WinRAR.BB43F81D
CMP BYTE PTR [4B28241.0
JNZ SHORT WinRAR.BA43F81D
LEA_ EAX.DUWORD PTR [EBP-55C1
CGALL WinRAR.AA4ABC6A

MOU EDA.WinRAR.BB4A6I6D

MOU ECR.6

CALL WinRAR.AA48F168

TEST EAX.EAX

JE SHORT WinRAR.BA43F81D
MOU EAR.DWORD PTR [4CBB2C]
CHMP EAX.28

JG SHORT WinRAR.BB43F7F?
TEST EAX.EAX

JGE SHORT WinRAR.BB43F81D
MOU BYTE PTR [4A68951.1
PUSH @

PUSH WinRAR.AA482E30

: a0 W3 IMP a3 1) INZ Jacdlygiws g s39p

| Case 113 (WM _TIMER> of suwitch @A43F@A4

3
Assemble at 0043F79E

IMASHORT 00437810 ~|

I~ Fill with NOP's Cancel

ASCII “rarkey"

1Param = MULL
DlgProc = WinRAR.BB482E3Q8




1943F792 | .. E? 3C1488608 |JMF WinRAR.BB4468BD3
> 833D FAV64CHALCHP DUORD PTR [4C76FB1.0 Case 113 (WM_TIMER)> of switch BH43FBA4
1843 F79E - 7D JHF SHORT WinRAR.BA43F31iD
1943F7a6 | . | 8D95 A4FAFFF1LEA EDX,.DWORD FTR [EBP-55C]
1843F706 | . | B8 ASSA4CHAA |MOU EARX,.WinRAR.BA4C5AASR
1843F7AB| . HOR ECR.ECK
AA43F7aD| . | E8 2E7AA168A |CALL WinRAR.BA4571EA
1A43F7B2 | . | 883D 95684A8LCHP BYTE PTR [4A68951.0
AA43F7B? | ... |75 62 JNZ SHORT WinRAR.BA43F31D
1943F7BB| . | 883D 8C854CHECMP BYTE PTR [4C858C1.4
IB43IF2C2| .. |75 JNZ SHORT WinRAR.BB43F81D
1843F7C4| . | 883D 24284BBECHMP BYTE PTR [4B26241.0
1843F7CB| .. |75 58 JNZ SHORT WinRAR.BB43F81D
1843F7CD| . | 8D85 A4FAFFFILEA EAX.DWORD PTR [EBP-55C1
1843F7D03| . | E8 8BC4AFCFF |CALL YinRAR.BA4BBC6A
1843F708 | . | BA 6D694AB8 |MOU EDX.YinRAR.BA4A6I6D ASCII “rarkey"
1843F70D | . | B? 8686800688 |MOU ECH.6
1943F7E2 | . | E8 81F9FCFF |CALL YinRAR.BA4BF168
I843F7E7| . | 85CH TEST EAX.EAX
1843F7E? | ..| 74 32 JE SHORT WinRAR.AV43F81D
J943F7EB| . |A1 2C8@4CHAA |MOU EAR.DWORD FTR [4C8@2C1
1943F7F8 | . | 83F8 28 CHMP ERX.28
1A43F7F3| ..|7F A4 JG SHORT WinRAR.AB43F7F?
1943F7F5| . | 85CA TEST EAX.EAX
1A43F7F7 | .. | 7D 24 JGE SHORT WinRAR.PA43F31D
> | C6B5 9?5684ABEMOV BYTE PTR [4A68951.1
1H043F800 | . |6A 8@ PUSH @ 1Param = NULL
1943F802 | . |68 3P2E4888 |PUSH WinRAR.BA482E3A DlgProc = WinRAR.BB482E38
1843F8A7| . | FF35 4C4D4CaE PUSH DWORD PTR [4C4D4C1 hOwner = BBEBALFA <’Desktop — WinRAR <{evaluatii
1843F86AD| . |68 74694AB8 |PUSH WinRAR.BA4A6974 pTemplate = “REMINDER"
1943F812| . | FF35 4828488t PUSH DWORD PTR [4B28481 hInst = Ba4806808

:3giiipad o3l giled @alis guSh Selbs a5 33006 A893s (330 il o

File Commands Toels Favorites Options Help

AW EWD 5

ExtractTe  Test View  Delete  Find  Wizard  Info Repair

| C\Pragram Files\WinRAR -
Mame 4 Size  Type PModified
. File falder
1. Formats File folder TAAE/2012 844 .
|| Default.3FX 102912 SFXFile 174742007 3:
| Deseription 1063 10N File B/1E/2006
|| File_Id.diz 500 DIZFile 171772007 3:36 ...
|| License.bd 44584 Teet Document 10/18/72005 6:1...
& Orelerhim 327 Firefox HTML Dee..,  10/22/2006 11:..
57 Rar.exe 36928  Application 1/17/2007 235 ...
|| Rarkd 71951 Test Document 12,/30/2006 64..

[a| Rarbt.dll 129,024 Application edens,..  LAT/2007 536 ..
RarExtfid.dil 43,008 Application edenc..  12/1173006 21..

RarExtLoader.exe 44,032 Apphication 12/23/2006 5:3...
] RarFiles.lst 1,083 MASM Listing 4,11 /2006 1240...
| ramnew.dat 20 DAT File T30 2 E45 .
| |Readhett 1,687 Test Document 5/12/2005 6:01 ..
|| TechMote it 9,230 Test Document 9/19/2006 7:16 ...
aUninstall.eace 99,340 Application 1772007 237 ..
=] Uninstall Ist 639 MASM Listing LAAT/2007 535 ..
= UnRAR.exe 203,264 Application 1/A7/2007 3136 ...
|| UnrarSre bt S0 Test Document 571242005 6:02 ...
|| WhatsMew.bt 9906 Tea Documnent 174772007 2
L | WinCon,5FX 80,384 SFX File 12772007 3
32 WinRAR.chm 243,916 Compiled HTML ... 174772007 3
Qwrnm.m 979,752 Application 171772007 335 ..
|| ZipSFX 67,072 SFXFile 174772007 3:36 ...

= "'ﬂ Totall iuld:rand‘ 2,354,i22 bytes in 23 files
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S0 Yy o elyy a5 o) s by) s3@s slo dbjssl ) Jloye @ © 255 apas )y olly )3 Olyes
STV

1003 JY)
y3e ouSh Selles o35 sy sy (call stack) Jgl givg) j) ostaiwl slay @203 1y (ibg) eolosss
olsl aslpy oyl euSus oslalwl Resource Hacker ob6 a )l )1 Lo gbg) ol
0031 Qs O S| o)glas sle aas (o asdy) siils PE Jald Gy @yl ) 1y aeiiadlioldda
093 ) sbp( © sl 3)s36w) 3hal s 3l a5 by @) sasis b @ ( p3s sl ABW) Lo

: 3315 )b Resource Hacker

= Resource Hacker - CAProgram Fie
File Edit View Action Help

= el

-3 Bitmap

&= Ieon

&3 Menu

--[“_‘| Dialog

-] String Table

..|:| Accelerators

&-(Z] RCData

C| Cursor Group

--|:| Ican Group

[ Version Info

& 24

A6 (s oxb aBALD @lis (olad Jolib a5 s3i53s asalins PYoS L8 Craw )s (I8)y JEAL Sy

: 3301 S0 Craumd sl aslBy )s (ol

B-{3] Cursor a |
E1-(3] Bitmap

D lcon

F-3 Menu

] Dialog|

| @-[1] ABOUTRARDLG

(£ ASKNEXTVOL

| @-{1] ASKPROCESSVOLDL
| @-{Z3 CMDMODE

. @3 CMDWNDADD

-] CMDWNDBENGH

| -2 CMDWNDCONVERT
{Z] CMDWNDFIND

@& (Z) CMDWNDOTHER

(3 CONFIGCOMPRESSI
| m-{Z3 CONFIGGENERAL

| .1 CONFIGINTEGRATIOI

m




Jbis @ bIad. )y 3989 aslp )y ouSL Selbs 3Ly shad simes a5 jghilss
: (© N)) s33y3y ABOUTRARDIALOG
Al fesoere backe _ CPreg AWt e .,

File Edit View Action Help

ia:::nrf:; | ] Hide Dialog |
&[] leon |lnBoUTRARDLE DIALOG 86, 26, 183, 175
-3 Menu STYLE DS_MCDALFRAME | WS_POPUE | WS VISIBLE | WS_CAFTION | WS_SYSMENU
21423 Dialog ol|lcaprion "abeur wWinmame - - -
=3 ABOUTRARDLG " lLavcuasE LANG RUSSIAN, Oxl1
- 1049 FONT 8, "MS Shell Dig"™

=10 ASKNEXTVOL {
=[] ASKPROCESSVOLDL |
(23 CMDMODE

CONTROL 104, 109, STATIC, SS_EETIEE' | 33 ROTIFY | 55 REALSIZEIMAGE | 55_SL’N?IN | WS_CHI-:D I WS_\II.‘
CONTROL ™WinRAR", 107, SIAT LEE] d v WS_GROUP, 4%, 43, 125, 8
CONTROL "Copyright & 1993-4f [i T3} W3_WISIBLE | W5_GROUP, 49, 54,

@ (L) CHDWNDADD COMTROL "hlexander Hoshal®,| o TSISLE | W5_GROUP, 48, 62, 125, 1
-] CMDWMNDBENCH CONTROL "Translated by\nyod|| About WinRAR [==] FT.D | WS_VISIBLE | WS_GROUP, 49, ~
=[] CMDWHNDCONVERT COMTROL ™®, 106, STATIC, 55 (pue, <%, sz, 125, 16

=3 CMDWHDFIND CONTROL ™", -1, STATIC, S§ 113, 128, 1

3'(.] CHDWHDOTHER CONTROL ™", 101, BUTITON, BJ g5 TABRSTOP, 8, 42, 32, 32

=[] CONFIGCOMPRESSI CONTROL ™40 days trial cop E ROPREFIN | WS_CHILD | WS _VISIBLI

CONTROL ™", 103, STATIC, 59 [BIC | W3 _VISIELE | W3_GROUF, 43, |

-5 CONFIGGENERAL CONTROL ™", 104, STATIC, 53 Pt LD | WS_VISIBLE | WS_GROUP, 49, :
@[] CONFIGINTEGRATION CERTRIE S Ty e, e Copyright © 1993-%d by B 145, 125, 1 B

@[] CONFIGLIST CONTROL ™OK®, 1, BUTTON, 5§ desaiia ot | WS_TABSTOP, 138, 151, 34, 14
(1] CONFIGPATHS CONTROL "®, -1, BUTTON, ES plenalee] e Bz, 175, 137

413 CONFIGSECURITY i JER e

@113 CONFIGVIEWER

=3 CONTEXTITEMS

= -] CONVERTARC

([ CREATEVOLDLG

7 ([[] DEFVOLSIZES

% [ ERRORLISTOLG ~ ~
4 nr b "

I 638
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2335 o(53 Reminder @iyl a3 Js sass yuc3 )

e Edit View Action Help
(1] INFOOPT -

(3 INFOSFX Compile Script | Hide Dialog
£ NEWPROFILE REMINDER DIALOG 18, 61, 225, 8B

-[Z OKCANCELTPL STYLE DS _MODALFRAME | WS_POPUP | WS VISIBLE | WS_CAPTION | WS_SYSMENU
-] ORGFAVORITESDLG CAPTICN "FPlease purchase WinRAR licenae™

D ORGPROFILES LANGUAGE LMG_RUSSIAN, Oxl

L3 ORGTHEMES FONT &8, "M5 Shell Dlg"

(1 OVERWRITEDLG i : i R

(5] PACKDETALLS .. CONTROL "Buy fonline", 102, BUTTON, BS_DEFPUSHBUTION | WS_CHILD | WS_VISIBLE | WS_GROUP | WS_TABS
2 ‘e‘ﬂ CONTROL "How to &buy”, 101, BUTTON, BS_PUSHBUTTON | WS_CHILD | W5_VISIBLE | W5_TABSTOP, 148, 22, *
Ru REMINDER CONTRCL "Close®", 1, BUTTON, BS PUSHBUTTOM | WS CHILD | W3S VISIBLE | WS TABSTOP, 1489, 37, 70, 14
; Lg% 1049 CONTROL "sHelp", 9, BUTTOHN, BS PUSHEUTTON 1 WS CHILD I WS VISIBLE 1 ws_nas’rop, 149, 52, 70, 14
-] RENAMEDLG CONTROL "*, -1, BUTION, BS GROUPBOX | W5S_CHILD | WS_VISIBLE, 4, 4, 139, 77
) [:| REPAIRARC CONTIROL "Please note chat WinRAR is not free software, After a 40 day trial pericd you nust eiche:
= (3 REPNRSUSPDLG |1
@[3 REPLACEFILEDLG
& (L1 REPORT 5] Dialog - REMINDER

[ REREG i

H-() SELECTDLG Please purchase WinRAR license
H..

[ SELECTTOOLBARS
#-(13 SELECTVIEWERDLG | Plezse note that WinRAR is not free

i software. After a 40 day tial period you
&[] SFXADDSHORTCUT must ether buy a license or remove it
= (] SFXOPTADVANCED from your comper.

(2] SFXOPTGENERAL

(23 SFXOPTLICENSE

§-(0) SFXOPTMODES

f-[23 SFXOPTTEXT

| @1 TOOLBARBUTTONS ~
r_li - 3

m

1

[ | 606

ID j) o @8gs (o) § 3iSus sslaiw) (alw) ) Olels)) slp josizg lo @8gs oy SG Cunlids]
3y eailaas ) e)ls YB3 a5 shoye Ls Vs REMINDER (i@ 03)5 sslatwl 06 ) JBs () s,

:025)3 REMINDER 38 Jb3s g @as)Sp olly @



.File View Debug Plugins Options Window Help Tools BreakPoint->

KT DO e B Gl S o O o N O Y R i ? |

Address |Disassembly Text string

BB43F6C6 |[MOU EDX.WinRAR.AW4AG?1F ASCII "HELPCommandsMenu™
B@43F6EC MOU EDX.WinRAR.BA4A6230 ASCII “HELPToolsMenu'
B843F712 | MOV EDX,.WinRAR.BB4A693E ASCII “HELPFavoritesMenu"
B843F738 | MOV EDX.WinRAR.BB4A6958 ASCII “HELPOptionsMenu'
B@43F766 MOU EDX.WinRAR.BA4A6260 ASCII “HELPHelpMenu"
B843F77E | JHP SHORT WinRAR.BB43F81D (Initlal CPU selection)
B@43F?D8 |MOU EDX.WinRAR.BB4AGILD ASCII “wrarkey

B843F8AD | PUSH WinRAR.BA4A6974 ASCII EHINDER"

BB43FA14 | PUSH WinRAR.BA4A697D ASCII e o

B8843FDA? | MOV EAX . WinRAR.BB4C5504 ASCII "ﬂrcH1story

B843FD2B | MOV EAX.\WinRAR.BB4C5548 ASCII “Favorites"

B84404D3 MOU EAR.WinRAR.BA4C5548 ASCII "Fauorites"

8844684F1 | MOV EAX.WinRAR.BB4C5548 ASCII “Favorites'

BB4465AF | PUSH WinRAR_BA4C7748C ASCII “C:s\Users‘no dongle\RppData\Roanlng\HlnRﬂR\rar log™
B84485F5 | PUSH WinRAR.BB4A6982 ASCII “http:/swwu.rarlab.con’
B8448686 | PUSH WinRAR.BA4A6998 ASCII “ABOUTRARDLG"
88448600 | MOV EDX,WinRAR.B0406904 ASCII “.."

88448716 |MOV EDX.WinRAR.BB4A6IEB ASCII “Detailed"

2315 GalS s YB3 s)g8 O3e (S9N

File View Debug Plugins Options Window Help Tools BreakPoint->

S| > [ [ e - Ea e e o o o oo s e i [Re [ [5< s

E8 8BCAFCFF |CALL YWinRAR.BB40ECEH

BA 6D694ABA |MOU EDX.WinRAR.AA4A696D

B? BoH0AEBA |MOU ECH.o

E8 81F?FCFF |CALL WinRAR.PAB40F168

85ce TEST EAX.EAX

JE SHORT WinRAR.BB43F81D
MOU EAX.DUORD PTR [4C882C1
CMP EAX.28

JG SHORT WinRAR.BA43F7F?
TEST EAX.EAR

7D 24 JGE SHORT WinRAR.BB43F81D
C6@5 95684ABLMOU BYTE PTR [4A6B951.1
BB43FB0E| . 6A 6@ PUSH B8
BB43FB6G2| . 68 3A2E4BAA |(PUSH WinRAR.PAA482E38

PREFEEE 1 11 | I

ASCII "rarkey'

74 32
Al 2CB04C08
83 28

1Param = NULL
DlgProc = WinRAR.GAA482E30

BB43F887 FF35 4C4D4CHE PUSH DWORD PTR [4C4D4C1 hOwner = BAABALFA ¢’Desktop — WinRAR {(evaluation ...’
B843F808D 68 74694008 PUSH WinRAR.0B4N6974 plemplate - "REMINDER"
BB43F812 FF35 48204BOtPUSH DWORD PIR [4B20481 hinst = BB400600
BB43F818| . EB8 171CB66@ |CALL <JMP.RUSER32.DialogBoxParamil> DialogBoxParami
@B43F810| > 883D ?4684A0¢ CMP BYTE PTR [4A6B%41.8
BB43FB24| .. 74 1C JE SHORT WinRAR.BB43F842
BB43F826| . 883D F4764CHAECMP BYTE PTR [4C76F41.8
BB43F82D( .. Y5 13 JHZ SHORT WinRAR.B0413F842
BB43F82F| . C6@5% ?4684nBEMOU BYTE PIR [4A68241.8

3F836| . 6A 80 PUSH @ 1Param = @

43FB38| . 6A B@ PUSH @ wParam = B
@B43FB3A| . 6A 18 PUSH i@ Message = WM_CLOSE
BB43F83C 56 PUSH ESI hiind
B@43F83D E8 D81DB6BAA | CALL <JMP. PostMessagef

&USEH32.PustHEssageH)

43F842| > 833D F@764COECMP DWORD PTR [AGZ6F@1.

143FB42| .. 75 2D JNZ SHORT WinRAR.BB43F878
@B43F84B| . 833D EB764CEBEL CMPF DWORD PTR [4C76E81.4
BB43FB52| .. 75 24 JHZ SHORT WinRAR.BE@43F878
BB43F854 833D @R774CHE CHPF DUORD PTR [4C77081.—1
JE SHORT WinRAR.BA43F878

AB43FB5B| .. 74 1B
A@43FE5D| . 6A_BA PUSH @i [Iimeout - 18

. ms
143F85F FF35 @8774CBLPUSH DWORD PIR [4G77081 hObject - BOOBOBAC

AB43F865 E3 80190608 |CALL <{JMP.&KERMEL32.YaitForSingleObject]LUWaitForSingleObject
BB43F86A 85C8 TEST EAX.EAX
JHZ SHORT WinRAR.BEB43F878

B@43F86C| .. 75 6A
43FEGE| . BA 6B4DacEE

HOU Eﬂx U1nRHH AA4C4D68

sle3lsg5)T sians D0 10103 )» a5 yobilas.easd osls gloy) call stack 5355 b a5 Il PlLa®©

1 230 g0 ) 13Sas 33 asi gadtis ID U @slis 5| Jlaassiye 1y DialogBoxParamA @G

135 QS awwlydisassembly (s

J4CME FUSH DWORD PITH 140G4D4C 1 Backup y ktop - WinHKAK <evaluation ...~

188 | PUSH WinRAR.BB4A6974
34BAL PUSH DWORD PTR [4B20481 Copy »
380 |CALL <JMP.RUSER32.DialogBoxPal
34AA CMP BYTE PTR [4A68941.0 Binary »
JE SHORT WinRAR.PA43F842
34CAI CHP BYTE PTR [4C76F41.0 Assemble Space
JNZ SHORT WinRAR.AA43F842
14nA(MOU BYTE PTR [4A68941.0 Label
PUSH @ :
PUSH & Comment f
gﬂgﬂ %gl Breakpoint 3
388 | CALL <JMP.&USER32.PostMessage Hit trace »
54CAI CMP DWORD PTR [4C76FA1,0
JNZ SHORT WinRAR.BB43F878 Run trace 4

34CBE CMP DUORD PTR [4C76EB1.6 FS1
JHZ SHORT WinRAR.HB43F878 = T FClL
74CAUCHMP DWORD PTR [4C77081.—1 blevadngihere CHrt Gy
JE SHORT WinRAR.BB43F878 Goto »
PUSH @n
74CBI PUSH DUWORD PTR [4C77881 Thread »
388 |CALL <JMP_&KERNEL32.WaitForSi
TEST EAX.EAX Follow in Dump 4
5 JNZ SHORT_NinRHR.BB‘BFS?S i |
Egg Eg%LEﬂiﬁgaﬁFggigg;gng Search for 4 MName (label} in current module Ctrl+N
774 (ASCII "REMINDER> Find references to L Mame in all modules
L ' Command Ctrl+F
ASCII
i 60 890 28| . H.0.. Copyito ectahlc : Sequence of commands Ctrl+5
Analysis »
e g Constant




( Find command Léjq
[PUsHR] 133 3o ) (S0 ) -l
v Entire block Find I Cancel I
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