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Start of IAT=4013A8
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Size of IAT=C8
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File: |E:'|,Learn'l,Generin: Unpackingl Targets,_ Fxamples_ \IAT\AspackDie E

Entrypoint: | 000014002
File Offset: | 00000EDC
Linker Info: |5.12

EP Section: | .kext
First Bytes: | 64,00,E8,07
Subsystem: | win3z GUI

|MASM32 [ TASM32

| rulti Scan I | Task'-.-'iewerl | Cpkians I |

Abouk

| Bt |

[~ stay ontop

PE Details £
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— Basic Information

EntryPoint: |00001A0C SubSystemn: 0002
ImageBass: | 00400000 MurnberCfSections: | 0002
SizefImage: | 00004000 \ TimeDrateStamp: | 3C3AFCES
BaseOfCode; (00001000 SizetfHeaders: IW
BasefDaka: 00003000 Charackeristics: lﬁ
SectionAlignment: | 00001000 Checksurn: IW
Filealignment: | DO000200 SizeOfOptionalHeader: O0ED
Magic: 0108 NumOFRyvasndSizes: 00000010
—Directory Information
Rl SIZE
ExportTable: |nn|:u:|nn|:u:| |nn|:u:|nn|:u:|
ImpartTable: ||:u:u:u:|12?|:| ||:u:u:u:u:u:|?a |:|
Resource: |nn|:u:|3m:u:| |nnnungeu [
TLSTable: | 00000000 00000000
Debug: ||:u:u:u:n:u:n:n:| ||:u:u:u:n:u:n:n:|

Close
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Start of IAT = 13A8
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Size of IAT= C8
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Getting azzociated modules done. -
- w
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OEP IEIDEIEI'I.-‘l'-.EIE AT AutoSearch | = IEIEIEIEIDEIEIEI Biag IEIDEIEIEIEIEIEI

oudl Aol @ | suleMbl 2uU IAT o,bLes wlbw sl b
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About |
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E wit |
L Tree| Save Treel G%rts || Fix Dump ||

&38lgo Ul 5 13JS (5o law oluidl |) TAT wlasiw aSiyl b aiS 1oy | IAT wlgs (swoi aoly ol dd)S) (s 3,90 55 wes (g
Aol asS swlgi (swloi U ouij wso |, Get Imports aiu;S wlasiw ws,S 5)lg 5l azewsS 1oy | oleMbl JS Ulosgs LU b
o b 3515 39>9 TAT 55 9 05,5 oslaiwl

Imparted Functions Found m
- kemel32 dll FThunk: 00001 3AC MBFunc:1C [decimal: 28] valid:YES
- uzerd2. dl FThunk: 00007 420 HbFunec: 3 [decimal:B] validYES

- comdlg3Z2.dll FT hunk: 00007 444 NBFune: 2 [decimal: 2] validYES

- imagehlp.dll FThunk: 00007 450 MbFune: 3 [decimal: 3] walidvYES

- farzelibrany. dll FT bunk: 00007460 MbFunc: 3 [decimal: 3] walidYES
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1S 5L OllyDBG s |, 05 Julo
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LS ol aauls Olgic @ MSVBVME0.dIl Juls aSliaisS sws 03lsiw] putins ssb @ API @lgi 5l S Jlgius (Slo aoliy
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L e R1EE:

oa 00" el 9> wldgl sals).5,ls 51,8 Jump Table 5 caw)> Lo Jd Entry Point Saoww Jlgiug 5 dsw oo aS jghilod
(.3,l> 59>9 alold Entry Point ¢ Jump table

wwolod ;3.5 0 o >l aol,y Call ThunRTMain giws wiaw L=l L.s,ls s9>¢ Call ThunRTMain jgiws Entry Point ;| sy
fowd ol Jie yeiows S bo Entry point Secws Jlgiug Sla awli

Push xxxxxxxx

1L wowl uly Entry Point Lo Jbo >

Push 401264

)15 5929 "VB5!" aiis, andl ol > aS s adles 9,0 401264 (uw,ysl @ DUMP o,y > S|

Address

Command : I L”

Module C:5WIND O Shepstern32AUSP1 0.1

14 Start 18 Visual Basic O Generic Unpacking.d. .. - [CPLI - mai
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JuSis MSVBVME0.dIl 51 lhsd Lo IAT wg > s d8,b lawl 50 vl s e awly jo=il ;5 OEP a8l uw.s)ls 1,8 (OEP
594 s i x>l sdasauil 00035 | bo Sl b 5l Sslasi bo ,S) 531 uizod 9wl Hilwl o IAT o,ULgs> wsbw 1o

© 55 pwa> | b« ol

GRS : P-P
1S 5L OllyDBG s |y 05 Jo6

Targets\ _ Examples__ \Language Structure\Borland Delphi\Delphi.exe

CALL @@44B150

CALL @@44Bics

CALL o@44E]
CALL @@

ol ,;,.;J wals sla Cbob).g > d9| D95wd 9> \Jy.\sw

Push EBP

MOV EBP, ESP

&ios,ls 1,8 44CAA3 b ;s aS (sl J=I5 55 YU ugasi 53050 o |,>| GetModuleHandleA g, ol 5l a2 bs 3> g
.3l 51,8 GetModuleHandleA

odu LeHand LeR>

CALL &g

CALL

LERA EAX,OWORD FPTR DS:[EAR]

)l 59>9 Return Y (sals 55 gilgi 51 vy 31 55 Yoo (uizod.cowd Bgy=o 3b; sSa Call auils 4y (sad>
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AR44E2C5

HOF
CALL 884Ec

CTRL + slaadS 9.a09,0 (00401000 oz )laul @y od Jump Table ws,Slay Sly.eujlaiy o Jump Table a4 DK cowl ipy
1268 b | FF25 Slasecoacw 50 o=y ;5 9 2w L, B

Enter binary string to search for

st =

LNICODE |

HE= +02 FF 2%

[ Entire black. LI LI

[T Caze sensitive Ok, Caricel

MOW ER;
MOL ER;

MOY ER;
MaL ER:

MaL ERA:

S, 513 e Mov Eax, Eax jgiws SO W Jump g 53 3w v aS jghiles
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TASM32 ¢ MASM32 :w-pw

1S 5L OllyDBG s | 05 Jo6

Targets\___ Examples__ \Language Structure\MASM & TASM\MASM.exe

= S I T = N T T S

Address Hex dump Disassembly #

du LeHand LeR’

EndDialog

EndDialog

03.iuS w9 gi > o Sa Call 5l s[5 9 Vg Lsw olgs sy Hlawy TASM L MASM Sl aoliyy dwiw (s aS ghilod
g (s 0lgS> (saungi Aol Sla ub; ulw 5l i el aS cowd MASM S aoly cuvgas il © coww
ol Ltext aasiw Slawl uly MASM S asl > Entry Point Vgose

owlly gully w Jlohag = I€-W

1auS 5L OllyDBG s 1) 505 LB

Targets\ _ Examples__ \Language Structure\Visual C++\VC++.exe

CALL OWORD PTR D=

g (s g9 sgiwd A (2 b gl Gy csew 5> 0o JileS Sle aoliy Vgoso

Push EBP
MOV EBP, ESP
Push -1

394 w50 i (SE Handler)SEH S, Vgm0 a,giws ol 5l 4 9

Aol 5> wsullas 58l as cowl (sliesgis (o aieS SEH ol @y aoMs j9b @, as Structured Exception Handler :adlol ausgs
Aulos By | U wlgsy giU oul aSiyl ol auauS o as>lo Ul @b aol yycasey Slasl
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P N (s >l 55 &gl Veoeme SEH 5l aes gl poMy sew >
(Goiug Uiye Us,sl s @ Sl,y) GetVersionExA L GetVersion
(15,8 oy wsdd alwg,y Sl Command-Line asi;, oSl 5,8 o,Lul) GetCommandLineA

(.S w0 wul>,350 |, Startup Info) GetStartupInfo
(215,85 sy 03 Laaie Jgsle (Sl Handle) GetModuleHandleA

.net: o-w

OllyDBG > I, 05 Js8.5,1> 59> Microsoft .net Framework «, ;Lo VC.net L VB.net )5 oxui aiig Sld aol,y wuisw Ll shy
1S 5L

Targets\ _ Examples__ \Language Structure\Visual Basic.net\ al.exe

: (110027CE la>)ayg,0 aol,u Entry Point ay.0auw 1=l Entry Point > wadgi gy aoliy dw wswo aS ghilod

OE &g
DB &g

S baad Lo IAT g el Import Lpis ¢ul Voosoioauis 055 I CorExeMain iU o aoli, Entry Point ;s s csw aS jghilos
CowndIS. 551> s59.>g05,0s 51,8 Imports ol > aS (Section)suinSow g9, ;> Lo IAT. .net sla aol,y ,> Yoo g 51> &G
(ALT + M aJS)awsS 5L |, Memory Map

owlzilod od Lo IAT g9, 1. cawd 11002000 Ll il 5> 5,ls 51,8 Imports ol 5 aS (soiaSow Slawl

lacy Memory Map ,s |, Ulosgs Jld cundlS. g s Sl ) 5l dgin Sy JS1.net s oons g Sla ol Vgoso
oSy Gols PETooIS | Lord PE L Memory ;1 cuowwd Ol 5l 9 ousS

\S.UTM[JB)-Jg) '_NLB)SJW b)§| Sl oosw g .het -.SL& Cl.ol.:).: UL RO ‘_sul.m)g.;s.ﬁg)gg L&)Sg CLSpJgSJM |) UJ| sl
)l)_9|,o)_J\SJ UMZAQ})J)ASJ Dump |, LU aS cowdSaanls .net s aol 4 uo_g.azo)s.')ﬂ NGRS P VTS F] - TRVINA
I, Ol 9 35S s oy Memory ,s |, Lo JoB 8595 ,9b @y aS cewa .net Generic Unpacker oowl ay.net aoli,y us,S Syl sl
© .S s wols
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Blys 1 : 1€ assis

S gy ol SuS30.aiS w1 Us,S Sl LS LS (s oslaswl S lus ulwlios Shy (uld g, 5l Sigml Sla,Sy LS|
owl oV B J 0s)S Sl sl ol b allso L$\§J_9§~>,;9 Slus wswl
lod g,y cw L0 L3 lus sulbwlios sy Ll 5l cwas.s,ls 3929 ol Slus il Sl Givg, Vel

Ul uiainS ;U )l (b diiwls 5959 ,SLus )SLaS swbwlici 1) »SW Ll w &b (1) IsDebuggerPresent
(ol Sy ol

(15,5 o |) =S o=y Caption) FindWindowA

(. 315,5 swo |y L9 S plxil Ulo; ) RTDSC

(Software Breakpoint (svlwlui Sl Opcode "CC" (saw v Jilod)d Breakpoint (svlaw o

g Lsw odlawl Aol Slus Us,S Cw Sl pd a9
Aol v Slud U ,S LS Sl Access Violation on write SUas sbul
13581 Lo eiowl 03,5 (s>b 5S) odiawngs aS (8Ll ... axan cowl HSow (sdlail L [Slys v aslos 5l asy

D9 Uiy Aol Ll ySow. )

594 Qicans Sy Gl HSow.Y

o Wbz > LS Gawl Sew.Y

94 0515 ,Slud ulbwlivi v o o lew Luwl (Sow. ¥

5505 39309 AS S,9b05,S (sw S, Siws | s9au9 Boot.ini 85,8 (s (sulwlics | ,SLus JS1 aS p3gs 00 ) 1S S oo s>
EUIP V-V FCY

Ole3,S (5o b=l |, Ol 9 5,5 (s Extract giwsss Lgys 5l Bat L1 S 5Slus sulwlivs @90 55 aS pe3gs 0 o | 550 ,S) &
)'| Los> auslicwb tSLa)SJ us,S uS_u| 8990 piS (5w Aoy 13J® 3,5 5w Loy b)g.).;.ggg.gl)b )|).A_C LY L&g,gl)b wwlos Bat ,J.JL‘)
AuS aupi Backup.ay,ls ugiyiguelS Sei as suleMbl

13,5 5 Plug-in wgay OllyDBG Sy 5,5 |y 505 Jubd wanss csulwlivi 51 S,80l> S ol U iy csuliool sl

Targets\____Examples___ \Anti-Debug\Anti-Debug.exe

e FNE v LELUY FIOUS OIS vigus e

1 o
4 g . el tx |C

UnP 21

il oo s b as Vs csw oslaiwl Slus sulbwliow sl IsDebuggerPresent &b 5l s sl 55 dwiw csw aS ghailod
g Kernel32.dIl 516 ,> IsDebuggerPresent g 55l U oz [ F7 oS 5LesSousw w5l L &6 ool aS oS )18




Generic Unpacking - For New

|, VU SaaS WiosS (ils,S 5L | o Hlasoe o,lsed iUl aS oS IS Kernel32.dll B 51 conwd ol Slaas &, Sws
W NPWET RS W]

M0
HOP

1S wlbwliow [ 530y asiuuwlg aoby dwiw wsw aS ghilod

1 ntdll.2wClose

Gooran_Ware
Hi all ;)

¥ou don't have a Debugger !

seoi | 395 ol SLa Jul S, S5 ws 03Ls] 9309 @S Lyzesg s caoos 0ymdepusls Kernel32.dll Juls s Lo aS il ol
aS b9 5D (s disS (o SHLS uzmod Su L od il oouiw asuig ,Slus wasin sulwliow Sy aS uld SV
oSV 3T @S il ol bo auogs colpli.aids s pll 98 DLL Sl Ll 55 [y lyss ol LlS3e5 ob @i ;b OllyDBG

el awls [ S s 0lpiy @ilsi ool 5l 1, OllyDBG as (sula



Generic Unpacking

Unpackers & OEP finders : 0 assis

o Generic Unpacker s aol,y ol au.aisS Sl jLSgs sob | el Sla,S, ailgi sw aS Wl o asuigs suld ol
|, OEP (slol (inSew Sg, Memory Breakpoint ¢ailiS Ly Lol 5l (v 3iiS w0 05liiwl (swols S Giug) 5l olaS 18,0095
Lougs s bl i B aoli,u 59> oul b caoausd ul 55000500 sw 0,Ugs | TAT s 9 2iuS (s wols | Jud g9 3uuS swo oy

Dereko Generic Unpacker : 1-o

L ol 05,8 Sl Ly aiS (s Joe (sIle Hlown 9 wewl 0aui aiigs Dereko ob @y ARTeam slacl 5l (S5 bhwsi aoly ol
© S sw Sl 1) LB, 8595 ,ob @y Aol A=) 9 pud> (w0 Wl U 1) JiBowis wswo |, Unpack aiys8 aoliyy ol 5l oslaiwl

no file selecked |L unEack J

PEID Generic Unpacker : v-o

2lod PEID s aolyy 0syS 5L 5l ams L8 ol ShyeasS Sl | oslw Sla,Sy wilgi (sw aS oaui aiigs PEID @l Sy (saSW
1S Joc g0



Generic Unpacking

Add Signature w1.03
Advanced Scan
¢ CRC3Z

Decrypt DEF
g.doc (=
ocument L-j Targets

Decrypt UPRShit
Generic Unpackers, xls

ER3can

Extrverlay Plugin by Bob
Microsoft Excel wiorkshest
18 KB

File Compare w103
presets.ini el ©) aasasasaaa, PG
Configuration Settings 1024 = 765
1KB A ACDSes Pro IPEG Image

Unpacked

Fix CRC w1.01

Generic CEP Finder

ID Ta Text »1.02
Erypko ANALvzer
Marphine 2.7b (beta)
PEZHTML

PEID izeneric Unpacker
Pack UP¥ Plugin by Bob

Manual Unpacking .MET
Applications

- I
ick ChSum
7% DED v0.94 o
L | RebuidpE
File: I Resource Yiewer v1,02
i Section Tool v1.02
S [ Send spy
Ertrypoint: | 0oo1F23s EP sSection: P =] S
a.d File Offset: 00000436 First Bytes: [9C,60,E8,00 | > | Urits braviser
oc Unpacker For F3G v1.33
Linker Info: | 2,25 Subsyskenn: wWinzz GUI E Unpacker For UP%
Unpacker For UPalyy,
Verh 019
: _— ¥M Resource Editor
| Pl Scan I | Task Viewer I | Options I | About I | Exit Voda's Process Pstcher
[ sStay ontop [ 2 | eCrap oep vetify

Mormnal Scan
Deep Scan
Hardcore Scan

External Scan

13w |, Unpack a3 A= 9 awijs |, OEP Detected LS aoSs 45 wgai diilod ob V>
¢ PED v0.94

1 Il snaker's Generic Unpacker v0.1

OEF Detected: 00427160
Entrypaink:

Cverride bo; |

File Off=et:

) WARNIMG: The barget is execuked both
Linker Info: detection and during unpacking, The
responsible For any damagesused dde to the use of
this program. Please dogry this with suspicious files,

ACProtect
MLk Scary

r Skay on top

CLu_)g LocSoLuw 0,L9s |, aoliy IAT. IMpOrtREC aoliy DLL 5l oslaiwl U audlgs> (sw Lli owyy oo oo jlfkolj)g PpD ol S5l asy
i © 3000 Sl LU s 1) Yes
® 2w Sl Aol iy 031> (swlky Yes anSs ws; 5l a=y S|



Generic Unpacking

7% PEiD v0. 94
File: |E:'|,Learn'l,Generi|: Unpacking Targets\ACProtectiUnPackiMe exe IE
Enkrypaoink; IZIIZIEIEIIIZIEIEI EP Section: | .kext -

F R SIEET |mpREC [WINNT ONLY] 5,00,60,46 | = |

L ep i3 (50 Rebuild Imports with ImpREC? pingz GUI | = |

|ACPratect ¥2.0 - risc = e |

| ki Scan I | Task MEwEr || =P HI.II.II.I._I Exit I
r Skay on top

RL!dePacker :w-o

U 02€ 5> Whuisd> oo Gy J21b S L w8y 50 8...O aubld 03,5 qy aS o LS, Generic Unpacker < o ol
® aiS Syl Wigi (s S Ui 9 Ll Ugod 1S b Sy ST Vs aiS (o Sl o

: Ay b Unpack aigsS ass 9eawdy ol @y |y Of lawl jugai dsilod b S5 ws,S Sl sl

o] [RL!dePacker Generic Unpac kPr]

RL'dePacker

hY gnnorlc unpal:hnr

Filename: EEE\Learn\GEneric UnpackingiTargets\Advanced UPX Scrami

File unpacking log
BL!dePacker v1.2rcl

Generic unpacker coded by aplx
Yisit Heversing Labs at hitp:ffap0x.jezgra.net

Options OEP detection and correction

[] Force OEP to manual address Manual OEF: Find OEP!
[] Correct OEP to manual address

Realign the unpacked file

apilx Junpack engine | | ? || Unpack || About || Exit




Generic Unpacking

Quick Unpack : -0

LU A=y 9 2S5 aolsy 5 L Job ol aolyy oul s 51 il 0,8 Sl sl aScawa ;0> Generic Unpacker S, o ol
i Jiiled S |y |, OEP

E‘J Quick Unpack 1.0 beta 3

File: Log Options  Fluging  Abouot :

Duick Urpack 1.0 for Windows 2000/XP/2003 Vista HELOTS Open e

[] stripper engines by zyd P

[c] code by FELUERRADER [&HT 2am] : | | [Code] LUnpack now!
[Juse Force unpacking Kill target
Remove seckions Test unpacked

(%) Do not delste
() Delete 1 last section

[OEP Finders] X
EXEZ2Pack OEP Finder by CRACKLAE rl

Delete unpacked

Clear log

Exit

ForceQEP by FELERRADER

PackMan OEP Finder by CRAGNGEE rUl
PE Pack 1.0 OEP Finder by CRACEEGE.rl imprec.dll
Stealth PE 2.1 OEP Finder by CRACKTg, rl
Upack. 0.xx OEP Findet by FEUERRADER
WWPack32 OEP Finder by CRACKLAE.FU

|3

"

@ Le(.aws |, Save asy g Delete Invalid aiy3S Jol paiwls Invalid gilgs ,S1) Save aissS asy 9 50 |, Unpack now aiysS a2 9

VMUnpacker : 0-0
A= 9 1S o oswbwlow | LS g95 Jol we=.Generic Unpacker S Siugs Ulgi (swooi asdl aS.sasy Generic Unpacker oa ¢l

Jo8raiS 5w 5U [y a0l il @l ol 5 oslaiwl b b 03,5 Sl SluaiS (s 0l Us,S Sl @ o8l Sy £95 U agi b od
(ol Jled,ue Unpack a8 S Sl |y b ulgi anliy aS (g0 55).3u05 wsw |, Unpack aiusS ass 9 3uds (sw @by au |,

Gud asudd : -0

Pt Azaid B 03, i 51381 o0 O Gl 5l 0slaswl Gul b ) oS Sl dlio aolsl s cowd ,1,8 aS S, O il olov

Sy b | Dereko [RL!DePacker | PEID |Quick Unpack |VMUnpacker
Acprotect ™ 4
Advanced UPX Scrammbler " .
AHPacker ™ . o
ARM Protector " 4
Armadillo
ASDPack a
AsPack ™ 4 4 -
Asprotect
BamBam ™ " " " ™
Crunch o W
CrypKey SDK o . . .
Enigma
EP! ExePack
Exe32Pack o~




Generic Unpacking >

ExeCryptor

ExeShield

eXpressor

EZIP

Fearz Packer

FSG

Fusion

Gooran_Ware UnpackMe#1
JdPack

KByS Packer

Mario Pack
MEW

mJoO0T MIV InfoViewer
MoleBox
Morphine

NeoLite

NoName Packer
NoName Packer 2
nPack

NSPack

Orien

PCGuard
PEBundle
PECompact
PESpin

PeTite

PeX
PKLite

PolyEnE
SLVcOdeProtector
SPLayer

TelLock

Themida
UPolyX

UPX

WinUPack
XXPack

Yoda's Protector

05,5 Joc i ol sle> oul Gw sl 90auS Swl |, Jud OY 5l 5,90 YT aiwslgi Dereko Generic Unpacker i o aS ghilod
10,0 518 505 Sld aol,y Ul 5l asy gecowl

(5,8 Sl L 19) PEID Generic Unpacker .Y

) (.5,S Sl L ) #) VMUnpacker.Y
(15,5 Sl ) LB 10 plas ;) Quick Unpack ¢ RL!DePacker. ¥

PEID OEP Finder : v-o

ol OEP 1uilgi w0 aS 20,05 39>9 csuld aolisy pd LIS Gl Shyicuwl Jubd S 03,8 Sl 55 J>bo Gasiogo 5l Sy OEP udl,
LS



Generic Unpacking

Decrypt UPEshit
EPScan
Extverlay Plugin by Bob
File Compare 1,03
Fix CRC w101
DEP Finder

ID To Texk w1.02
Krypko AMNALyzer
Morphine 2.7b (beta)
PEZHTML

PEID Genetic Unpacker
Pack UPY Plugin by Bob

A8 o Quick Ch3um
s PEID v0. 94 Rebuild PE
Resource Yiewer v1.02
Section Taool v1.02
Erkrypoint: |00001000 EP Section: [text ::;:gsEiZwer
File Offsst: |0ODOCMO0 First Bytes: |ga,00,B0,46 Units brovser
Linker Info: [5.0 Subsystem: [Win3Z GUL S:E:EE: EE: EISPE e
Unpacker For UPalys
— Ver 0.13
%M Resource Editor
| Mulki Scan | | Task Yiewer | | Options | | About I | Voda's Process Patcher
[ Skay on top Plugins eCrap osp verify

Mormal Scan
Deep Scan
Hardcore Scan

External Scan

Quick Unpack : A-0

ouiS o Joc 3gai il dilod pisS W aS jghiles Quick Unpack ;> OEP sl sl



Generic Unpacking

uick Unpack v1.0 beta 3

File Log Options  Flugns  About :

Duick Unpack 1.0 for Windows 20004<P/2003/ista GBOnS B

[c] stripper engites by spd i

[c] code by FEUERRADER [4HTeam] 4 | | [Code] Unpack noval
[Juse Force unpacking Kill target
Remove sections Test unpacked

(%) Do not delete
() Delete 1 lask section

Delete unpacked

Clear log

[OEP Finders] =

PackiMan OEP Finder by CRAGNGEE . rLI
PE Pack 1.0 CEP Finder by CRACEEE 1L imprec.dll
Stealth PE 2.1 OEP Finder by CRACKTNg, rl
Upack 0,xx OEP Finder by FELERRADER
WPack3Z OEP Finder by CRACKLAE.FU

S

"

Dereko OEP finder : 9-0

owl OEP (58l o Bad basd Izl )5 bol.s)ls od OEP a8l 5l jue @ 5,505 Sla wubld aolyy ol
135 o | Trace aigsS 9 3uds s by @ | JbB usai 36lod aoly Shxl 5l sy

app |
— Sectiong

I deattach I

gections

||:|efau|t range iz obtained from the 1

[ Custom range Abot

Iuser hart range | E wit |

Select tracing engine :

" deroko/ART eam
[~ Trace all [using T flag]

™ gtealth [execvptor for example]

[ Extra fast [not accurate sometimes]|
[ don't hook. CreateT hread

Current opoodedstolen bytes with deattach :

1390 s 031> Lswlew uzod Sy s dligS was ;| asy



Generic Unpacking

4 oepfinder vi.Y.7 by deroko/ARTeam

app ";I:-\L . lrace
— Sections deattach

gtart : 000 &ipin wour range ; 0x00427 160 T —

[ Custom| ok I el | Abot
Iuser shart E wit I
- -

Select tracing engine :

" deroko/R T eam
[ Trace all [using T flag) I
£ stealth [execiyptor for example]

[ Extra fast [hot accurate sometimes]
[~ don't hook, CreateT hread

Curent opcodedstolen bytes with deattach

9.0 50 Aol B oy | OK S cacwl 05,8 lawy (siw)s @4 | 0595 4271B0 aS | bo OEP asl,y duw sw aS jebilos

£ Cnd Qs : Jo—0

:la OEP finder ¢l 5l oo aid,S i azii od ol pud,S 88,20 Loy @y OEP Finder acw slid Sla couud 5>

Sy b | PEID OEP Finder | Quick Unpack | Dereko OEP Finder
Acprotect - -
Advanced UPX Scrammbler -
AHPacker -
ARM Protector - " "
Armadillo
ASDPack o - "
AsPack v "
Asprotect o -
BamBam - . -
Crunch o -
CrypKey SDK el v v
Enigma v " "
EP! ExePack
Exe32Pack
ExeCryptor "
ExeShield v " - 4
eXpressor
EZIP - "
Fearz Packer
FSG " "
Fusion - .
Gooran_Ware UnpackMe#1 - "




Generic Unpacking

JdPack o
KByS Packer o o

Mario Pack

MEW
mJoO0T MIV InfoViewer "
MoleBox o o

Morphine

NeoLite

NoName Packer o o o
NoName Packer 2

nPack o
NSPack o "

Orien o o o
PCGuard o o "
PEBundle o o o
PECompact o o

PESpin o
PeTite o o

PeX "
PKLite
PolyEnE o o

SLVcOdeProtector

SPLayer o o

TelLock o o o
Themida

UPolyX o o

UPX
WinUPack o o

XXPack o o o
Yoda's Protector

1oe-3)S Joe 53 (8990 3,90 S > PEID lasd g 155, Joc o @ apis ;bown Quick Unpack g PEID auw sw aS jghbilod
(v, 3,90 YY) PEID.Y

(owyd> 5,90 Y+) Quick Unpack.Y

(wow,> 5,90 YO) Dereko.Y

idl ey sleyapil : 11-0

03,5 S,S Sho [ Lo LS aS.5g i wsw aiings LSy Ul Logazo )SAJT&S.J()SJ%\_S\DHM)}LSJB)J L LSy Sy aSwl 5l asy Vooso
ol oSe Al by a4y JSsS Bub Sl aslei o 93 ki 3,90 Sl Uyl s @ oShy S (e sl sl Al

http://www.tuts4you.com

http://www.exetools.com/
http://www.woodmann.com/

http://www.unpack.cn/

http://forums.accessroot.com/
http://www.openrce.com/

/http://www.aoreteam.com

© http://forum.p30world.com/forumdisplay.php?f=133




Generic Unpacking >

153 (2Unbisks : ¢ washo

© Cod 38l 0,0 slozs Vs U od ) Ko wwlbwlivs Shy.cowl J11B S5 ws,S Sl Sy a8 Gl Sy bl
D s )b ey 590 1) 3590 2uy kid o Lol G Sl Lo (s

PEID :\-¢

-0

File: | E:\Learn)5eneric Unpacking Targets|armadilo\UnPackMe. exe EI
Entrypoint: | DOOB3000 EP Section: | .adata =
File Offset: | DO042000 First Bytes: |60,E8,00,00 | > |
Linker Info: | §3.82 Subsystem: |Win3z Gl ﬂ

armadilla 3,78 - 4.3 -= Silicon Realms Toolwarks

MUl Scan | Task'u'iewer| Cpkions | Abiout |
[ Stay on kop & ﬂ

13S Ulsiol | 05 S @3S VYU s ooui o3l Ul aeSs U U awilei wsw i 1S wsulwliow ' (3990 a0l S|

Deep Scan
Hardcore Scan
External Scan

© ad> ww b 4wl 0,U)5 Sawbo Hloww wleMbl aolyy (ol Guizod

(Entry point)lo .8 Entry point Mo

Awilgi s eauS SLUS EP Section ol ,LiS aoSs Sy, 5 S| puixod 9 (EP Section).s,ls ,1,8 Entry Point ol 5 aS sumiSow
(auS SIS First Bytes LS aoS> (Sg; )56 wswo 031> wlin bo @y od | a0 whgiws Gyl uizod 9

S0 evlbwliow S wuss Sleasl, 10lgi o Entry point section o wldgl s ais ,S wsvlwlow a4 (8990 a0l S|
ARM Lo , S, el y=Siow 1iJ.cwd .armp oincSew oL bol.ads vl |y 1) ascunleis aoluawuS oK | 05 sugai Wio. il
© .ouwl Protector

5 PED v0.94

File: |E:\Learn\Generic Unpacking) Targets\ARM PratectorinPackMe. exe

Entrypoint: | noosoo00 EP Sectinn:_L armp =]

File OFfset: | 00053500 First Byt |EB,04,0000 | = |

Linker Info: | 5,0 Su CWINGEE QU ﬂ

Mothing found *
Pk Scan | Task'u'iewer| Cptions | Abouk | Ezxit |

[ Stay on top M

o Sy aslioab ,S S L Loi> Lo Jb aS 59 (o J-J> Nothing found @35S (w0 PEID aSiylieuS o)Ll |, aiss
Mool Ll aS ouopar 10U il 5)len ol 55 Guganil oacs aiuigs aislicil (sawwgs aoly b S5 5 b LB cowl S, ool
G b el oo S J




Generic Unpacking

78.6 % ,5> Gugy omlpdls plzuil oo aS (suld o (gabo... Sy b ol 0ani Sy Jul8 S5 Ul o Olgi (s aS cowd (s
13w b sueai 53 0auiw ool Ui aeSs HS ul SLu.s,S slesel Giups aui (swo 3bj pung.ads (s wls> 3)lg0

File: | G\ Tactools\ISPERgine. exe

Entrvpoink: | oo119001
File Offsek: | Q0045601
Linker Info: | 6.0

EP Section: | abdpak
First Bytes: | &0,EQ,F9,43
Subsystem: | Win32 GUI

|Mothing Found *

| Pk Scan I | Task'u'iewerl | Cptions I | About Ezxit I

[~ stay on top

xtra Information

o oo | oani osls ulin aeSs aw V&

(%)

FileMame: |G\ Tackools\ISPERgine. exe

Detected: | Mothing Found *

Scan Mode: | Mormal

Entropy: | 7.93 {Packed)

EP Check:  |Packed

Fast Check: |Packed

w0 S 55 ke Jleasl @y Jo18 .. cowl oons S i1 aS 2iusS (s U QeSS Aw 4D i (s aS glailod
130905 Aiilod i [ oSow SBLSH (swolod wund UiauS oslaiwl pd Advanced Scan . SW, 5l aS cowl cul (o auogi

e . Quick Ch3um

e PEID v0. 94
Rebuild PE

File! |G:\Tactools\ISPEngine. exe E Resource Yiewer v1.02
Section Tool +1.02
Send spy

Entrypoint: | 00119001 EP Section: | .abdpak String viewer

File Offset: |OO045601 First Bvtes: |60,E8,F9,43 Urits broviser

Linker Info: | 6.0

Subsystem: |Win32 GUI Unpacker Far LPX

Decrypt DEF

Decrypt UPXShit
EFScan

ExtCrverlay Plugin by Bob
File Compare +1.03

Fix CRC w1.01

Generic OEP Finder

ID To Text v1.02
Krypto AMALyzer
Morphine 2.7b {beta)
PEZHTML

PEID Generic Unpacker
Pack UP¥ Plugin by Bob

Unpacker for FSG v1.33

Unpacker for UPaly®

| Mothing Found *

Yerd 0,15
¥M Resource Editor

| Multi Scan | | Task‘v‘iewerl | Options | | Abaut

Yoda's Process Patcher

— Skay an kop

|
ﬁ erap oep verify

Mormal Scan
Deep Scan
Hardcore Scan




Generic Unpacking

Signature os)S aslal : P-¢

LB slawl wlygiws PEID...cowl 05Lw...S385 (s passii | 1Sy €95 jeb ax PEID aS caowl ol 1l oo Giuw il @S sJlgw
10,1 Shgiws Guxed SO vl Slawl s UPX sla L1 p6a81 Jle SlyauS wsw wsawyw b, B JS L

ADD (W0 oW UPX |) J,gl_"hb)b >9=>9 UJ| CPE .*_5\3|)9wa LJ.JLQ -.Sl_bul )§| xS W\O LS\ ) ) .L.J.T S\o PEID
5 sibgiws Guzod Sy LSl aS ews Sy PEID au puwlgi wso lo.s,ls |, Lwsgs> DataBase a; wleMbl 0>,S adlol wulls PEID
® 1381 oz ;Themida wlgi o PEID Jlio Sl auS wsulbwlics )8y el oU au | ulioci oy Ll slawl

7€ PEID v0.94

Entrypoint: | 000680014
File Offset: | DO0ZF414
Linker Infao: | 5.0

EP Section: | Tuts4vau
First Bytes: | B8,00,00,00
Subsystem: | Win32 GUI

File: |E:'|,Learn'l,Generin: Unpacking\ Targets ThemidalUnpackMe exe

|Mathing Found *

| Mulki Scan I | Task'-.-'iewerl | Options I |

About

Exit |

r Stay on top

ol (©hgiws JS L)esuloul wlhgiows a2 9,058 o0 Sy 0l UL Ji Yo L)+ 393> 9 058 wsw sebils |, (Themida), S, 593 (0
9 puiS o Wil | Jgl Heiws 1z jug.05 dilod. 05,5 5L OllyDBG > L,Themida Ju18 S GoousS o aiunlin o U W L1

SHORT @84cha4l

SHORT BB46RBE0

«JE SHORT E@45AE74

Binary
Assemble
Label
Camment
Breakpaint
Run trace

etallis}
Follow in Dump

Search for

Find references ko
Wigw

Copy ko executable
Analysis

Help on symbolic name

Ctrl+F1

Detach Process

Process Patcher
Analyze This!

AsmzClipboard
Bookmark.

S sw Binary Copy |, Ll

Edit Chri+E
Fill with 00's
Fill with MOPs

Einary paste



Generic Unpacking - Fc

B8 00 00 00 00 60 0B CO 74 68 E8 00 00 00 00 58 05 53 00 00 00 80 38 E9 75 13 61 EB 45 DB 2D 37
A0 46 00 FF FF FF FF FF FF FF FF 3D 40 E8 00 00 00 00 58 25 00 FO FF FF 33 FF 66 BB 19 5A 66 83
C3 3466 39 18 75 12 OF B7 50 3C 03 DO BB E9 44 00 00 83 C3 67 39 1A 74 07 2D 00 10 00 00 EB DA
8B F8 B8 52 FO 1B 00 03 C7 B9 6A A2 06 00 03 CF EB OA B8 52 FO 5B 00 B9 6A A2 46 00 50 51 E8 84
00 00 00 E8 00 00 00 00 58 2D 26 00 00 00 B9 EF 01 00 00 C6 00 E9 83 E9 05 89 48 01 61 E9 AF 01
00 00
030l cws 4 wleMbl ploi 9 0uS s L LS Guod o 305 JB o b 05 Shues,S Paste Ll | wsulawl S cub ol oo
Loy 0 505 Qe Ay 53] 53,068 (s Alio pd b I,

B8 2? ?? ?? ?? 60 OB CO 74 68 E8 00 00 00 00 58 05 53 00 00 00 80 38 E9 75 13 61 EB 45 DB 2D 37 ?? ?? ?? FF FF FF
FF FF FF FF FF 3D 40 E8 00 00 00 00 58 25 00 FO FF FF 33 FF 66 BB 19 5A 66 83 C3 34 66 39 18 75 12 OF B7 50 3C 03
DO BB E9 44 00 00 83 C3 67 39 1A 74 07 2D 00 10 00 00 EB DA 8B F8 B8 ?? ?? ?2 ?? 03 C7 B9 ?? ?? ?2 ?? 03 CF EB 0A
B8 ?? ?? ?? ?2 B9 ?? ?? ?2 22 50 51 E8 84 00 00 00 E8 00 00 00 00 58 2D 26 00 00 00 B9 EF 01 00 00 C6 00 E9 83 E9
05 89 48 01 61 E9

Lol PEID « |, Signature ¢l ewilyi s V>cwl wolaio Themida b oo S walio Sla b )> <ol ol osisy €¢ coMe
oS v Blol ul ay 1 55 wleMbl g ouS o 5L 1, 3,05 51,8 PEID aligy 5> aS userdb.txt o1 S5l ShuowsS

]JThemida 1.8.x.x > Oreans Technologies[

signature=B8 ?? ?? ?? ?? 60 0B CO 74 68 E8 00 00 00 00 58 05 53 00 00 00 80 38 E9 75 13 61 EB 45 DB 2D 37 ?? ??
?? FF FF FF FF FF FF FF FF 3D 40 E8 00 00 00 00 58 25 00 FO FF FF 33 FF 66 BB 19 5A 66 83 C3 34 66 39 18 75 12 OF
B7 50 3C 03 DO BB E9 44 00 00 83 C3 67 39 1A 74 07 2D 00 10 00 00 EB DA 8B F8 B8 ?? ?? ?2? 2?2 03 C7 B9 ?? 2? ?? ??
03 CFEB OA B8 ?? ?? ?? ?? B9 ?? ?? ?? ?? 50 51 E8 84 00 00 00 E8 00 00 00 00 58 2D 26 00 00 00 B9 EF 01 00 00 C6
00 E9 83 E9 05 89 48 01 61 E9

ep_only=true

ep_only= ,LS ,> 9 piigs |, Jo1 Signature.Signature= | s e piigi L )So pU aing)S =15 > awin (0 VU s aS jghiles
Sl Jhsd susytrue poing oo aSS B JS 55 Lauol b ol ool Jlos LB slaul 5> 3L ks aol,y Ul aS euS paxiw 1L
oS oo b, LB

€ PEID v0.94 X
File: |E:'Learnzeneric Unpacking Targets! ThemidalUnpackMe exe -

Entrypoink: | 00064014 EF Section: | Tuks4You ﬂ
File Offset: | O002F414 First Bytes: |B8,00,00,00 | = |

Linker Info: |5.0 fubem: Win32 GLI 1

Themida 1.3.x.x > Qreans Technologies *

Mulki Scan | Task Wiewer | Options | About | Exit |
[ Stay on top M ﬂ

J=B)s> > sla Signature 5l oslaiwl U Jad ol a8 cwlizo ol a0 * coMe.ad> jarxuis |, Themida wlgs s a0l 5 lal
wowl oaui sylbwlbiow (Userdb.txt

aslol |, ol Signature pisS wso wsow £3,5 1w Sua> LS, S| Guizod.s,ls 395 5 Signature \Y« « 391> o userdb.txt L6
1S oslaswl ) S )'l ol bg.blb nSl)Jp.aS

http://subtitle.persiangig.com/userdb.rar

RDG Packer Detector : w-¢

13> pl=sl RDG Packer Detector aol, s |, wlowhais ¢l vaowl sips ccuwl 1S5 wsulwlios Sl S,505 aoliy obd ol



Generic Unpacking

RD@Packer Detector v0.6.5 %)
Compilador
Detectado
Posible&
Contacto : Al Frente [
- Detectar B
o O WA & W DE

Ejecuta tu PE Editor Favorito,

Crea Signaturas

Escaneo con Signaturas Externas

Analizador Criptografica

OEP Detectar »

Herramientas Extra

’ Actualizar Signaturas

Acercade...

HREIP

-FE Editar
|Ermr | EI

Metodo de Detecein por Defecta
" M-A+M-A 2 * M-B G|

rLenguaje K

NO DISPONIBLE

Autor: RDGMax
weh: ey ROGSaFT. Bk com

~Menu Contestual

Menu Contextual

~Modulo Actualizable de Signaturas wew RDGSoF T 8k com———

M odulo Cargado: 5i
Eltima Actualizacion: 20 de Enero del 2007
Infa: ?

-Chequea Actualizacin [Debes disponer de conesin a internet]———

Chequear

3w |, RDG Packer Detector aiysS g 05,5 cawl, SdS 18 S,y caansdlS aoliyy ol 5l asb 51 Lo S sowyp Sy Vs>
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l? Search H__" Folders v

eric Unpacking! Targets\ACProtect

= oy
5 | InPack: open
Break'n'Enter (LordPE)
Compress with Meolite
Compress with ASPack
Compress with PECampact? (console)
he Web

Compress with PECompact2 (G
Load into PE editor {LordPE)
ROz Packer Deteckor

Run as...
Scan with PEID

= ninstall with ¥our Uninstaller!
Scan With ProtectionID
Copy with AnvReader, ..
I Upload using CuteFTP Pro 3
i [EqHex Edit with Hex Workshop
TR Encrypt
RD@Packer Detector v0.6.5 -)X)
E:ALeam\GEMERI™1MT argetz\ACPROT ~1N\UnFPackie exe m
Compilador
ACProtect v1.32 - v1.41 Detectado
ACProtect Detecci?n Heur?stica Posible g
Contacto @ www.ulraprotect. com Al Frente []
— i IIB
o Archivo Escaneado en 1.22 5eq. O M-A & [HB m

wanseil |y csaungr aoly Ul aiuwles awliy VU s...000b iy (wseuwg aoliy Ul vlewd),LLeS oL Compilador cuocwd >
Agi il awls bl cowl (Sow aS (suld inSig e PoSIblE Couwd ,>.5040 (s aiingi Sy pU Detectado wowwd 5.0
culw o Contacto cuouwd 5.5 4 o idigi Ll ool 03,5 oslaiwl IsDebuggerPresent &b 1 5,5 ;31 Wio.d9 (s
39 (o Aigs ,eiSIon b LSy 0xuuss

s )Sy Gl A (8990 Aol 90wl 5> Ml

»S1 €95 Sogeil WLbgs ey pd el pawlos U awis ) 3 aeSs. i 1Sy wbwlion a0 (§990 pd 5L S| s 0>

PeTools : kc-¢

ol Bb 5l Sy e9r ol Shuaoil oo 5Sy 95 evlwlion Ol S culild 5l (S asS 5,05 ol Ll Sla .yl PeTools
1S bzl 1) 593 L1 9 asy |, Browse aiy;S asy g9.aui |, PE Sniffer a3 Tools (Sgio 5 aoli
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PE Sniffer v3.7

PE File:
|E:'|,Learn'l,Generiu: Unpacking! Targets\PCGuard\PC-Guard 5.0.exe | Browse, .,
Infarmation

|PC-Guard ¥S.00d

Entry Point (RY¥A): | 00009600 Entry Paink (RAW): 00006400 |E]

Cptions Scan method

Directary Scan: Skip invalid PE files EP Scan (Fast) Ll dah el
Direckory Scan: Scan subfolders Seckion Scan {Slow)

Last Update: 17072005

[ratabase Information
Total signatures in database: 637

PE Detective : 0-¢

Aol ol 5l oslaiwl U Jibb &S oy S o aBMe 5,90 Sd aoby 51 sSus)ls aS S8 sl Jbls @b aoly ol
3w |, Scan aius8 9 s aoliy a1, Juld oo |, Browse aiysS cowndls

#s= PE Detective

File Mame:

|E:'l,Learn'l,GenericLIn|:|ackjng'l,Targets'l,JdPack'l,LlnPackMe.exe | [ Browse ] [ Scan ] [ About ]

[Joirectory Scan Recursive Deep Scan Scan completed, Matches: 5.

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi
Biest Makch

| IDPack w2 -> JDPack

all Matches &

Signature

JDPack wZ,x - = JDPack
JDPack 2.x - = JDPack 21
Microsaft Yisual C++ 21

Microsaft Yisual C++ v5.0/w6.0 (MFC) 14
Armadillo v1.71 a

Matches  Comments
52

|A
|

L Visual C++ cwl Sow sJg 3wl o JdPack U Jloss! ay oo osls Jud 3385 (s a0l ol duiw s aS ghailod

2wl ed Armadillo 1.71
|, Directory Scan aliy;S S 5LS ol oSl disS oy 0,0uS) sob @ o8 | aiigy SO S L olod aslei s a0l ol b

A S e |, Recursive Cl.u)§ Ngww oy B dligy 5 adles s )§|_Lu)4

Protection ID : ¢-¢

o aolyy @ b b s s [bScan aigsSaus =l ) ol S ol Bub sl Sy cvlwlbios SluoSes aoliy S pd ol



Generic Unpacking - For

=

m:

a

COEillergs

owl 0o S, Exe32Pack b b (Jd sy (s aS jghbilod
sy Aol ol U I, 595 J6 "Scan with protection ID" a3 wlxil 9 Jub Sy o ], SIS U adls o LS|
.3 |, Context menu a8 S cowndlS. oS

Gl Al : V-¢

@,y i By (sl gl Guowwlios Sl aoly 531 V> )wws by 0l )38 sauds Vliu o3 Aid,S o i LD
P a0l 0 ol 5l oaci aid,S o azis pd (il U 58 4 (9. Ga> w)g0 Gl 5a€ 53 9 A Laskii |

S0 oL | PEID | RDG | PeTools | PeDetective | Protection ID

Acprotect

Advanced UPX Scrammbler

AHPacker

ARM Protector

Armadillo

ASDPack

AsPack

Asprotect

BamBam

Crunch

CrypKey SDK

Enigma

EP! ExePack

Exe32Pack

ExeCryptor

ExeShield

eXpressor

EZIP

Fearz Packer

FSG

Fusion

Gooran_Ware UnpackMe#1

JdPack
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KByS Packer

S

Mario Pack

MEW v

N
S

mJoO0T MIV InfoViewer

MoleBox

"

Morphine

NeolLite

2
2

nPack

NSPack

Orien

PCGuard

PEBundle

PECompact

PESpin

PeTite

SANAAN N & SSA

PeX

SNS AAAA

PKLite

PolyEnE

SLVcOdeProtector

SPLayer

"

TelLock

S8 ANASNSAS

Themida

S

UPolyX

UPX -

AL

WinUPack

SSSNSANASNSAANANSNAN SANAS
S8 SASNASNSSANSN SSESAS

LA

XXPack

Yoda's Protector .

S

+

S

Ty U Sasy Sla a; g.cawls | DataBase uips 5590 04 5l pu=o 3580 YA L RDG iy ol @

(pu=o 3,90 YY) PeDetective.Y

(tu=o 3,90 YV) PEID.Y
(w0 5,90 YY plas ,a) PeTools ¢ Protection ID.¥
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1035 (5 (o asly P35 GPT a gop Y5 Lyl

NPack

89 g 0,l5 ol WllSel JS s wuwgs | PeTools aS sawS ulodoaw aiigy NEOX Joawgi 1Sy uli,S0 500 5> 0lgS (sxwigs
UPX Jio.cowl osbw 1,0 &

7% PED v0. 94

File: |E:\Learn!Seneric Unpacking) TargetsinPackiUnPackMe. exe -
Entrypaint: | 0000A1ED EF Section: | .nPack
File OFfset: | 0000E7E0 First Bytes: |83,30,4C,agf > |
Linker Info: [5.12 Subsystem: |Win3z2 ﬂ

nPack v1,1,300, 2006 Beta *

rulki Scan Task Yiewer Cptions Abouk | Ezxit |

[ Stay on top ﬂ ﬂ

: 2 |, (EP Section ,LS)VU pgai s oacw osls ulins aeS>

Section Yiewer X
Mame W, Offset W, Size R, Offset | R, Size Flags
ek ooooio00  oooo1o000 00000400 Q0000200 EQOOQ0Z0
rdaka Q0002000 00001000 00000&00  QOO00200 COooo040
.data Qooo3000  Qoo01000 00000saa Q0000200 COoo0040
N ooo04000  0000&000 00000AQD0  QO00SZ00 000040
MPack, 0000aQ00 00001000 0000&&00  QOOO01000 COooo040

Close

text > 1000 G 2000
.Rdata - 2000 L3000
.data > 3000 i 4000
.rsrc - 4000 G A0O0OO
.nPack = A000 L BOOO

o9l Cows 4 VA Slivo i |, wleMbl b oS ImageBase aslol a |, Ll caowl gy ccuwl RVA Slivo 5 wleMbl ol

.text > 401000 L 402000
.Rdata = 402000 L 403000
.data > 403000 i 404000
.rsrc = 404000 L 40A000
.nPack - 40A000 L 40B000

Lo sdool aol,y slaas Text isSow > aS L>a)ls i wuwodl bo Sl nPack g Text uisSow 95 minSow 0 ol o 5l

LS SaS nPack ¢iSew 55 g o)l 39>9
12,5 5L OllyDBG 5 1) 593 Jul8. 0,0l coows @y | o3V wleMbl
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JHME SHORT BE48H1EE

CALL

CALL

CHLL
CALL B&48

oiSew 3)ls il ax ) aS puwivn WL ... (VU wleMbl @y axgi L) nPack oiSow 55 (i puiud 0040A1B0 ks > Lo 0V
oy A B Vs, 40A208 b @y U oy 9l> F8 0 dS b juiil |y aolis...Sousis (o Text Section (susy aoliy (slol
:au5lau Stack

S ewl w5l 518 LS 55 401000 ks VU wleMbl b a>gi b.syy (sw 401000 b a4 |, Lo Return ¢l aSil (o ol
P, s OEP a4 (susy.pugais (oo Text Section >)|9 Ret UJ| L M.b)lb )|)§ b ol slaas as suls> (susy Text Section
1 ugin Text Section )l U awiss |, F8 audS 1305 LU & cowndS J>

Foved | B4 x| W] S+ ¥4 ] + L{E[M[T|w[H[c[/[K[B[R]..[s] [ ?[A

Fddress Hex dump Dizassembly Commen

Entry ol 55 aS csuniiSow SaasS s Loyain b @ OllyDBG aSil ,bls aScrwl jmul bo aoly cslol Slaas 1,5 Vs
:bg—w“‘ 1 s\-w)ﬂ M" 9

[x] wjuj wijed $4s 4 +f LiEjmTjwinjc|/s[B|R|..|s] EF]?|A




Generic Unpacking >

o @i EXitProcess g, U a= g 18> (5o Ui pley S, MessageBoxA g,U L Jasd g oaui aiigy MASM s o aolual
Dump Debugged <Lu;S 9 65,5 cawly, SLIS HLS il Shugou S Dump ledsd 51 OllyDUmMp a3V U coundS Vls.ngi
1354 |, Process

! OllyDump - UnPackMe.exe

Start Address: Size: |BOOD
Entry Point: ~ [A1B0 -+ Madify; |1000 Get EIP as OEP | Cancel |

Base of Code; {1000 Base of Data; |2000

Iv Fix Faw Size & Offzet of Dump Image

Section | Virtual Size | Yirtual Offzet | Faw Size | Faw Offset | Charactaristics |

et 00001000 00001000 00001000 00001000 E00a00z0
Tdata OaaaT a0 0oa02000 0000100 00002000 Coonaa40
.data 00001000 00003000 00oo10aa 000032000 Cooaao4n
NEI[ 0000&Q00 00004000 0000&000 0004000 Cooaao4n
.nPack 00001000 00004000 00001000 00004000 Cooaaoan

[v Febuid Import
+ tethodl : Search JMP[API] | CALL[API] in memary image
" Method? : Search DLL & APl name sting in dumped file

5l oslaswl s S5k 9.55Lan 0,Lgs |, o IAT wlgi _swo OllyDUmp 393 aS L= 0w Sui 10U |, Rebuild Import a8 VU g0 5>
il sy 1) @3S ol S b3l IMPOrtREC b 1) IAT 0,18 ,Sliwss (sJg.cums IMPOrtREC Jio oSl aoli
13S Lo | 000 wols Juld 32 9,38 0,055 | 03uis wnols L 9 iy |, Dump aisS Vs

Gooran_Ware [’E|
"j This is an nPack Unpackie!
-

If wou can UnpackMe write a bkl ;)

590 s bl (sdSie gud (v 0 wwls LB aS o w

Jump S el $Sww.3,m OEP @ | bo caowl (Sow S)giws ,a aS 00950 1b.ougi s OEP 3l S)giws ax b aSiyl 5,00 >
50 OEP @ | Lo Ret oS5 5,00 ol Jio @Sl baal Call o cowl oSoo.il

SU Shucws ol a4 S5l 5305 9 0auw Sl Ll aS >, oS Sb vlosgs sauiw Sl Jud 1 1, nPack ¢iSow 1L Vs ug>
oS oslaiwl LOrdPE sislosd S,l581 o5 5l awlei (s pd pminSow Sy 0SS
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‘A [ LordPE Deluxe b ] by yoda

Fath FID ImageE aze ImageSize - PE Editar
@2, [system] 00000000 00000000 00000000
@2, [system] 00000004 00000000 00000000 :
2%, \spsterroothaystem 32 amss exe ODODDTEC 48580000 0OOOFOOD FenildFE

0% [ayztem] Qoooo21C 00000000 00000000 - Unzplit
1 g Dumper Server
Fath ImageB aze ImageSize

Optionz

About
E it

i

3Z processes listed f Click me to editc |

1S ozl 1) 595 o1 9 2w |, PE Editor aiy;S

PE Editor ] - e:\learn\egeneric unpacking\targets\npack\dumped.exe

Bazic PE Header Infarmation

S |
EntryPaint: 0oa01a0d Subsysten: oonz2 J
Imagel ase: 00400000 MurberJf5 ections: 0004

Size0f mage: lm TimeD ateStarmp: lm Sections
BaseOfCode: 00001000 SizeOfHeaders: 00000200 ﬂ Directaries
Baze0fD ata: lm Characteristics: moF| . FLC
Sectiondlignment; lm Checksum: lm ﬂ .
Filetfignment; 00000200  SieeDfDptionaHeader | DOED [ e |
Magic: 010B NumffivadndSizes: | 00000010 + | - | ;ﬂ

13w |, Sections aiy33

[ Section Table ] ]

Mame WO Fzet WSize ROffzet RSize Flagz

et 00007 000 Q0001 000 00001000 Q0007 000 EOQDOO0Z0
Idata 00002000 Q0007000 00002000 | CO000040
.data 00003000 Q0007000 00003000 | CO000040
NE 00004000 Q000ED00 00004000 Q000ED00 CO000040
.nPack O000A000 Q0001 000 0O00ADOD Q0007 000 CO000040
hewl|D O000E 0oo Q0007000 s Q0000400 CO000040

Import Syl> aS sani adlol oais Sl Jul @y OllyDump .S\, bwsi .NeWIID b @y 3yas> GisSow S A v S ghilod
1330 |, Wipe Section Header aiy;S g 05,5 wewl, SWS .nPack (uiSow Sy, 1 ue.ai diilod s> .cowlo Sla
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Section Table ]

M arme WO et WSize R OFfzet RSize Flags
et Q0007 000 Q000 gao Qoo01 a0 Q0001 Qoo E Q000020
.rdata Q0002000 Q000 gao Qoo02000 Q0001 Qoo Coooon40
.data Q0003000 Q000 Qoo Q0003000 Q000 000 0000040
EC Q0004000 Q0oos000 Q0004000 Q00os000 COooo040
. QO00A000 Q000000
hewl D Q0008000 edit section header. .. 00400 COo00o40
hex edit seckion,..
i 0108 lnad section From disk. .. oo |;Il_| [ empens
’ save section ba disk, ..
T0ata Tooo000 add section header oo ooy Coooooan
data 00003000 wipe section header Q0001 aao CO000040
NE L Q0004000 O0oos000 COoo0040
hPack Q000000 truncate at section skark 0007000 Coa0oo40
el D Q0008 0a0 trurcake ak end of seckion Q0000400 Coa0oo40
split
unsplit,..

lisk section header table, .

.23 |, Rebuild PE aiy38 VI>.0,68 OK asy g.04550 |, Save aiusS 9 aaiw | oyxiu ol a9

“A [ LordPE Deluxe b ] by yoda

Fath | FID | Imagel aze | ImageSize j FE E ditor
0% [zystem] Qoaooaoa ] il Break & Enter
0% [spstern) nonooon4 O00noa0o0 no0noonn —
&% \spstemrontiaystem32iames. exe OOODDTEC 49580000  0O0OFOO0 o
0% [swstem] nooooz1c ] il Unzplit
1 I " r Dumper Server
Fath | ImageBaze | Imagesize | Dptions
About
E it
to edit | f 31 processes listed f Click me to edit ! f 31 processes 1

50w 0,b95 1, Jul8 LordPE U suda aoly @ | oo Sl B g

Rebuild Status ]
Starting to rebuild durnped. exe. . oK |
Filezize: B400k

YWipe Relocation...no Relocation present
Realigning...done

Current filesize: E473h

File minimized to: 55

Febuild Impart T able.. eeded
Y alidate PE image...done

Mew filesize: B473H @
File rinirized to: 55
Rebuilding finighed.

© 1w pS LB o> 5l 30,5 Y0O% sasy.n)ls | adol LB o> 00% Lpis o 0ami aasbw o,Les L sy s aS jshilos



Generic Unpacking > For Newk

cslol pinSiw a4 B pusys od> au ol | ol F8 S b (susious,S osliiwl  sgose Uis, 5l OEP a8l ol Jud Jbo ,s
oslaswl B aliiiod gy ol aS sl b g pusS oslaiwl Gug) puod Sl pudls s> (so ped Lol 5300w, A0liy
131,350 Lo 5l 3L 8y ol oS ouiS o3t (g, el 5 pudlss 81 5 auil 3U5 Hlown b ,Sy oS ol ¢S
© 5,5 oy Sy wol, s ol, b
10,1 iy waodl bo Sl GinSow 95 ol
.text > 401000 L 44A000

.BedRock - 46B000 L 46E000

1S >l F9 aS U 1y aobip g 43S 35U oSV wgau OllyDBG Sy Js1s s |, Lol

W

Terminated

JSiio S o Lol (sJShiie gud wgas, OllyDBG 5l 2,5 aS a ol bol...oous Terminate aol .y dww (o aS jgbilod

S ol U ol iS50 Hlaso 351 9.05S (o oslaiwl IsDebuggerPresent &L 5l s ol 55 aoliy dbw s aS ghilod
&b 4 w00 il e 5000 plsl LU les>.s)ls 5153 0046BA45 ks s aS swinyy LU leus> 1id.sgi s Terminate aolu.auul
® oy o g Aol 5l 9 puw, o EXitProcess

Pyt i HSlyd 3929 pAC U 399 0135,.5 paouai AS i ol W B iz [ F8 audS 530 )b 95 pun

A FFFFFFFF )

Al FFFFFFFF )

5[ FFFFFFFF )
2hit FFFODEEE!FFF)

e T

MULL




Generic Unpacking - For Newb

ozl G ol i ol g i 80 Ol Hlade U ewsS s SuS Ol S,y HLSucowl ) by oo LigasolS s Z-flag Hlase WV
© >90 0

08U S0 1oy b OEP b Vlsgis (o Lyl (dSiin gud wg @oliy @S i (so3iS 1yl FO LIS b 1, @l ST Vs
Py iS5l Sy A U pg) s 9l 4 Aol )y a8l (i pusS s oslasiwl (s g, Ules 5l pa OEP

Py bl @ 0,30 U augy ol> @ F8 5SS U awliyy 5 jasl

o=l U o9, oo text uinSow @y Bedrock ¢uinsew Sl csusmy.n 0 s 4271B0 b oy | bo jiws ol a0 aS jgboilod
©pu9) w0 OEP @, jgiw>

RO FTR DS: [4EE6241,EDX
C:. EH

LS s waols 18 51 LordPE 158l 0,5 UL ol Vs
[, Dump Full aliusS 9 05,5 cawl, SLJS 9 auS Llzil | 595 , i 5,60 awgudld awg,y o] 5368 [, |, LordPE
0905 Aislod (2

Path FID ImageBaze | ImageSize | = PE Editar

“A [ LordPE Deluxe b ] by yoda

%) ecamindows\aystem 324k amel 22 d i
| chvwindovest syt 32 winmm. dil i

%] crivwindowstspstem32tuzer 32, di 7 loadinto PE edior... {temp file) - About
: load into PE editor... {read only) L

carreck Imagesize

[ cumindowshaystem 32\ svchost exe 00aaaveEC 01 aaaaoo 0o00&q00 Ereak & Enter
@ [ '\pru:ugram flles'\pe ||:Ient|f|er w0, E|4eru:I EHE Qoono7ac 0400000 Q007B OO0 -
et =T T _ RehidPE |
@ =3 '\pru:ugram f|Ies'\crackersklt'\rebmldmg\lurdpe... [ dump partlal rzplit
£ dump region... ’ b Durper Server
Path | active dump engine 3 - DOptions
u] ehlearngenernic unpackingitargetshbambam... -
%) eswindowshaystem32intdl i f| IS g
| Ao |
[ =

E it

30 processes liste dules
L

burn process

as ,9hilod.ouiS (o puSsd |, Dump Jild g pud> o IMPOrtREC a4, (271B0) RVA o> 5 |, aoliyy OEP LS Jio oo V>
© >0 s Ll (sISiie gud Ug bo oani Sl ol asw s
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Tuts 4 You @ http:/fwww.tuts4dyou.com/ |g|

"‘: BamBam 0.04 UnPackMe

If wou unpack it please write a tutorial and mail it ko

keddyrogersi@tutsdyou, com




Generic Unpackin

CrypKey SDK

ez b b aS S,0b @il ol sl b ol 55 OEP (8L owS cswo osliwl (g, 0lod 51 OEP o8l Ly o ,U ol
5l Shiiw Guodl b Sy aiSow 95 culianly S GiSow w5l © w50 OEP ay F8 1S w5 4L

.text > 401000 > 44A17F
Have - 46B000 L 46D000

Pased e x| »ln| i+ 844 ) of wlE|mT|wln|c|/|x|B[R|-]s

Fiddress Dizassenbly

JE SHORT @o4&BEFF

: oy 0046B6F9 as @y i 2y, ol @ F8 U |, aoliy

JE SHORT @84aBeFF

(i

Uy it Ol Gaiteousy o text puiSow @y Have ouinSew Sl csiiedy oo 4271B0 bas a1y Lo Jump ol awiw s @S jghilos
@ D9) S\O OEP

590 35Ul GisSew ol SIS Gz |, CTRL + A slaads
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HIOF
HOP

CALL DWORD FPTR DS:

1S Ol | 365 5k 3,90 Lwgyeld Qg o 533558 1>l [, PETO0IS aoliy.puiS (s waols PETOOIS U 1, 6 ,U ol Vs
0905 Jislod. A3 |, Dump Full aiys8 9 05,5 vowl, SUS

® PE Tools v1.5 RC5 by NEOx/[uinC], http:/fwww.uinc. ru/ M=
File Miew Tools PlugIns Options  Help

Q WERH E PO

Path PID Image Base = Image Size =
Ec:'l,windnws'l,system32'|,s~.ﬂ:h|:|st.exe 000007EC 01000000 Q000&000

@ [System Idle Pracess) 00000D2E 01000000  OOO0&O000
c:'l,pru:ugram files\microsoft officelofficellle... 000003F0 30000000 00931000

w cwindaowsisyskem32imspaint, exe 00000Cs0 01000000 00057000

{0 arnigeneric unpackingitargetsicrvpkey. .. = Lol Lol
2 : ; Curmp Full. ..
s\program Fileswindows media plaveriwmp. .. = B
l::'l,prl:ugram fileshcrackerskityotherpetoolsip, .. 00000CAES BLamp.Farkickis: = |
Durp Region. .. gl
Path Debug... ]
(8] e:\learnygeneric unpackingitargetsiorypkey sdkiunpackme. .. Load Inta PE Editar * '
@|::'l,wind-:uws'l,systemSZ'l,ntdll.|:|II PE Sriffer b =
|::'l,wind-:uws'l,s':.fstem32'|,kernel32.|:|II -
%] ci\windawssystemaz|useraz. di Priarity ¥
@u::'l,windnws'l,systemSE'l,gdiSE.u:III Kill Task [Del]
@u::'l,windnws'l,systemSE'l,advapi32.u:III
I::'l,WindDWSII,SYStEFHSEII,rpErt"r.I:||| Explorer...
c:'l,windnws'l,systemSE'l,lpk.u:III Refresh [F5]
cwindowsisyskem3ziusplo, di T
9] rhwinrdrws) svstrm R mawert dl FICIONON  OANSANNN ]
Processes loaded: 31 Memary: 312712 kbf 1279432 Kb

ke (0 20iS a8 |y 00 anl> B8 a5 5 (27180). 14 @slizy @ RVA sy |, ol OEP.iS 5L |, IMPOrtREC. V>
© 395 50 bl (Siine gad wo 0k Syl Jilb as

Teddy Rogers f SnD Team 2005 |E|

"-\ This is a Crypkey 50K 5.7 UnPackME

If wou unpack it please write a katorial ;)




Generic Unpackin

KByS Packer

Sho000 (Ls=8ly pd 1L L),leicwo oU U L85 S Jawgi aS...ai0 adMe 5,00 Sa,SH 51 5Su 530 uliSy 5,00 55 0ligS smwngi
(+3S Drag). sy aoliy JIs @ |y 55 b 5,80 Juld cowndlS Lo aoby ol U Ll 03,5 Sy Sl.o0ui aiigs
10l S waodl bo Sy uinSiw 95 ol
.text - 401000 G 400E2C
.Shoooo - 404000 b 405000
:3.S 5L OllyDBG s 1) ,das 5,90 L6

.File Wiews Debug  Plugins  Options  Window  Help

Pased (@ edx] win] wif+f ¥4 ] +f L[E[M{T[W/H[c|/[K[B[R]..

Address Hex dump Disassembly

: daawys il @ G gy sl 0 F8 Loy OEP @ bouds cswo @olsl |, awliy 50850 F8 1S b Jud ke Jlio aiilos pa Vs

JHZ SHORT Gad484RE6

JE SHORT B8484R32

A SHORT @a484A10

JHE SHORT B@4@4A10

oS o L=l FO 1S U |, a0l 5 ou,liS csw Break Point «Sy.s,ls 1,8 00404A77

CALL DWORD FTR DS:LCEBEX+4]

BE4E4A7 Y

iéL SHORT @e484R40
LOOFDE SHORT @@484AFF

JA SHORT BEda4AEs

oy il @ U puds (s @olsl |, a0y F8 L pd V>



Generic Unpacki

D940 o) 54 e b iz [ F7 24dS 5USo. 09,

5 Analysis aLusS 03,5 wwl, SLIS Sl Shuouls, 1, OllYDBG 5JUT il 5ips Lislcowlo OEP 0los 401174 bas-...al,
.23 |, Remove analysis from module a8 Gugw

Run trace

Go ko
Follow in Dump

Search for

Find references ko
iew

Copy to executable

analyse code Chrl+a

Detach Process
Scan object files Chrl+0

Process Patcher Remove object scan From module

Analyze This!
U Remove analysis From selection BkSpc

AsmzClipboard During next analysis, treat selection as
Bookmark.

Cade Ripper

Daka Ripper
ExtraCopy

Make Label

Run Scripk
Scripk Functions. ..




Generic Unpacking

CALL 884@116C

030 Wy S Jlgiug 55 o aoly susy ouls)ls 518 OEP SYL wow,> Jump Table aol .y ¢l 5 dww sw aS jghsilosd

330 Ja o)

Jump Jlo> au Lsoil )5 9,009, 401000 (e text ¢aSow Slazul a4 9 ouwisw |, CTRL + G SaadS s g 4SS Ll FO 5dS L
ol Table

Pased (B4 x| wll] wij¥] # L1 ] =

Address I!m Corment

JHS SHORT 880alond

Jump as |, >...05,%, FF25 Opcode Jlis @ 9 pi3 |, CTRL + B SaadS ceundlS Vs picwud 401000 ks 55 o VU uguai 5
159w g9, FF25 Opcode L Jump Table sla

Enter binary string to searnch for,

ASCIH | =

LINICODE

HE= +02 FF 2%

v Entire block: il LI

[T Caze sensitive ak. Cancel




Generic Unpacking

wlo OEP Ulod aS 5,l5 5g>9 Push ,giws> S, Jump Table i ww)s 9 ouduw, Jump Table @, suuw o aS jghilod

HLS ol Shu oS (s 03lasiwl WARK 1331 0,0 51 5laal 58 ol ShuoeuuSs Dump 0leduld 5l cocwl yips OEP 0s,S |y 5l a=y V>
DUMpP  aLiu;S 5 pusiS (5o caowly SIS 9 05,5 Lkl | Olosgs Lai 500 18 d gy ] 55 2sS L=l |, WARK @b, lawl
weai dislodpui; sw |, Full

HPEiD 00000044 00400000 0007E000 00401000 Ct\Program Files\PE iDentifier +0.941PEID. exe
EPEiD 0o0001ES 00400000 0007E000 00401000 Ct\Program Files\PE iDentifier +0.941PEID. exe
=8 Lrpackme 0040100 AN
§Rwark 000ODE4D 00400000 00062000 0042044
Dump Full
Module Address Size Entry Poink Locatio Curnp Parkial
@ ntdl 7900000 00080000 FC913156 CiwiIND  Dump Section
@ kernel3z FCB00000 O00F5000 FCBO0BSAE CHWIND Set Priority
@ MSWBYMED BE000000 00152000 BE001AEC CHWIND kil Process
@ LSER3Z JE410000 00090000 FE42EGG CHWIND
%) ap132 FFFL0000 00047000 FTF1E597 CrwWIND  Open Folder
@ ADVAPIIZ FrDDoooo 0009B000 F70D7OD4 CwIND File: Properties
@ RPCRT4 FFEFO000 00091000 FTETE204 CHWIND Open Process File With WPE (Read0nly)
@ ole32 Fr4EO000 00130000 FT4FD0AL CHWIND . .
Open Process File with WPE (Temporary)
@ ek FrC10000 00053000 FICIF2AL CHWIN
@ OLEAUTSZ Fr1z20000 0003000 77121558 CWINDOWS systenm3210LEALUT 32,41
@ LPE 6290000 00009000 629C2EAD CHWINDOWS system321LPK. DLL

|, 0losss 00 waols Juld a2y 5 (1174) puids o @olip @ RVA o> s |, OEP.owiS csw 5 |, IMPOrtREC 1531 0,5 o V>

Gooran_Ware

"-\ This is an KEyS UnpackMe!

If wou can UnpackMe, Write a tuk,. ;0

© 9. o bl lSino gud g Lo oais Sl L



Generic Unpacking

PKLite

e (w0 |y OF OEP el [l o8 ,Sy ol

sl so(ALT + M sla audS) Memory Map @ (oK S 9 asS 5L OllyDBG s | aoli

130,05 518 Gupsl oul 5> pkistb g CODE ¢,oiuSow 95 duiws (o Memory Map s aS jghilos

.CODE - 401000 U 42F000
.pkistb > 43D000 L 45F000

Sl »505 9 ousS oslaiwl a0l Sld GuiSiw J=o Us,S lay Sy Memory map 5l sl 4 pwilgi (o duwi o aS ghilod
2231l o a5 a0l Entry Point a Vo.cunns IS ¢l Sby PEID Sl esleswl
0 | [ I Y [t 1 O Y e Y e e ol O et o i s il

Address _  ___JHes dump ______________|Di

CALL B&a45R5532

My 0043D014 oz a0 b sz |, F8 oS JL s

(A X] P[0 Bi v 2l di) ] = LIEM|TIWH|C|/[K|B|R|.
i

CHLL 8845H553




Generic Unpacking

L)oo aiig (s)> 5> awliy aS pusin (soowS ol iy wds U S ouauw,; a0l OEP @ sy (sw aS jghilod
(coowl sals wlas 393 Ulgld sla Call up> Sl...550s 513 OEP ;I aey Call 1 Jol wg,s ;> GetModuleHandleA

5,90 w9y 9.5 35U L, IMPOrtREC aoli, 58 ul ShuowS csw oslaiwl L6 51 Dump 38,3 sl ImportREC 3¢5 51 Ll V>
I, Select code section asy;S Lus—w 9 Advanced commands aLy;S g 05,5 cwl, SIS g asilod Jls>.asS ozl 1)
a5

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Pick DLL

&:\learmhgenenc unpacking'targetz\pklitehunpackme. exe [Q0000C3C]

Imparted Functions Found

Show [rrealid

Show Suzpect

Invalidate functiongs)

Disassemble | HexView Auto Trace

Trace Levell (Disasm)
Trace Levelz {Hook)

Clear Importz
Trace Level3 {Trap Flag)

Plugin Tracers r
M odule loaded: : wirdowes B T tEte Kals 1l =5 (s Get APT Calls
Module loaded: c:windows

. Load PE Head
Module loaded: cwindows ok thunk(s) °s =acer
Module loaded: o windows
[Getting azsocisted module Delete thunk(s) Select Code Section(s)

Clear Log
et Imports Filker

Image B 00400000 Size

Expand all nodes Show Exact Call \Window
AT Infos nee Collapse all nodes . Switch *LOADER™ Options

OEP [0003D000 AT AuoSearch || | | mys [0D00D000 Sice |0DO0DC00
Rya, (00000000 Size |0000000 [¥ tdd new section i

E xit

il R

Load Treel Save Treel Get Imports Il Fix Dump ||

0 ol Jbb g auday a0l @ (2DFC4) RVA Cow> 5 |, OEP asy 9,004,550 wwls 593 L1 51 9 2y |, Full Dump a3 V>
© 300 w0 Iyl (s JSine zud Ug Loy 03u wwls L8 aS sy (0. 3wS S | 395

OutCast3k Crack me :P |E|

CukCask3k” s CRACK ME tutorial #1




Generic Unpackin

Exe32Pack

S, >y gy 5l padle s o Jlio Gl 53 bol.oussnw, OEP a4 U ouid, gl> @y aoliy 5y Hasil OEP (a8l sl Jud sl Jlo s
A v wlex> Sy i > aS saig). oS oslaiwl
155l Sy wuodl bo Ly B 5l ainsSew 9> ol
.text > 40A000 b 40C000
.f > 417000 U 418851

JE SHORT @Ed417E

ool Job U (a9 5 puiSi 3JUT 1y ,Sy SaaS ol yigs Vool ® s Ll 0laiz 0o 5JUT SoaS auiw (s aS ghailas

Binary
Assemble
Label
Carmment
Breakpoint
Hit trace

JE SHORT @&

Run trace

o ko
Follows in Dump
Wiew call tree Chrl+k

Search for

Find references to

Wiew

Copy ta executable

fin Analvse code Chrl4a

Help on symbolic name  Chr+FL ] om module

Scan object files Chrl4+0

Detach Process
Femove object scan from module

Pracess Patcher

- e Assume arguments
nalyze This!

Remove analysis from selection BkSpe
AsmzClipboard During next analysis, treat selection as
Bookmark

Code Ripper

Data Ripper
ExtraCopy

Take Label

159 s gy bo Saas Vs>



Generic Unpacking

JE SHORT EE¢

JE SHORT BE417E

JE SHORT BE8417G4a

ey el @ Uiz | F8 oS )L 959>

T T

s [@fex] vin] we g o) =) uleluiziwincls/slr]-]s| &

== Disaszenbly

JE SHORT @a417ais

BE417E21

B84 17E4E

BE41FES0

BE41FESE

oslasiwl >,90 owl )|)§ Stack »as Cowl sdas> O.U)l.l.ag.i ESP s>, S cuwn> ESP >, quJ_giJ d9| s)LS ).&)'| J.;S oS>
Stack s,lg S,loso (sadg(.594i |,>l Dissembler o,y 55 cawl H1,8 aS cowl (whas oaidilin aS EIP jiuw>, dilod).s,.8 51,8
S (50 g5 ESP yiinz; )laso.sg b s 2ol 05l b sgs (svo

(5940 sw POp ).dgis (s g, Stack 5l aol . slpil 5s.(5e-0 (s Push)sg i (s Stack s,lg aoli,y wslawl 5> Slase S, (sidg
Slolaso ol LS 5 aS pi pdles (s 0. (-3940 s PUSh )sgi (s Stack aladl> s)lg EBP jlase VU jgai 55 WVI..og>
o= Yloaxl...00u Stack s)lg aS 0595 S lasoe udsl oul Ug=iug>... S S;Lo ax MolSh=... S50 sw g, Stack
o0 iy ol A9 s 2 Stack sl Sl Gl bo LS SIS [, 5y (simdgud w2l aldls Sl aS sgs adlgs S)lase
© powy (OEP) ol L1 sSld Susp au 9 wwl=S bo 1S5 Slaas Slpssl aS pwopas pilgs sw

22wS bl b opl U oy |, F8 oS ,LS, V>

HEA1ZFFCE

pilgi (s ep,138, Hardware Breakpoint S siuus=>) ol <95 51 00 SShwl 03, 5025 ESP jiun>) Hlado i sw aS sohilos
13wS Joe jg.ai 3lod sl ol Sy, iuwliS Hardware Breakpoint olu.s9.0 (sw 2,1 Stack 5l lase (ol =S s aS oope



Generic Unpackin

Increment

Decrement

Zero

Settal

Modify Enker
Copy selection to clipboard  Chrl4+C
Copy all reqisters ko clipboard

Follow in Stack

View MMz registers
View 3DMow! registers
Wiew debug reqisters

Make Label

Appearance

gai Jilad ., 38 Breakpoint hardware on access (0012FFCO Ll 53),k5 5,90 Gw)sl Sy, 5 DUMP 0,2y 5 V>

Backup
Copy
Binary

Memory, on aCCess
Search Far Memary, on write
Follow DWORD in Dump
Go to

Hardware, on write

Hex Hardware, on execution
Texk

Short == o T
Long

Float

Disassemble JE SHORT @@<17

Special

Daka Ripper IE SUADT @A 4 Pmns

Make Label
Appearance

135S L=l F9 0uS U 1y aoby Vls..ogs



Generic Unpacking

Disassenbly

JE SHORT @@412220

F8 S LU iz LS Gungeoudaow; 5Sy Soas 53l @y o Gululy.cowl oaus 25l abdls 5l lase Ol aS cowl (suls ilSan G

paay o OEP @ g pugas s 2ol 58y Slaas 5l JolS Jsb @0 9 puis |
tawm b F8 audS LU o>

JE SHORT &@4
JE SHORT @&84135544

JE SHORT B@412251

OEP ey U awisr b F7 5lS ,UiSu35 50 OEP @ |y Lo Gy ool sigmis s (5o Xt GosbsSiw 5l F cpmiiSiaws 1 G 0l b
590 5JUT 135 b iy [ CTRL + A SLoalS o ssreiwnoy

DWORD FTR DS:C48110C1

DB @&
DB @&
[E G6

.00ud auigi TASM | MASM s 08 a0l ... p9duw, OEP a4 Lo...al,
oS s waols OllyDump U |, L V>
Dump Debugged process € wowl, SIS

1308 Ll | o0ud caols Juld Vs ausS Dump 1y Juld o 15,0 |, Rebuild Import aisS .



Generic Unpacking >

Teddy Rogers [ Snld Team 2005 [Z|

L ] 1 This is an Exe32Pack 1.42 UnPackME
[ ]

G 3505 s )5 | Ol o8 39— o )=l lomit s ) bt ooui Sl LB ol Lol Sl Lbugs
o=l aSaul Jodsosgi bl oo Lol Gug.s)lao IAT Mol g 00ui waols rad L ol Ug>...Sh=>59.0 (oo b=l aS asw (s aS
135S 5L PEID s | ooui Sl L8510 (sulbans 9 o,y IAT L ol

File: | E:lLearnlizeneric Unpacking Targets\Exe32Packidumped. exe 00

Entrypaint: | 00004000 EP Section: | bext =]
File Offset: | QoOOa000 First Bytes: |9B,DB,E3,96 ﬂ
Linker Info: | 1.0 Subsystem: | 'Win3z2 G

Mothing Found [Dwverlay] *
Pk Scan | Task Wiewer | Cptions About | Exik |

[ sStay on top ﬂ j

1w b aesSs (ul Vs

PE Details ]
Basic Information
EntryPoint; | 0000400 SubSystem: 0002
ImageBase: | 00400000 MumberOFSections: | 0007
Size0fImage; 00019000 TimeDateStamp: | 42DEZ9F7
BaseCfCade: |0000AD00 SizeOfHeaders: | 00000400
BaseCfData; 00001000 Characteristics: | 0102
SectionAlignment: | 00001000 Checksurm: | 0001 0ASE
FileAlignment: |00000Z00 Size0fOptionalHeader: | 00ED
Magic: |D10B MumOfRvasndsizes: | 00000010

Directary Informakion

R SIZE
ExportTable; | 00000000 Qao0aoag
IrnportTable: | 000170F o000z

Resource: | 0000Z000 00007 7Fen
TLSTable: 00000000 oooooooo
Debug: | 00000000 oooooooo

Close

ieewlo Ju16 (Import Table g3lg ) IAT ol



Generic Unpacking

mports Yiewer

Dl arme | QriginalFirstThunk | TimeDateStamp | ForwatderChain | Manne | First Thunik |
KERMEL3Z dll 00017E30 0001 7EES 00017160

USER3Z.0LL 00017ESS Q00oooon Q00oooon 00017E7 L 0001716C

Thunk RYA | Thunk Offset | Thunk Yalue | Hint/Ordinal | APT Mame

0001716 0001716 FCO0BEAL 0oaa GetModuleHandled
00017170 ooo1v170 FCE0ADAD aaaao GetProchddress

Close

asS API gulgi )55 51 Sy Mol 9wl 5990 S8 > GetProcAddress ¢ GetModuleHandleA &b 95 Jasd sy s aS jghilod
o ([ MessageBoxA io)owl 05,5 osleiwl aol

oS suoss IMportREC L [, LB TAT wowl o3V Gy

.(A000).3.835 a4l @y RVA o> 50 | OEP.2sS Wil 1) Ll 5,60 awgyyedwsS 50 |, ImportREC asl

:Get Imports = 9.2.55 |, IAT Auto-Search aiy33 A=

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Ie:'xlearn'ﬁgeneriu: unpackingtargetshereIZpack wunpackme.exe [000007C4) j Pick DLL |

Imported Functions Found
[#- kermel32.dil FThunk:0000110C MbFunc: [decimal: 10] walid:YES Shaw Irvalid

Show Suzpect

Auto Trace

Clear Imparts

Log

rea: 00001 1F0 fanwarded from mod:nkdll dll ord:01F2 name:RtléllocateH eap
rva: 10007200 forwarded frorn mod: nkdll dil ord: 0207 name:RtFreeHeap

[>

il kR

Clear Lag

Current impaorts:
1 [decimal:1] valid module(s] [added: +1 [decimal:+1

A [decimal: 10] imported function(s]. [added: +& [decimal:+10]] E
AT Infosneeded —— — New Import Infos (ID+ASCI+LOADER) Options
OEF IDDUMDDD I&T AutoSearch | i, IUDDUDDDD Size IDDUDDDEE

About

Rya [0000T1DE  Sige 00000030 [ Add new section

Load Treel Save Treel Get Imports Il Fix Dump Il

Uwlos sl MessageBoxA &,U 5l o aoliy...Sodmopd (=S Sla6S oy wow)d Lo Ju18 TAT wowl asiwlsis IMportREC ® (suis
b s Kernel32.dIl LB au bgyyo aS el 0aui lagy @16 )+ kasd.s)las s9=g il 55> (sl i bol.sgs 03,5 oslawl pléey
€9,—i 11D8 b_'>)| Lo IAT .\._J_g§ w0 aS ImpOFtREC.p._J_)gl Cowd U |) ul O)'l.Li| 9 Q.ol.i)._l IAT g9, J.zo C)l.o>9> Cowl ) U
B SVEE V]

|, Memory Address Luu—w g Follow in Dump asy;3 g 05, cwl, SCIS gulsi 51 (sSy So, 0 9.0u5,5,0 OllyDBG « 0,Lg> V>
055 |, ,8 ul GetModuleHandleA U g, 1 05 ueai 5> oy

Euit




Generic Unpackin

WORD PR :
Backup

Copy
Binary
Assemble
Label
Comment
CALL OWORD PTER Breakpn:uint
Hit trace
Run krace

Follow Enter
Mew origin here Chrl+Gray *
Go ko
w in Durnp Seleckion

Search For

Find references to

Wiew

Copy to executable

Analysis

Help on symbolic name  Cerl+F1L

Detach Process

Process Patcher
Analyze This!

AsmzClipboard
Bookmark

Code Ripper

ASCII

:3wjs |, Address with ASCIT dump aiu;S Gusw 9 LONG @38 03,8 canwl, SIS DUmMp o,y >



Generic Unpacking

Address Y

Command : I LH

Analyzing UnPackMe: 22 heunstical procedures, 14 calls to known, 23 calls to guess

0xi 5> S| 8959 (o g9, 4011D8 s 5l Lo IAT g wwl 055 wa> o) IMportREC Lk @y auiw s aS jghailod
t9 YU @ (sSasl Dump

Command: I L”

| inaluzing UnPackMe: 22 heuristical orocedures. 14 calls to known. 23 o

595 (w0 £y 118C s 51 RVA sy L 40118C bas 51 Lo IAT oy © 5,5 ;L3 bl APL @b b i

118C @ auwgis RVA coowd 555U ulaus,S 50 ImportREC a4 o,bgs g

a0 iy Ao Sl iS55l ax L, Ol IAT ojlail...cowd S>6S b a0l ool Us>... 100 @ Xwngiv Size cuouwd 5> 9
100 pusing el 5> o Juds

13w |, Get Imports a3 V>



Generic Unpacking >

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

|e:'\|earn'\generic unpackingtargetshexe32pack \unpackme, exe [000007C4) j Pick DLL
Irmported Functions Found

+- ugerd2. dil FThunk: 00007130 MbFunc: 7 [decimal: 7] walid:vYES e e

41 7 FThunk: 00001180 MbFunc:A [decimal:10] walid:HO

+- kermel32.dil FThunk: 0000110 C MbFunc:A [decimal:10] walidvES Show Suspect

Clear Importz

Log

3 [decimal: 3] module(z)
1B [decimal: 27] imparted function(s].
[ [decimal: 10) urrezalyed painter(z]) Clear Lag

[

gy

v
4T Infos needed New Import Infos [ID+ASCI+LOADER) Optiors
OEP (00004000 IAT AutoSearch N T I T

Aot

Rivia, |DDDD11BE Size |EIEIDEIEI'I oo [v 2dd new section

E =it
Load Tree | Save Tree | Get Imports | Fiz Ciurnp #

WS I, Thunk ool cowl jipy guu.s,ls s9=>9 Invalid g 1 kernel32 gilgi g user32 ilgi o 5> puicils | ju,laisl asS jghiles
I, Ulosgs wuols s Invalid gulsi aS el Guod 55 puwilsd (o bo 9 S swd skl (sSiino Ul 59>9 dix S0y Gl
|, Delete Thunk aLu;S 9 65,5 cawl, SIS Thunk Sy, 5o suguai Jiilod ousw ow 3l L B Invalid cowl Sips (g oS GuSad

1o Valid gilgs plod 9 390 Sb MS Thunk oul U oy

-4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Altach to an Active Process
|e:'x|earn'xgeneriu: unpackingtargetshexe32packunpackme. exe [000007C4] ﬂ Pick DLL

Imported Functions Found
+- uzerd2 dil FThunk: 00001130 MbFunc: 7 [decimal: 7] validYES S haw Irevalid
B ¢ FThunk:000011B0 MbFunc:d [decimal: 101 valid: M0
+- kernel32.dil FThunk:0000110C Mt Invalidake Functiongs)

Disassernble [ HexWiew

Show Suzpect

Trace Levell (Disasm)
Trace Levelz (Hook)
Trace Lewvel3 (Trap Flag)

Auto Trace

Clear Imparts

Plugin Tracers »
Advanced Commands (]
|&T read successfully. Cut thunkfs) F.

Delete thunk(s)

Current imports: Clear Log

2 [decimal: 2] valid module(z)
1B [decimal:27] imported function(z). [ BT 5 13

YR | Collapse all nodes I

IAT Infos needed Mew Import Infos [1D+45CI+LOADER] Options

OEP 00004000 |&T AutoSearch Fve, 00000000 Cize |0O0007SE

i e Rl

Ahbaout

© 90 5w L i 58 55 lowd 030 Gwols o1 @S s oS LS |y 393 Caols V>



Generic Unpackin

UPX

11, 5L OIlyDBG ,s I, Juls

13 Plugins Options  Window Help

x| wlju] wi+d $4i W| 4 LjE/M[T|WB[c|/[K|B[R|..|S| E/iH?]A

JNZ SHORT

g EIP 5l jue au | Lo Sa s>, swlod jgiws oulosgi (sw =] PUShAD giws b JS5 5l das udgl 5y asy (sw aS jghilos
Hardware U owlss (so Lo 9 35S (50 ,uus ESP laso...50.0 (s Stack aladls> 5)lg S puslen Ug> uy.aiS sw Stack alhsl>
SowsS b | 5635 5,0 Saas Slpsil susyogs sw gl abdls 5l usléo ool aS suls ESP s>, Sy, o5uwliS Breakpoint

1S Joe i dlod Vs oagaw =l jeiws ol b oy | F8 ads L

Increment

Decrement

Zero A
Set ko 1 |
Modify Enter 4

Copy selection to clippoard  (Chrl+C
Copy all registers ko clipboard

a in Curnp

Fallows in Stack

Yiew MME registers
Yienwy SDMow! registers
Wiew debug reqisters

Make Label

Appearance

A9



Generic Unpackin

JHE SHORT
Backup
Copy JB SHORT
Binary
Breakpoint Memory, on access
Search Far Mermary, an wrike
Followw DWORD in Disassembler
Followw DWORD in Dump
@0 ka

Hardware, on write
Hardware, on execukion
He:x JB SHORT @adseDhnzE
Text

Short

Long

Float
Disassemble

JHE SHORT Ba4&0D22

JHE SHORT
Special

[ata Ripper

take Label
Appearance

o Sy SBAS ,3 4 b owS s bl FO L 1) aolyuESP s> laso So, insliS Hardware Breakpoint ;| iz V>

CHALL EBP

JMZ SHORT @@46DETE

L 2w 9 35S (5o Stack adadl> »,lg | a0 Hlacsio aix asl> ol aS 5,05 3929 asl> S el Js.pydcw, JSy Sass sl a4 wgs
o o OEP a4 cowlo ,S5 90w oyl aS JIMP 004271B0 ,g5iow>

OEP @, U oui; wsw |y F7 adS a2 9 pusS (s >l | aoliy FI L g 00,138 (5w Breakpoint «; JMP 004271B0 jgiws Sg) 40 Gty
A )



Generic Unpacki

CALL DWORD PTR DS: [4c8ADC]

w0 uuSid | wols IMportREC U g 3uS (5o waols | Ll ocil assils guogi @ Sslo piS (sws 09.n§ )i_p aSyl 5l asyeogs



Generic Unpackin

AsPack

LI (SO U.u)l |) OIIyDBG,,.JL;T |_\.u|p.;>)5 UPX >,90 ) ClSp.uS S\ |) kS)LS Ulod c;.w)bpm)s,g qu )90 >
Breakpont ’
Hit krace
Run trace

Go ko
Fallow in Dump
Wiew call tree Chrl+K

Search For

Find references to

Wiew

Copy ko executabls
Analyse code CheH-8

Help on symbolic narme Chrl4+F1

Scan object files ChEHHO

Detach Process
Remaove object scan Fram module

Process Patcher
Assume arguments

Remove analysis from selection BkSpc
AsmzClipboard During next analysis, treat selection as
Bookmark,

Analyze This!

Code Ripper

Daka Ripper
ExtraCopy

Make Label

Run Scripk
Scripk Funckions. ..

23S o Ll FO U | aoliy o a9 (o3l guogi Jud ke Jlio ,5)au,138 w0 Hardware Breakpoint

CALL DWORD FTR [EEF+F491

CALL DWORD PTR [EBP+FE11

CALL DWORD PTR [EEF+F49]

3wy OEP @y b sz 1, F8 oS LU Yoo, 1Sy SaaS j3T @y bogeS (o Sy




Generic Unpack

593 adMe 3,90 aoliyy U ) Jubb cowndlS...awls adlgs (sJSiiw ,30s el Sl.ooni aiigi Sy Jlgiug 5> o aolal,



Generic Unpackin

AHPacker

Soww s il @ U pusS s Ll |y aoliy FO L 9 00,138 s Hardware breakpoint on access Sy ESP s>, ,lado

Blex| wjll] v I M % LIE|M[T|WH|C|/|K|B|R|[8] E|E]

S o guSyd IMportREC L g 3usS (s waols 1) LByl (swi 599 @ (sdSiinn o Ul 5l oy



Generic Unpacki

EXpressor

w0 >l |, a0l FO9 L g ou)li8 (5o Hardware Breakpoint S ESP s>, ,laéo Sy, a2 9 59ui Ll Hgiws ol U ow;
Py (s il @ =) 9 59 (s 0315 Sy Udgw i), W bguse sl lalewsS

CALL B84cEBETF

|) LJ.JlS.\JTM g e ._S\lS.uJ..O)SJDp_@ 0._;_|J'| Ay.5,u sw OEP a4 |) L F8 _LJS)IJ Su uaadg,y oo OEP @y o) Hgiows UJl
o, 2uS GusSd IMportREC U g 0SS ol



Generic Unpackin

NSPack

hardware S ESP yiow>, jlacse g, PUShAD joiw> wiaiw L=l 5l aey wwl ;) Vg ol.cuwl PUshFD Lo 95 w> ol
Hardware S ESP i, ,loso Sg, A= 9 59 |, >l PUShAD [giws U ouwis wsw |, F8 audS [U 95 (uny. 0,138, Breakpoint
L pagis @dgio iyl 53 U ouwsS (sw >l 1) aoliy FI L g 00,138 (5w breakpoint on access

0] b Il A o

JE SHORT BE4cDE15

JE BE4e0eC]

J2U 5l w88 pu,S oy |, OEP aS V>3, 5w OEP @ |, Lo JMP 004271B0 ,9iw> 5 cowlo 1Sy slaas 31,50 glewgs



Generic Unpackin

Neolite

JMP EAX jgiw>au U puisn L F8 audS U sy aS o 885, S 1oy |, OEP 3¢ (5o vy (s dus od 1S5 ol 3590 55
o NO 1S Us; L aS >g.0 o5l NeoLite 590 Usew jicun>) 5 siwn (sl Hgiows ol @ U, 5l Jud cowl (Sow.. . ouw
a, .neolit uisSow 5l Lo jgiws ¢l ouduw; 004311D0 oz ;5 IMP Eax jgiws a0 bo Ll 30w ow Sl L olewy ool awles
tJio uld eiws Yeomo... 05,0l cows @y aS Sl ay,xi ub Yool 35l (o OEP @y |, o (sussd, (s .text ouiSow

JMP Register (JMP Eax, JMP EBX, JMP EBP....)

Call Register (Call EAX, Call EBX, Call ECX...)

Return

.5, OEP «, |, Lo JMP Eax ,giows =il 55020,0 OEP a | lo wwl (,Siow aS ducowd (suldjgiw>

1030 gl MASM s Lo aoliyy dwiw wsw aS jehilod. duw,y OEP @ U awoss | F8 S LU S Vs

CALL eE481720

S o LuSad IMPOMREC U g 1S (5w «wols | Lo 1 5,18 ,S0s ol 5l as



Generic Unpackin

UPolyX

1318 356>9 wuye 9 ume SAS S-Sy aoliy Entry point s s sw aS jghiles. S 5L OllyDBG s | aoly

e L e R A R

Paed (@] win] Wi+ W4 W] 4 L[E[mT[wH[c[/[K[B[R].|S] i

Addres== i

pa ) asl> sl 4 Upuys o gl> 4 FB L ) ol wos

LODOFD SHORT EE4E47E4

Address |Hex dump Y

ey el 4 B oy | F8 U U VoS >l | aoliy FO U g aiuwliS Breakpoint (suwl RET g, asl> ¢l Us,S s, Sy



Generic Unpacking

e ‘iew Debug Plugins Options ‘Window Help

JHE SHORT BE4B4531

JE SHORT Ba4B4528

oslaiwl 5y SlaaS 55T Us,S iy Sl ESP w5l puilss (o Vs pudw; PUShAD sgiws 0 s s aS jshilea
A= 9.00,135 (5w Hardware breakpoint on access S, ESP jiuu>, laéo Sg) 51 9 oui o |, F8 WS LU S Gl Shpews
o 5Sy Saas S5l a4 b ow; sw | F9 oS

CALL DWORD PTR DS:[CESI+BS1281
JE SHORT bb4Bd4ccd

CALL DWORD PTR DS:[ESI+BS1Z2C]

Blex| wju] il ¥L| W ] uE[M|T|WH|c|/|K|B|R||5] E

b Ly

Hex dump

BE4EEECS

BE4EFZ2A2
BE4erZEA
BE4e72BA
BE4672B8
BE4E72BA

BE4E7 338
EEdE 434

aol, Entry Point ;5 aS (suldisS aui lomd ,dai a0.0uS o5 wds b aS oul @u...Spauogd (=S 5louiw, OEP @y Vs> g
(.>1s 41,8 GetModuleHandleA &b Call ¢, Jgl wg)s 5 Guizosd...UlgL9 Sl Call)...Scww sHls L8 sals sl
S puSu9 | 93 aols




Generic Unpackin

ASDPack

1auS 5L OllyDBG s |, aoli

Pauzed HEH 5 ]: : =

HAddress

L |, avl,y 9 o135, Hardware breakpoint on access Sy ESP jsiws>) ,laio Sy, a2y 9.0u50 |, F8 2 dS [U 95 cawn8lS 1.8

oS >l F9

L, Lo 9 a®> wsw wliw |, &1 o 53] od Ret 9,068 (swo Stack adadls 5)lg | S)laso...SuS sw LS a> auls (sw aS Push jgiws
oleMbl oyl 4 a=gi L.s)ls 1,38 Stack akdls s aS 1S (o Jsiio sul> @

.Cowl 00w Push as 5,0 w0 awydl @ 1) bo RET jgiaws. by Push & RET jgiow 1 Jud S

poslw ol

Push + Ret = Jump

004271B0 : b (sisy.pu9) (swocmwl 000 g EAX )5 aS (sdas @ o iy (5w YU guai 55> aS Hgiws 95 il b ssusy

CALL DWORD PTR DOS:[4e@A0C]

Lo (0o L, LS ool LordPE L el ool (oo aum0gi) S uols ) ol el (88 s (sISiine a2y ol JLOIRUTES
DS GuSLS |, ol ImportREC



Generic Unpacki

EZIP

1auS 5L OllyDBG s |, aoli

FiUgIns  JpOons window - Aelp

[Hew dump _______ |Dicassembly

Jlacio S9) Aey 9 35S i ESP i, U oy [ F8 adS 5%y 5L Soyiauwys Push EBP jgiws @y b oy |, F8 adS LU &
Py o ol @ U oy | F9 1S s 9 2,138, Hardware breakpoint on access <, ESP s>,

© >y o OEP a4 wuw)> I)LOL).:J),JL)JI
DS (o Sy IMportREC U g 3usS (s waols | Ju6 ksd.coils adlezs s9>9 (sISliio od Ul 5l asy



Generic Unpackin

WinUPack

—_—— —_—— —— — Sy e p— P — — J—p— r— p——

Hardware <o -8 sSla Jlis 1i6lod Y>.06S 5 ESP jiuu>, Hlabo g 50 L=l Push EAX jgiws U oy |, F8 audS U aw
13w | F9 2S¢ 1,138, ESP >, )laso Sg, Breakpoint on access

JE SHORT B&4271AA

CALL DOWORD PTR OS:[458A0C]

© Ly, OEP @) pusivuns ,b ol i s aS jghilod
AaiS o paSid A=y 9 A4S v wols | b ISl o ol Sl A



Generic Unpacking - For Ne

Mario Packer

1390 =l JolS ssb @ @iy b awiz | F9 4SS 5L OIlyDBG ,s |, aoliy

e I
7
" IFy

mmmmmmmmme
0t e e b i e
- " TDDDID T

PEOHT
EFAT e

SWPELT LW ST LA

130 JolS [, OllyDBG ! 0 [yl aoliy aS wlls und s Vs

4
»
General Mult-ID Keygen Template

oy
EOHT
EEAT s

b a= Sl oo >l e aolyy (sJg 00w i JolS 9 b a OllyDBG asul Lu...lau=c (s L0 sy (5o
8Ll Gusiz LU ol Lol asis (o i od 2390 05,5 5L OllyDBG s aS Sl aoliycay5u |, OllyDBG 3| aliod...SaiSow
Soanw ,ob ol = pusun U ouwsS 5L OllyDBG s 0,bgs | anly wowl jipy wgs...S=.. . O5baws

13w |, Attach a3 File Sgio 5 aoliu ws,S 5L 5l asy



Generic Unpacking - For Ne

untitled — FPaint
FELD Multiple Fils

Aftach | Cancel |

Lowiy yiguawolS el aigSiul o LigasolS )3).0uil (s CA4 Ll Lo awg,y (Process ID) PID awws (o YU yugai 5> aS jghilod
5 0,Les il o Lzl anliy aS jehhivod VIS =l FO L | aoby o,Les 9 jwasw |) axsn (pliugs(wawls aslgs 3,9 PID
12w |, Attach au;S Filewsgio

Select process to attac

FProcess | Hame Window FPath rs

fu_wnd

D O O O (O O S

untitled — Paint
FEiD Multiple File

JELD
EF 44| Unpa e

| Attach | Cancel |

I F44 : cowsd Vs b L atwgy duwiw s

s d,9l o 5 bl 4 auas dwgy UL L b wsdeol JBesg s (s Ll aS ol 5l as bo aolig csass uleSiss csuiss ol
I, Self-Extractor <o U, SO o B9 b aS wowlzyl.. e Self-Extractor S5 asl,...cowws ,Sy S Mario Packer asu|
| | £ s

SWas w ) b ol JsL Self-Extractor < as Jb> 0.0 o Wi, b ol LB @ | yudgs SIS )8 &
LS 0 G Yud9>

Olablild 5l a2 9 oS Ll | aoly cowndlS..ocowl 05bw (sdus...Sou,9le We,w Mario Packer J=Is 5l 1, sl o6 ,eb a> V>
(0S5 1, L8 ¢l PeTools b o,5p4) - 00,3 Dump

© o LSy Mool g3lg ;> Mario packer wg=>...cums o3V Sl aSs LIS gua




Generic Unpacki

FSG

,9iow> Sy Entry point 5 ks aix FSG S5 5,00 L5 Jlio Shhuusgy ol | (svols S Givg,y caowl jigy OEP 38 sl wligl a8
U sdas B9, 20 SB,S) 3500 55 W Gugy ol S,S5L...0EP 3¢, (5w s aS 5,15 59>9 JIMP DWORD PTR DS:[EBX+C] Jio
© a8 oSS b

13,8 5L OllyDBG s | aobuiwgs

Bl x| »[n] v 31 4 4

Hddress

JE SHORT @m4@@ici

2,55 |2y IMP DWORD PTR DS:[EBX+C] @is y9iws Sa b g crly cow @ wgo U Vlscgs

CALL DWORD PTR DZ: [EEx+1@1

CALL DWORD PTR D5:[EEx+141

CALL DWORD PTR DS

U F8 SLamgawpybs plabasy L9 adS o aolis Breakpoint ol S9,) 1 8IS 59, (s OEP @y wunsy> jgiws ol
D9y Lpp.)kﬁ OEP



Generic Unpacking

OB G0

OWORD PTR D5:[4611F41 GetModu leHand Ler

Ba
e

OWORD PTR D5:[C46811EC]

DB &&

i3S = 9.0w s |, IAT Auto-search ai,;53...(4000) 83 aoly @ |, OEP.asS 5L |, IMportREC s 9 30,50 waols LB 51 V>
1o |, Get Imports

% Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Aftach to an Active Process

Ie:\learn'ﬁgeneric unpackingtargetshfeohunpackme. exe [00000464) LI Pick DLL

|Imported Functions Found
[+ kernel32. dll FThunk:0000711EC MbFunc:A [decimal10] walid YES

Show [nvalid

Show Suzpect

Auto Trace

Clear Impaorts

Log

A [decimal:10] imported function(z]. [added: +& [decimal;+10]) -
IAT read succezsfully.

Clear Log

Current imporks:

1 [decimal: 1] valid modulels |

& [decimal:10] imported funchion]z). E|
— IAT Infosneeded [ New Impart Infos [IID+ASCI+LOADER) Options
OEP IDDDD4DDD |AT AutoSearch =7 IDDDDDDDD Size IDDUDDDEE_
About
e IDDDDHEB Size IDDDDDDI v add new section

E it

el AR

Load Treel Save Treel | Fix Dump Il

U SLa Jlio 51 oSy 5500usS i | RVA 9ynis o 0loses Ul Guigedddy poanieis cows |y IAT cowles OllyDBG o ;U
uslgi slaei Lo aoly Ug=) ++ puwngi (5o o Size Cocd )5 uizod...0uS o IMpOrtREC s)lg | ,laso ol u.u,_q...p_\)gT
23 o Vg > (g onsgly Cows @ | IAT o5lal Ulosgs aS Cawl gy adl s 2o Sl i O TAT o3ll 9 cowl oS Hlown

1piy o L, Get Imports @S a9 powwsi v b 2o Ulod.p)l 9, OUS 5 Ll alog> 9 piwd (sl



Generic Unpacking

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

~|  PickDLL |

Ie:'ﬁlearn"«generic unpackingtargetz‘\faghunpackme. exe [00000464]

Imported Functions Found
- 7 FThunk: 00001 19C MbFunc:8 [decimal: 8] walid: MO
[+ ? FThunk:000011EC MbFunc:C [decimal:12] valid:NO

Show Invalid

Show Suzpect

Auto Trace

Clear Imparts

Log
ra: 00007 210 forwarded from mod:ntdll.dll ard: 0207 name: RtIFreeHeap ~
Current imnports: Clear Log
0 [decimal:0] walid module(z)
14 [decimal: 20] imparked function]z). -
2 [decimal: 2] unresaly hl

Mew Impart Infoz [IID+ASCIl+LOADER) Options

R, IEIEIEIEIEIEIEID Size IEIEIEIEIEIEBE

W Add new section

Fix Dump Il

S_dS Jusai ailod s 9 Ay |, Show Invalid @S od aLusS 95 ol Wi Shyeuyls Invalid &b 95 asw s aS jghilod
1390 Valid gilgi swolod U awise |, Cut Thunk aiy;S ¢ 03,5 cowl,

OEF 00004000 IAT AutaSearch

About

Size | 00000100

Ruig, | 000071155

Load Treel Save Treel Get Impoarts ||

il

E uit

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Ie:'\leam'\generic unpackingitargetsifegiunpackme. exe (00000464) __‘_'_i Pick DLL I ‘
Imported Functions Found
i i A :
=7 FThur1 Invalidate Functions) 2] walid MO = ST
vl Disassemble [ HexYiew B 7 mame: ExitProcess P Suspecti
~Iva [i ; #F name: GetCurrentT hreadld
Trace Levell (Disasm) 1
rva:[i e B name: Geth oduleH andled,
; B :Gilobaldl Auto T
e [i Trace Lewvel3 (Trap Flag) 1 name. S 2 |
- Iva [i -2 name:GlobalFree
- I%a [i Plugin Tracers p 13 name:Heapdlloc
~wal  advanced Commands y 14 name:HeapCompact ~| Clear Imports !
: Zuk Ehurk(s) g
rva: 0000121 Delete thunk(s) 0207 name: RHFreeHeap [ [
Currentimpo Expand all nodes Clear Log |
0 [dec'mam Collapse all nodes : i
14 [decimal: 4 [decimal: +20 ]
. : @
AT Infoz needed |~ Mew Import Infos [ID+ASCI+LOADER)— Options i
QEF iEIEIEIEIdEIDEI |&T AutoSearch II =7 !EIEIEIEIDEIEIEI (i !EIDEIEIEIEISE
About I
Rua 00001198 Size |0000C100 Iv e rem ek
' ' Exit i
Load Tree ! Save Treel Get Imports II Fix Dump Il

91 s Ll oans Sl Sl aS s (swidnsS puSud | wlisgs waols Sl o V>



Generic Unpackin

MEW

lass |, OEP puwlgis b ou,li8, (Hardware Breakpoint ls.>,i) Breakpoint 5 aaS 151 s dlivoesd Cowl yigy OEP (38 ,5 Vool
MEW 3,50 ,5...008] (s bo (ol Ju8 wows a4 g 390 (w0 255 50 wows Sl sl oSy SO Soas 31 s Vgoso 5> aS L= oS

Slx] win] v+ 1 ] + LlE[M[T|W[H[C|/[K|B[R[5]

Address Hewt dume | Disassenbly

i F8 LS

Dizaszembly

CALL D
JHE

CALL DWORD FTR

JR

Lol U U (Scroll down)ass,s oly au Mouse U LS ool &ShyooousiS 1awg | a8 oSlpsl el ipncawlo 1Sy kol slaas ol

s oaw )



Generic Unpacki

[EBx-181

CALL OWORD FTR DS: [EE:

JHE SHORT BE48Ri1EZ

S0 OEP @ 1) bo ol Sow RET ul Gungen,li 359>9 (suols Hgiws 1,305 Return sgicws ol 5l asy 3w s aS shiled
LU SO Vs ans wlgin euiiliS Breakpoint aS (suls 55 aoliuawnS L=l FO L |, aoli, ¢ 2u,1380 Breakpoint S ol Sg, g

S uSad IMportREC U 1, Ol 9 0,.5 DUMP 0oy 51 cooundlS. 55100 39>9 (swols JSino 1,305 OEP (a8l 5l asy



Generic Unpacking

UPX DLL

1> Lo J16 ImageBase aS puium wawl ,ips aod 5l Jgl.s,lu Exe S ws,S Sl b (58,8 U DLL 16 S, 05,8 Sl Vool
(ResEdit.dll Jou)Jlio ol 5.(03]> puogi Mud). pusS (5o 05laiwl aslin o SLa,lz8l o5 U PEID I o ;S0 SuSewl
S sw oslaiwl Loaddll.exe o6 51 DLL L &5 Sly=l sl OllyDBG. ewl 10000000 1,0 Lo IMmageBase

o o3lasiwl Ju& Guod 51 DLL i 0s,S Sl sy alsi (sw.auwl 00400000 51 e loois Ju18 ImageBase S| oo oasbc @
JB S aw |, DLL LB wlaxuiw [l aS cowl 5ips59s 00400000 1, Lo DLL J,16 ImageBase 31  sJo(loaddll.exe). oS
(51> pdles auogi U Gl 53 Ay Jlio )3).0wiSy Ol US,S Syl @ oladl sy 9 eu9luys Exe

1S 5L OllyDBG > |, ,hai 3,90 Jolcs>

[L] ble wiew Debug Hugins ©phions  window  Help

Powed [ B4 x| w0 uil 4 4 ] +f L|E[M[T|W[H[C

Address Hex dump Dizassenbly

5L oleMbl ¢ul).cwl E780 0l RVA (ows> 5 Lo Jul8 Entry Point owils (sw aS ol 5.3y, 595 Ju18 Entry Point ay lawl
(09,3 PEID

Entry point s g (Resedit.dll)auS wlzwl | 595 3 5,60 Jale.awsw |, RVA aiysS S suguai diilod 9 disw |, CTRL + G adS
S ool 1, L

Enter expression to follow

E780 -]

it AP
o R
£ Offzet

| ResE ditdil

k. I Cancel |

El

13w |, F9 1S 9 10,135, Breakpoint s Entry Point g, , V>

1BEEHEFPSE <Modu leEntruFoint >




Generic Unpacking

JHE

JE

JHE

JE SHORT

CALL ERx
JE SHORT

1Sy oS UPX L oo oSy DLL sla Julé 5,90 55 13J.05S s Encrypt [, DLL o1 UPX Lgs... Sl OEP il pinogd (=S 5

(039 sohiyl aS Ll 55 J81a>). oy 50 OEP @ sy aw b (susng) (o slol LB @ pusicuno
:3uS 5L |, ImportREC s |, Loaddll.exe Jul.3uS 5U |, ImportREC g 1,.5 wols OllyDump U L6 51 V>

¢ Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Pick DLL

Imported Functions Found

Shaow |revealid

Show Suzpect

Auto Trace

ok e

Clear Imparts
T I_EIEI 1
:3wijs |, Pick DLL aiy;8 V>
SELECT A MODULE (x]

Image Baze | Image Size | M ame | o
10000000 Q007 0000 rezedit. dil
Ra 070000 Q0033000 uxtheme. dll =
E23C0000 Q0003000 Ipk.dll
74090000 Q00EB000 uzpl10.dl =
F7C10000 Q0052000 vt dil
FrOD0000 Q009B 000 advapi32.dll
FPETO000 Q0031000 rpcrtd. dil |

| ] I Cancel |

9 (1E22)ads (5o RVA > o |, OEP. iy (sJSiino LS5 Vs slawssy |, OK oS g 05,8 wlsal |, resedit.dll LB o V>
DS S | Ulbisgs oanw wwls b oy



Generic Unpacking

AsPack DLL

L, LB laxdiw cowl yigs.cowl 004000000 1, il ImageBase asS Ss,lgo 55 Logas DLL Juld o 0s,S Sl s aosd 5l Jol
Loaddll.exe ;| oslaiwl Ugdpussiowo Hob W g wwl Exe Ju1d aS 1S (s JL> OllyDBG wuiyi ol au.ousS Exe o1 S5 aiilod
128 5L LordPE > |, (Gooran.dll) ks 5,80 J.06S (s =l 1, Ju1B

[ PE Editor ] - E:\ earn\Generic Unpacking\Targets\AsPack DLL\Gooran. dll

—Basic PE Header Infarmation

aEk.
EntryPaint: 00004001 ST | ooz .| -
ImageB ase:; 10000000 MumberdfSections; I 0005 _ave

SizeDimage: 00007000 TimeD ateStamp: | JAEFO25C Sections |

i

I

BaseOfCode: 00001 000 SizelfHeaders: | D0000400 | + | Directories
BazelfData: Q0002000 Characteristics: I |:| FLC
Sectiondlignment: | 00001000 Checksun: 0 —
Filettligrment: Q000000 Size0f0ptionalH eader ooen

Compare I

3o oy Uliw b wlaxaw U auw | YU jusai 5> oacw osls ulis aeS>

Characteristics ]
— Set Flags

Relocation ztipped
Executable Image
Line numbers stripped®

Locale spmbolz stipped®
Aggrezsive WS Trme
Bytes reversed low
Bytes reverzed high

32 bit machine expected
Debug infarmation ztripped®

Run from swap [remo |

Run fromm s

Fil

|:;,I|;3 Current Walue

Mo muliprocessor spstems ’V Z10E —‘

| B<B 0 0 0 O<H 0 0 §<Q<h<] |

Garini DLL 18 ¢l 43S JUs OllyDBG S puiS (s 0,18 @isS ol S ool b Loes,ls S DLL @38 auis csw @S ghilos
©

i3 b OK a2y 9 Save aiysS asy 9 3wz b OK aisS 9 apla |y aigsS oul S
(Gooran.exe 11u,l3Ss. 1S Lose L 1 b ol yigs).594 5w L=l OllyDBG s Exe ulé S sislod Lol Jis
23S 5L OIlyDBG s I, o

Pt B4 x] wi1] w4 3304 9] ) L|E| M) T|w]E|c|/]k
i

tCowlzil bo OEP. 5,9l caws @y |, OEP: ESP s>, (8,b 5l 5948 (o il a0 Gungecow! PUShAD Lgiiws sl



Generic Unpacking

JE 5
JME

vos< |, oo xS_uT =B ol o Vs pusS (5o yuSed | Ulodgs> aols IMmportREC L .ngp.z)_s wwo wols L5l Vs
EVE EVPE VLY

i Gooran_Unpacked.dIl

J=B sy sdSiiie U ooy Seo oans Sl JubB s 0,bes 1) aungs aisils,y JuBB wlaxiw 51 Wd aS DLL aiysS ol S >
LordPE 5 |, oa—i Sl Juld.as,ls (sw a5 |, DLL Ju16 sla Relocation ol s aS w,ls .reloc ob @ oisSow o DLL sl Jule
VLY |_,>_-|

[ PE Editor ] - E:\Learn\Generic Unpacking\Gooran_unpacked. dll

—Basic PE Header Infarmation T
TES [ oooz| | Lo |

EntryePaint; I Subsyztemn:

5
ImageB ase: [ 10000000 NumbeDfSections: | 000&
SieeDfimage: | 0O00B0O00  TimeDateStamp: | 3AEFD25C | Sections |
BaseDiCods: | OODDIODD  SizsOfHeaders | 00000400 +| | T

BaseOiData: 00002000 Characteristics: I O10E |:| ==
Sectiondlignment. | 00001000 Checksum: [ 00000 7 | —

Filstlignment: 00000200 Size0f0ptionalHeader: I OOED I—I
Compare

.23 |, Directories a3

— Directany |nfarmation

Rva: Size ok |
E=portT able: 0000TESD | ooOOO0ES IZI
IrpartT able: 00007000 | 0o0o003C |:|
Resource: Q0002000 | 00000462 IZI
Exception: 00000000 | oo0o0000
Security: 000a0ooo noaoooon
Relocation: 00004F54 | 00000008 |:|
Cebug: 00000000 | oo0o0000 |:&
Copyright: 00000000 | oo0o0000 IZI
Globalptr: 00000000 | oo0o0000
Tl=T able: 00000000 | oo0o0000 IZI
LoadConfig: 00000000 | oo0o0000
B oundlmpart:; Q00000 Q000000 III
I4T: 00000000 | oo0o0000
Delaylmport; Q0000000 Q0000000
COM: | 00000000 | 00000000




Generic Unpacking

Suwiaw [ L sla Relocation G oy ) VU ueas 55 oacw osls ulins aeS>

&

Relocation ]
— Blocks

|nidex | Section | Ria, | [tems |
[errar] Ok / 0d

Block Ikems

|nidex | Ria, | Offzet | Type | Far Addresz | [1ata Interpretation

< []

[ Force hex interpretation

Buwl a8, sl Ju16 sla Relocation duw sw aS jghilosd
owl RoleX IS ol plsl by svaazs 38l o0 aidl. pusS osleiwl PETOOIS aol s 5l owlsi (s Reloc o,Lgs> wxlw sl
1332 |, Reloc Rebuilder aiy;8 PlugIns Sgio ,5.45S ;U |, PeTools aol

Win32 Relocations Rebuilder v1.0 by HEOx/TuinC]
PE File:

|E:'|,Learn'l,Generi|: IUnpackinglGooran_unpacked, dil E

Skaktus

Win3z {only) Relocations Rebuilder +1.0
Coded by MECk: <MNECx@Pisem. net =
Wisit us htkps ) e, Uinc . ru

Yisit us BbEp: i, ine. ru |[ Rehuild ]|[ Clase ]

iz | Rebuild aiy3S 9 s aoly @ | hai 5,00 S0
135100 LordPE ol U LB sla Relocation a4 (s Ll V>



Relocation ]

Generic Unpacking

— Blocks
|nidex | Section | Ria, | [tems
1 1" text"] Q0007 000 SBh / 155d
2 4" Gooran"] Q0004000 3h/3d

— Block Items
|nidex | Ria, | Offzet | Type | Far Addresz | [1ata Interpretation
1 0001 03c 0001 03c HIGHLOW [3] 100016F3 B8 01 000000 C3 8B 65
2 Q0001090 Q0001090 HIGHLOW 3] 100016FE BB EREZ 33 COA3N0IC
3 Q000 0ac Q000 0ac HIGHLOW 3] 10001905 BE01000000C3 8B ER
4 Q0001 Qa0 Q0001 Qa0 HIGHLOW 3] 10001908 BB ERES 83 CAFFa340
] Q00010BD Q00010BD HIGHLOW 3] 1000198 (000 0000 00 00 00 00
B Qoooac3 Qoooac3 HIGHLOW 3] 10001010 14T Thunk of "kemel32.
7 00001 0EA, 00001 0EA, HIGHLOW 3] 10001018 18T Thunk of "kemel32.
‘| |

[ Force hex interpretation

PeTools aS 1,15 S3,lso 55 5. lol.ul Lo 59>9 U (sdSine L35 9 03 Cow,d S8 sla Relocation suw wsw aS jghilos
S oslawl RoleX (susy SIS ul svaazi 51591 0,0 5lads el 1) 1S ul 2lgi (i

,)Sample.exe Jod 5l aslei (oo HLS ul Shu.audy s | 59> DLL o6 ImageBase U laul: RoleX ;1 oslaiuw! yiujgol
)8 Sample.exe Job LS s 1, 5 b 5590 L 51 (saS Su g csdol LB aS iy Gul @awS oslaiwl (wowl 39>60 aolyy J=Is
DLL JoB 95caiyi opl @0 B 2uyuS (s waolsioais Load aS syl 95 5l odd asy 9 S > |, DLL 16 95 ,a Sample.exe U.auss
(-2wsS oslaswl algs (sw e DLL Rebaser ;1331 o, 5l )18 oul Sl aadl).ail asswls welaio ImageBase Lulws,

asS sLLé Compare to wiocwud )5 9 148> (50 by @ |, Lol L6 Original wiowd ,5.06S 5L |, Rolex aoly pd ol 5l asy
55 9 59 [y Jul8 sla Relocation U aw; wsw |, Compare aiusS asu.auds (sw @by 4 |, cow 0aui 03y s ol ImageBase
o J> JSuie U awday aoly 4 ) s,ls JSuiw ol Relocation aS (slilé g .50 |, Fix PE Module aiysS o 5



Generic Unpacking

PolyEnE

_ Bix] v v+ 4 ] 4 LE[MT{WH|Cc|/]K]

[He dump _______________[Disassenbly

JECHE

S Lol @ (Junk code) cuwl 0ais LilgsU oS)lasio S5 SoasS Sy Saas J=15 55 so0 Sl Gy 0sls ,08 s @
(.33 |, Analysis This a3 g 05,5 cawl, SWS). 0y ,S) Saas ws,S 5JUI @y elasl Analysis this GuSW b.cacuws

Address Hex dump Dizassembly

w0 s ESP s> Hlaso PUushAD Sgiaws Sl b g auw PUShAD [giows a0 U aygu gl> @ F8 Lo gy S)laso oS V>
a5y Slaas slpol @ g 5900 Ll aolyu G o | F9 adS ed V.08

.File Wieww Debug  Plugins Options  wWindow  Help

Poued  BeX] w[N] wif¥ 4 4] + L[E[M[T|W|H[c|/|K[B|R]

Address i

Py bl @ U oy |, F8 oS LU i V>



Generic Unpackin

Faused WA X| PRl Ser v i W] | L E|M[L|WIH| O/ K|B|R

2w | F8 oS 5L Suipugy s OEP @y jgiiws ool b (sasuany s text iSew au LPOIYENE minsow Sl o ygiws ol

Address Hew dump Disassembly Commen

JE SHORT @E4271AA

CALL DWORD PTR DS: C4e@A0C]



Generic Unpacking - For Newbie

Fusion

2.5 5L OllyDBG ,s I, Ll

(3]sl ﬂu JJ HJJ = JJJJJJJ

ORT LnPa

mmmmmmmm m

Hardware ., ESP >, lass Sg, (sdud Sla Jlio ausled Vo008 S Giuylase ESP jiwu>; U oy | F8 oS L o>
23S s Ll ) aoliy F9 L asy 9 30,138 sw breakpoint on access

FTR D%: [EA
L

AL
*, OWORD FTR O
0 PTR E

..\.AJT S\ )9)9 OEP )) ';A_A.AJ)) )LA.AJ'..\.AJ)J I) F9 .\.LlS)iJ) )LASJ

HI IF

SE handler i allation

B
B
E
E
[
C
C
D
D
D
D
D
D
D
E [
E2
ES
E
F.
F7
F

30 Ja o)

Jlio Shu...S)9b ax... oS oy |, OEP puwilsi (sw b sy (sdus ecuwl 00 ainings (ol ax )5 o aoliyy aS ewilay JS1 Veol
sla S 5,90 ,3)Entry point 5l aes Vg oso aS pils (s Us> 9wl 0aui asigs Visual C++ 5 aoliy ol aS oopas S| o
S osleiwl OEP 8L Sl &b Guod 5l pilgi (o pun. 90 (o o5laiwl GetVersionExA L GetVersion gL (OEP oaw &y
1duwgis 9 i |, CTRL + G sl adSos,8 o liwl ) 1) aol

GetVersion

ai_wliS Breakpoint aS (sylxilod ;5,068 L=l FO U |, aol,y asy 9.00,138 Breakpoint &b ¢l g, 50 b awisy |, F2 5 dS V>

)-SR SHRE-L- TPy WY



: Generic Unpacking - For Newbi

»OWORD FTR FS:
. OWORD FTR DS
DWORD PTR D

]

IORD PTR D

SE handler

. E
0L, AH

OWORD PTR
El

© 5,15 51,8 b OEP.004271B0 b (sussipuivud OVl aS (sdas 5l 5L s i iy v aS jghbilos
o >l Sl Sy oo L @ 9.8 (s >l 5l OEP (380 s ) o LS Language Structure wsgy b s (o @S jgbilosd
Al ol csulical ol bl b aS cowl (sule,S) 5590 55 OEP (8l sy a ol

55 03 ol Jubd ,81 il vlicwle>).auS (so LS8 | 593 Lold 9 1uS (s waold s Lswols JSiie OEP (8L 5l as



Generic Unpacking 2> F

Advanced UPX Scrammbler

13uS 5L (OllyAdvanced .S\, weay) OllyDBG s |, Ju1b

@ Bad or unknown Format of 32-bit executable file 'E:\LearntGeneric Unpacking TargetstAdvanced UPX ScrammblertInPackie, exe'

S)laso [ b wlaxiw e 555 Ug>...SL>...08> pakis wow,d | LB wlaxiw wowl auwslgs OllyDBG...S 3w swo
sl 590009 53 B v sl 5y (IShie 0B wla s SHISews ol uLaw...(PE header trick)owl 05,5 s, S ws
G b 1B wlaseiw b be Jods uod 4o ® L5gi (s OllyDBG > L Sh=l uloj 5y (soMS_ino sl cael (sJg... 0650

Sewl=S JSiiw owiuw b 2uS 5L LordPE s |, L. oS

[ PE Editor ] - e:Mlearnigeneric unpacking\targetsladvanced upx scrammblerlunp...

Bazic PE Header Information _I:IK [
EntryPaint: 00007E 33 Subsystern: oonz J i
ImageBaze:; 00400000 Mumber0fS ections: 0003 Q I-I
Sizelfmage: oonasana TimeD ateStanmp: 000030339 Sections
Baze0fCode: 0a0oy 000 Size0fHeaders: 00001000 ﬂJ Directoriez | §
Base0fData 00008000 Characteristics: 030F ... fLC [
Sectiondlignment; | 00007000 Checksum: 0ooaoooa| @ ——=
FileAligrment: 0000200 Size0fOptionalH eader: 0oE .
M agic: 0108 MumOfFvatndSizes: | 79100F9F | | o S

L

l_l);;_wl ) Ll )._Jl)J Exe sla ,J_JL‘) > )|_\._o.o UJl'v_a..wl 79100F9F )JI)J )JI)J NumofRvaandSizes )|.Lo.o BYSUVIRE V) as )ngLQ.Q
S 5L o | Jubd wlgi (swoo OllyDBG. S, Sauws Guod bl a4y 9 cowl (seudoue Slase ool 13 () + sSu550 55 Sxac

S, ws 390 Swow 505 wlaxuiw 1 (s Hlaso ool 5l sue @ adlsgiw L=l Olly [ (svow,ys a0 JsB U oS Vo | jlaso ol
10loc b oow

SizeofImage

BaseofCode

BaseofData

TimeDateStamp

SizeofHeaders

Characteristics

Aol B)lasoe ool @ Olicwls> aliued Gy

ol S uld LB (sues(5,le0 aod )sS s > 3l LiST s | JSiie ol OllyAdvanced .8\, aS il aals asgi aal
g s 3L OllyDBG s (il a0 ouSWy ol Loyl 1) JSiine

Memory iwliS U Le....awl s Memory Breakpoint on Access ;| oslaswl OEP a8l s oslaiwly s ol, 5l 30 Sy
Oldoe 131 U ouiis (sdol uiSaw 35l aS (9.0 533,15 5158 bo (sdool SIS Ul s aS (sunisSow Sg, Breakpoint on access
Breakpoint U Lol 0usS oy |, OEP owlss (so (3o ol 51 Gy pugio (5o wa8gi05g.i plowl (slol uinSow Sg, Decrypt
3505 aS pu,liS, Memory breakpoint (sul> 55 3l Lo 1. ousi Wdgio > (slus 5> ccwl pSow (ol GuiSow Sg,y il S
SasS s aS wulbas 3l 5l ass pwlsi (... 38 Blasl bo 1) SlaS s sulbs 31 Vgose.... ol o ples Decrypt wldoc
L2,95S09,1 9 LaySy 5l sdas> 5590 55 Uivg)y GmlopusiS oo [ OEP wiyi ol @ 9 00513435 Memory Breakpoint.aisl (swo Slasl S,
DD (S0 u|_9>

1350 |, F9 2S¢ 2uS 5L OllyDBG s 1, oo

@ Don't know how to continue because memory at address 00000000 is not readable, Try to change EIP or pass exception to program.




Generic Unpackin

[, OK adS. il 03w Decrypt Lo (sdol inSiw Sas aS cowl (uls euliosnis Uas jles bo awolby duiw o aS jghilos

PE ) oinSew oudgl Lol 53),S5 ol inSiw SS9 50 ugai Aiilod 9 3uis0 [ ALTHM SlaaulS a=s 9 390 pley ool b 2wy
.3,13%, Memory breakpoint on access S, (Header

Actualize

Durnp in CPU

Durnp

Search Chrl+E

Set break-on-access Fz

litself)
: Set memory breakpoint on write

Set access

a
a
]
a
a

a

Allocate Memary

Fres Memoty

Zero Memory

Dump Memory-Area
Load dumped memory

Copy to cipboard
Sork by
Appearance

(als @S5 1, Shift S b aoly aolsl sl o3kl Blasl Uas awliy s W) 2wz |, Shift + F9 s V>

.File View Debug Plugins Ophions  Window Help

Pased | B4 X| w[I] w4 H|L] ] |
Address Hex dump Dicassembly Comment

DS S8 | Ol 9 405K el Juld 5l Vs, puduw, OEP @ g pudiis aoliy (sdol uinSow 3,l9 duiw (s aS glailod



Generic Unpackin

Orien

13w |, F9 2JS 1= 9 4,138, Hardware Breakpoint on access

Address Hex dump Dizassembly

JE SHORT BE4R3AFS

ey o ool @ U o | F8 1S LU iy cownndS.cwle ,S) sSlaas ,51 )30 jeiws ol

Pased || x| w|U] Wi+ |4 ] =i L|E|M|T|W/H|[C|/|K|B|R|-S]|
-

JE SHORT HE

.39, s OEP @y i, giows ol
g od | RVA o> 50 OEP g.0ua5 (s aoliy au | L 5,00 Ju8.0usS 50 |, IMportREC asy g 2,.50 wwols Ju1 51 V>



Generic Unpacking

-4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process ‘

Ie:'\learn'\generic unpackingtargetzshorentunpackme. exe [1000083C) _:_i Pick DLL

Imparted Functions Found

FThunk: 00060974 MbFune: 8C [decimal: 140] valid:RO A~ T
e e 00060374 mod: kemel32.dil ord: M BC name: GetSyztemTime =]
- rva: 000B0973 mad:kemel32.dl ard:01EB name: GetLocalTime Show Suspect

o rea:0006097C mod: kemel32. dl ord:015F name: GetFileT ype
o 1ya 00060980 mod:kemel32.dil ord:MAD name:GetStartuplnfod,
o rya 00060934 phr: 00443F 52, Auto Trace
o 1ya 00060988 mod:kemel32.dl ord: 02C5 name: BHU mwind
o e 000B098C mod: kemel32.dll ord: 0297 name:R aiseE xception

3 rva: 000609330 ptr:00443F21 Clear Importz

Log
rva: 00060B B0 fonwarded from mod: nkdll.dll ard: 0163 name: RtR estorel aztwin32E rmar ~

Current impaorts: Clear Lag
B [decimal:11] walid madule(s] [added: +B [decimal:+11])
1819 [decimal: 441 ] imported funchion(z). [added: +1B9 [decimal: +441

[2 [decimal: 2] unre ed paointer[z]] [added: +2 [decimal +2]] E
——— AT Infog needed————————— [ Mew Import Infos [IID+ASCI+LOADER] — Optiorss
DEF iDDDEF‘"I BO IAT AutaSearch il Fega, 00000000 tize 00001556

About

Riia, !DDDEDEM Size iDDDDDﬂE W &dd new section

e Exit

Load Tree 1 Save Treel Get Imports Ii Fix Diurnp ii

SoulS Ll (g 5 2lgi (8o 9 diiwud 935, &ilgi ul aS 4uS S8 wewl Sow ® pu,l> Invalid U 95 3w o aS sshilos
Invalid glei 51 S5 Sg) ... Spamopd LS Sl job ol (sJo.ow w5l L il 9 55 |, Cut Thunk &S ¢ 5,8 wowl,
133 |, Disassemble/Hex View ai;8 g 3uS cwl, SIS

e B

| T T R i it

Irmparted Functions Found

=1 ? FThunk: 00080974 MEFunc: 8C [decimal:140] valid:MO
- rea 00060974 mod:kemel32. dll ord:01BC name:GetSpstemT ime

- rea: 00060378 mod: kernel32. dll ord: 016B name: GetlocalTime

- e 000B097C mod: kemel32.dll ord:015F name: GetFileT ype

- 00060980 rmod: kemel32. dll ord: 01AD name: GetStartuplnfod,

"""" SEC

~reg00) Inwalidate Functions) riarne: R HU pind
il Disassemble [ Hexview name: R aizeE ception
e {Disasm)
Trace Level2 {Hook)
rea: J00G0OB GO e el e 69 name: BHR estorel asthw in32E mar

. Plugin Tracers k
Current imports
B [decimal11]  Advanced Commands P a1

169 [decimal: 4 169 [decimal:+441
Zut thunks)

Delete thunkis)
I — Mew mport Infoz [ID+ASCH+LOADER

Expand all nodes
OER I':”:”:Q?'I Collapse all nades IH‘-.-’.-'l‘-. IEIEIEIEIEIEIEIEI Size IEIEIEIEI'I BhE




Generic Unpacking >

DISASSEMBLER / HEX ¥YIEWER

O04a3FEA call OO04A3FSF
O04AZFEF pop eax

O04A3F20 jump short O004A3F93
O04A3FRE wov =ax, 3FEDDEEE
O04AZF37 pop ds=s

O04A3F93 add [eax],al
O04A3F2A jup short O004AZFSD
O04A3FAC test al,8D
O04A3F9E xor al,EB5

O04A3FAL add [eax],al
O04A3FAZ retn

O04a3FAd call OO04A43FLD
O04AZFAD pop eax

O04A3FAL jup short O004AZFAD
O04A3FAC wov eax , AFEDDESE
O04AZFEL pop ds=s

O04A3FEE add [eax],al
O04A3FE4 jup short O004AZFET
O04A3FES test al,8D
O04A3FES xor ah,5&

| | [onanaras [ OpCodes [ HexView oK

sobisod pd ;8505 &) diiwd s (Lo 9 paaio A4S Asawd (silgiws YU Sagiws i s YU sugai 5> aS ghilod
i b He%05,30 &b 9> algs swou &6 9> ol 1AL (cawl

L &l 9> yal w=5lg ywydl Ll asul Sl M.\_s o osleiwl Import Redirection «.oubls 5l , S ¢l o
i D9y o U =9l ywydl U as g ww 1) by ;1 s ywydldaw g

Sl ol Lpsl oydgnmo 5l (53S0 aS.s,ls s9>9 Import Redirection wsyy gl Shy sl Sl J> ol,...SpuS LIS ax V> iogs
9 ) 5o u.u)l |) &IL} L5\9_‘)|3 u.u)bl)s.,_q L?S)b MC.L;N S\ dl.o.;| UJl L”S)bMBNSW)SJ saas L'{g)b)b}.o as
(2595 swo Magic Jump 58 Giug, ol @) Sacungs csw 1505 gyl S ol sl

Attach to an Active Process

ehlearnhgenenic unpackingtargetshonenunpackme. exe (0000033C) j Fick DLL

Irmparted Functions Found
= ¢ FThunk: 00060374 MbFunc:8C [decimal:140] walid:MO ~
rea: 10060974 mod:kernel32. dll ard: 1BC name: Get5SystemTime B
rva 00060973 rmod:kermel32.dll ord: 016E name: GetLocalTime
rea: Q00G097C mod: kernel32.dll ard: 115F name: GetFileT ype
rea: 10060330 mod:kernel32. dll ard: 114D name: GetStartupl nfod,

rvea: Q0060934 pr 00443 34, Auka Trace

2 0D6098C modkemel32.dl ord: 0237 name: RaiseE xception
rva: 00080990 prr; 0044.3F 21 w Clear lmporl

Show [rweal

Show Suzpe

Log
rea: JO0BOBED fonwarded from mod: nkdll.dil ord: 0163 name: B HR estarel aztwfin32E mor e

Current imporks: Clear Log
B [decimal:11] valid module(z) [added: +B [decimal:+171]]
I:44'| imported funu:ti 2. au:lu:le: 'IE de-:al:+44'|

Sey 3 1U.puwiS |y |, Magic Jump aSil ly.sls 5,6 00060984 ks s Invalid gl 5| (sSu dwiws o YU pugai 53 aS ghilos
.o,13%, Hardware Breakpoint S, b ¢l

awliy au |, Invalid @b J=o 9 aui3s |, Expression aiy;S Guuw 9 GO t0 aiy38:05,S wowl, SIS Gols 0, > OllyDBG > Gy
1w S e b RVA @Sy



Generic Unpacking

Enter expression to follow in Dump

|000E03E4 |
WA /AP 0K Cancel |
+ R
" Offget
I UnPackMe. exe ;I

on L= auS Jlgw wwl (Sow...a,138 Hardware Breakpoint on write S, (460984) Lk 3,90 b Sg, 1 gai wiled V>
o | 00 Aiagd Aol SIS 55 Gyl Gul pa ples s o aSiul Sl LS. Sl S write

= SHORT ra
Breakpoink Mermary, an access
Search for Memary, on write
Fallowvs DWORD in Disassembler

Follow DWORD in Dump

Find references CLrl+R

Hardware, on access

Wigw execukable File
Copy ko executable file
Go ko

Hex

Text

Short

Long

Floak
Disassemble
Special

Data Ripper ALL IsBadWritePtr

Make Label

Appearance

oo dgio Ll 55 (ro.0uS L=l FI L g 03,5 Re-Start [, aoly Vs

el M Y Y MY . Y . LY WY Ul T e M o] O O o e i G il L

JA SHORT EE4A:



Generic Unpacking

|, Hardware Breakpoints aLiy;S Debug «Sgio 5 5LS ol SLuSul (o ok 5500 81U gy 50 sl ax aS iy wowl jipsiwgs
iz |, (460984 ks sgl>)Follow aiysS g awisy

ASCII

A b FO 0dS 5305 LSy L aowl 00uin aiiings 460984 s s Lupdl 59i8 S (s 03 lino YU pgai 5> aS ghiles

[fadress [Hew dunp _________[Ascll |

1w b FO 2SS 530 HLSs. cowl oauiu aiigs 460984 bas 5 (sowsl 98 e Ll

[ Address [Hew dump _________ [ASCIT |

2uogi Wid...SaS Juiwd ... awlezy ol 5l 1 b ol L) 7C812F1ID :osi aiigs 460984 b 5 A o as sobilos... Il

i (31> 859 Locis i 5> Gudl il oo 3.1
© o59s GetCommandLineA &8lg ;5 L)l Gl g eowl o piwaw 33 GetCommandLineA gt guw)sl ¢l
i | F9 ads ,%0s LSy

ASCIT

03y 53 SuS LS ax b Vs Soaw aiigs 4A3F8A s ol Sls g oaw SU, GetCommandLineA u)sl... oy s
Towy ol @ Bougyy YU a0 (sSail ywso L Dissembler

939t (swod [l BaS ulosgis (o plail iy SST (il 020508 puonai iy ol oo b il 3 Sl G S5 ol
Toagad90 cswou Invalid o giU ases >

Gl SLS). 0,138 s Hardware Breakpoint on execution <o Gy ol So) 50 a9 05S s S |, a Breakpoint (swolod
S sw Restart |, aoli,y a=s 9(.0,138 (s Hardware on execution ai,33 1= 9 Breakpoint aiy;S .05,

oy s 3,90 Gy 4 U pS o L= FO L aoln V>



Generic Unpacking

S S8 LU pudewi o bl 3isS sw Redirect |) Lo gU 9o ol as wuldasS g9 s @AJ/JLZJJ o oml s o aS ghiles
PS50 |).>,-| |) Cl.ol.':)._; J&Jg(p.us ww JMP |) u|)>9_».u |).>,-| o)lg.o.m U UJ| as
Get Imports = 9 pui; wsw |, IAT Auto-search aiu;S 9 ouds (sw |, OEP. oS (sw 5L |, Ju8 ImportREC U o,lLgs V>

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Ie:'xlearn'xgeneriu: unpackingitargetshorientunpackme. exe [000000DC4) .ll Fick DLL |
Imported Functions Found
B advapid2.dil FThunk: 00060818 MbFunc:5 [decimal:5] walidvES | Shaw Irvalid |
E comct3Z. dil FThunk: 00060830 MbFunc:2 [decimal: 2] walid YES |
E gdid2.dll FThunlk:0006033C MbFunc: 4D [decimal: 77 walidvES ‘ S hai Suspectl
E kernel32.dll FT hunk: 00060974 MbFunc:8C [decimal:140] valid:YES =
E oleaut32. dil FThunk: Q00E0BAS MbFunc:10 [decimal:16] walid:YES
- shell32.ll FThunk: DO0B0BEC NbFunc: 3 [decimat-3) valid YES
E uzerd. dil FThunk: 00060BFC MbFunc:A3 [decimal: 163] walid YES i
E winrmm.dll FThunk; 00060ESC MbFunc:1 [decimal:1] validYES
- winspoal.drv FThunk: 000B0E 34 NbFunc: 8 (decimat 8] valid YES w| | | _Cearlmports |
Log
rva; O00G0BEC forwarded from mod:nkdlldll ord: 0007 narme: BHG etlastwin32E mor -
rva; JO0B0E BN forwarded from rod: nkdlldil ord: 0163 narme: BHR estorel astwin3d2E rror =
Clear Log |
Current irporks:
L [decimal:12] valid module(z] [added: +C [decimal:+12 i
189 [decimal: 441] imported function[z]. [added: +1B39 [decimal +441]) ]
I&T Infos needed —————— — Mew Import Infos (IID+A5CI+LOADER) E |
OEF IEIEIDE?'I B0 [&T AutoSearch Il =197 IDDDDDDDD e I|:||:||:||:|-| Fl1a,
About |
Ry [00DB0S14  Size |00000718 7 Shld v S sekan:
E it |
Load Tree | Save Treel | Fix Dump ||

L=>l5,S o Invalid |, Lo gulgs 51 U 95 aS (suldasS ol ug ... >...comd Valid bo &ilgi (swoloi HU ol Juin w0 aS jghilos
owl oo

135S Ll [ 0l 9.0uS GauSad 1) 595 000 wols Juld Vs>



Generic Unpacking = F

dumped__exe has encountered a problem and needs to
cloze. We are zorry for the inconvenmence.

[f wour were in the middle of something, the information you were warking on
might be lost.

Pleaze tell Microsoft about this problem.

YWe hawve created an eror report that vou can zend to uz. We will reat
thiz repart az confidential and anonyrmous.

To zee what data this error report contains, click here.

Debug Send Error Repart || Dan't Send |

Caguds (o JSaito 1 @by 155 5 5 s JSaite pisw b ouiS 5L OIlYDBG s |, bl el g

6 Bad or unknown Format of 32-bit executable file 'Ei\LearntGeneric Unpacking Targets! Orient dumped _ exe’

1L b olassain 5l Sy Ug>...SL>...0llyAdvanced .SV U (sui>aiS Ll cowys | Juld 2lgi csos OllyDBGSawis (s
Aol acaly JSiw

[ PE Editor ] - E:\Learn\Generic Unpacking\Targets\Orien\dumped_.exe

Bazic PE Header Information

—
E ntrwPoint; 00027 1e Subsystern: 00 J 5
ImageBase: 0040000 NumberOfSections: | 0005 _ save |

1]
]
]
]

Size0fimage:; O00aA00 TimeD ateS tamp: | $IFCITCS & ectiors
B azelfCode; 00001 00 Size0fHeaders: | Qo0ao400| +
BazelfData: 00001 000 Characteriztics: | oF
Sechondligrment; lm Checksum: Iw ﬂ TDoC

Filedlignment: 00000200 Size0f0 ptionalH eader: | 000 Qﬂgmpare

1390 03l Liwlos osui Sl L Sl iSow swlos U oy |, Sections aiy;S

MHame W0 ffzet WSize Fiffzet FiSize Flagz

bzz 00001000 000&E000 0000 00gaaaan E0ooaasn
.packed 000&Ca00 0002000 000 E000 Coooaa40
N[ 00032000 00002000 00032y00 2000 Coooaa40
Joader 000a2000 0000s000 0002800 0000s000 E00oaozo
nackt 0003000 00002000 00030810 00002000 E000aas0

ol ol 5> GiSow ol 39 o >l LB ul (sidg aS caowl abdls 1 Csaw,ysl sauds wliw (Virtual offset was=o)Voffset
5508 G ,ly8

Gl 39390 LB U515 55 GuisSaw ol @S caowl (sowdl oauds wliu pd (RAW Offset wasso)ROffset

RSize U VSize g.wwwl iy ROffset L VOffset Vgoxo



Generic Unpacking

oSow j9b ax. o al (so 00 5ol 95 & RSize g ROffset )-_l_x_ii.o .bss ¢ iSiw 55 3w o YU Jugai 5> aS jghilod
:3wjs |, Edit Section header aiusS 9 05,5 cawl, SIS uisSow

[ PE Editor ] - E:\Learn\Generic Unpacking\Targets\Orien\dumped_.exe

| [ section Table ]
Marne WOFfset

. 0 0
packed 000&C000 0002000
JTEIT 00034000 0o0og000 Q0034000 hex edit section
Inader Q00A2000 0000&000 Onaaz2000
.mackt Q00ea000 Q0002000 Q00asoon load section From disk,

save section ko disk

add section header
wipe section header

T

truncake at seckion skark
truncate at end of section

split
unsplit

Edit SectionHeader ]

— Section Header

| Ok I
M arme: I sz
Virtualdddress: Qaaaaaa

YWirbalSize: Q00BE 000

R awOffzet: I DOo0oooaa
FawSize: I Qo0aoaao
Flags: [ Eooooosa | .|

I, OK aJS V>...(6B0000)aus Virtual size U ul,u o |, Rawsize ;laso 9 () + + +)asS VirtualAddress U 1, |, Rawoffset laso
23S Ll L i o,Lgs Vg 0,055 Wi U sy |, Save aiusS 9 i |, Sections o,y 9 dwis

hitp:ffwww.tutsdyou.com/

': COrien 2,11 UnPackMe

If ywou unpack it please write a tutaorial & mail it to...

keddyrogers@buksdyau, com




an Generic Unpacking 2> F

Scripting in OllyDBG

o=l 03 Sl gt Jds pued A wl (sdaowl ewingi @l 0L @ A sl OllyDBG > (seugs woySawl 0L

(Step over).as> (sw plzl F8 adS aS auS sw ) )8 ulod jgiws ¢l <-- STO.)

(Step int0).ad> (sw plxl F7 0dS aS 1S (s | S8 vlod jgiaws ol <-- STLY

(Run Program)..uS (sw F9 3dS aS 1S (s L) )18 wlod jg5i0ws il <-- Run.Y

59 csw 03leiwl 3,8 Lsw 518 oslaiwl 3,90 wa,Sewl J3Is 55 aS jusie Ko Wy Sl giaws il 5l <-- var. ¥
.2,138, Hardware Breakpoint aslgi (sw ,9iws ¢l U <-- Bphws.0

.A,138 Comment (swols Gl Sol> awlgi (sw sgiws ol b <-- CMT.$

(CTRL + A)..S s 35Ul | oisSw So saas <-- an.V

390 s 03Dy Gilos elew S Giwlos Sl jeiws ol 51 <-- Msg.A

g oo 2 wuySowl 5l jeiws ul U <-- Ret.q

39 (s 03kl S (s Jlgw 18 51 @S swolsny Jawlos Sy <= MSGYN.) -

A0S wols 393 L 5l swilgi s Hgiws ol U <-- dpea

S adlol ODBGScript ¢SV s Log o, @ |, (sileMbl auilsi (swo giows il b <-- 10g. Y

5.5 |, (MessageboxA Jio)uols &b o sl 3wlgs (sw ygiws oul b <-- gpa. Y

(Return till user code)aisS (sw ALT + F9 Sl 1S aS .S s |, s,I8 uled <-- Rtu. Y

S oy 38 5o | oSloanis pasie Hgiwd Milgi (sw 95w ol <-- Findop.10

5,138 _sw Breakpoint <-- bp.\ ¢

S s S Mo,y ol Slas,u,lS Csawwgr ww,Sowl 5 giwd oul adlasS s Mov jgiaws as s,18 uled <-- Mov.\V

Jgiowd

DS s | cwols b wlgi (s jgiiws ul L <-- ASMA

bl aU iy wlswogi 9 Whgiows JolS o U9l Cows U Sl i 03ls S>¢S puogi Su L wlhgiws ol 0,U,s adl
S Whgiws ol 5l w3 Gob 53.(YF U A wlxen)isS as>lyo wwl s9>90 Script instroductions oU ay Attachments > as
g svliiny Lowsy ODBGScript w3,9 5> wwl

ol b 5l asil od 9 aS oy |, OEP wlgiy obd aS ouwugiy wuw,Sowl S5 Orien Gusey Ju8 o Sl pudles> s lxul )5 b

*/

Orien OEP Finder & Dumper
Author=AmirGooran
E-Mail=Amir7687@yahoo.com
/*

Var Path // piS (s 25 ueio Sy sgiws o0l b

Sto // pis o LF8 3uS

Sto // pij s |, F8 auls

Bphws ESP,"r" //0,138 _sw ESP jiwu=>, ,laéo g, Hardware breakpoint on access <,
Run //F9 3JS siled. ouS (s Ll 1) aoliyy jgiows oul b

Loop: // Scewl=S Imp EAX jgiws puuw U puxlw asl> S

Sto //pi3 s |, F8 S

Findop eip, #FFEQ# //05,S _sw jmp EAX jgiw> Jlis @y

Cmp $RESULT, eip // Sp5,S law |, seiws Ul

Je End //p9, s End o> a4 05,5 lagy | sgiws S|

Imp loop //asS (s lay aolsl Ulized asl>ain law jews ol S|

End: //x] G il @ ca,Sowl jMp eax giws wani 1w 5l dsy

Sto //pd5 s F8 aulS

Cmt eip,"This is OEP ;)" //This is 0ep :ouugi (50 Lyl ol Sol> Lanyopdam, OEP @y Lxiyl 5s
Mov Path,"C:\Dumped.exe"// 0,8 sw C:\dumped.exe w5l U by |, Path .o

Dpe Path, €ip //0,:5 csw wwols i 5l

Msg Path//eds (s Jiwlos 55,8 @ pley wieo @ |y piiwliS 1) oaui waols L1 aS suls Gusl

100 CSawl o Gl



Generic Unpacking

Morphine

508 1 oani Sl Jild painSew ol 55 9 55Lw e Memory Map s 3ua> uiSow Su Sy o2lawS 56 OllyDBG s |, 5 5,90 L6
LS oslaiwl ESP > 5l owlei (s OEP (u8l Sluads sw

93,135, Hardware BP on access o ESP jsiws>) ,laéo So) 5 a9 35S ;i ESP jiw>; Hlaso U awiyy |, F8 oS LU s
fawm b F9 auls

e Bad or unknown Format of 32-bit executable file 'E:lLearn)Generic Unpacking) TargetsiMorphineiUnPackMe. exe'

Ol 32> GuicSow Sy, 9 05,8 Decrypt | L1 OVl 8,0 aSil Ll au...Soas 0315 pley ol il L 1uS Jlgw cowl Sow
3951 plery ol B 2wy b OK S © vl aisbuw |

| Hew dump [ Dizaszenbly

1w,y OEP a, g sgui Ll RET Lgiws Gaawyw |, F8 adsS U aux

Address Hexw dump Oizassembly

CALL DWORD PTR DS:[4F=214@1

JE SHORT @E4F11CE

21
4F11CE

CHLL 884F1
JE SHORT 8@

4

(iS5 03Lasawl OIlYDUMP SV 51 38,5 waols S1u).3unnSs waols Ll 5l Vs
((ccowl MYOY by RVA sy OEP)awS 5L |, ImportREC o

Imparted Functions Found
- 7 FThunk:00003100 MbFunc: 16 [decimal 22) wald:H0
- ¥ FThunk:0000315C MbFunc: b [decimal:5] walid:MO

- ? FThunk:00003174 MbFunc: 7 [decimal: 7] wahd:MO

- ¥ FThunk:00003134 MbFunc:1 [decimal: 1] wahd:MO

28 IMportREC L Sl ulild 5l (5SuowsS oslaiwl Sy 5l ewilgi cswilgsl WSS Caw)s S|, 261 oanw Redirect gilgi (swolod
9 Plugin tracers a_iu;S 9 05,5 cawl, SS9 2y |, Show Invalid auu;S © .5,S adlol .8\ ol @ Ulgi (sw aS cowl Guod



Generic Unpacking

wiewd | LS ol Moyl 59>9 o 505 S ol gilgi US,S o> Sy aidl).as |, Morphine IAT Repaier aiysS Guw

Imparted Functions Found

(® pady ol

A

Invalidate Functinn{s} -I'-I

Disasserble | HexYiew I:I

Trace Levell (Disasm) ”

Trace Level2 (Hook) ":'

Trace Level3 (Trap Flag) - ]

Flugin Tracers FElacknos

Advanced Commands k SvkplAT ~
ohsidumIaT )

Zuk th

ut thunkgs) rll

Delete thunk(s)

Maorphine IAT Repai

Expand all nodes execryphor
Collapse all nodes ASProtect 1,22
asprl
OEF IEIEIIJEI'I 154 IAT Aute  aepr

T —

Infos [IID+ASCIH+LOADER]

100 Size IEIEIEIEIEIEIEat

rcndls adlg 359>9 Sl ausS Guiz sl acwlu | o8 ol SSI

Imported Functions Found

Teddy Rogers f SnD Team 2006

- kernel32. dil FThunk: 00003100 MbFunc: 16 [decimal: 22] validYES
-ole32 dil FThunk: 000031 5C MbFunc: & [decimal:5] validYES
-nleaut32 dil FThunk: 000031 74 MbFunc: ¥ [decimal: 7] walidYES
~ugerd2 dil FThunk: 00003134 MbFunc:1 [decimal 1] walidYES

This is a Morphine 3.5 UnPackMe

If waou unpack it please write a tukarial & mail it ko me... 1)

|

1S GuSud | eols Ll V>



Generic Unpackin

SPLayer

1S 5L OllyDBG s |, aol

[€] File Wiew Debug Plugins Options ‘Window Help

Paved (@4 %] w 0] w38 ¥4 W] + L[E[M[T|W[H|[c[/[K[B[R]. |5

Addres= i

JHZ SHORT BB425FES

Hardware breakpoint on access S, ESP o>, )laso Sg) od a2 9 1S s ESP > jlase U o | F8 adS [L aw
Lo agio Lxigl 55 o 035 o b FI S asy 900,138 (5o

LOOFD SHORT GE42EF03

JHZ SHORT BE42EFES

ip5) o b F9 S 308 [)LSh i s ol Sgi s> su

o3 o [y FI 580 LLSo s Siux pd Ll



Generic Unpacki

JB TCOZARZE

JA TCSZARZE
JHME FLOZARZE

JB SHORT FLo237824
JB TC9ZARZE

CALL vC2372Al

JE TC9ZAARZE

JHME FCO4EREF

w5 oo | FI 5805 LSS B o Sy od il
CALL FC9372A1

JE FCY2HAZE
JHE FLO4EREF

CALL vC9837E3

JHE FLO4ERSS
JE FCO4ERSS

JHE FCO2AREA
JHE FC4ERDD

CALL ERX

503 LSy o Siax pd bl

LOOFD SHORT @84 735655

LOOFD SHORT @@473cc@

LOOPD SHORT @54 7I6EE

o wols. oy sISuie LS5 OEP (a8 5l a=s.59, (s OEP @y o> aS Uiy Syoiwlss (s aS 591 (sul> Ulod iyl ol
PSS 0 puiSd 9 oS




Generic Unpacking - For Newb

PeX

9 ODBGScript aiy;S PlugIns Sgio ;5. 0usS 03leiwl cug,Sewl 5l ouwilgi (o OEP (a8l Slyu.auS 5L OllyDBG s 1) ,das 5,60 Jud
S bzl | (wewl >9>90 Attachments s),bb5 5,60 w)s.wl.XU)J Run Script Cl.u)S [grisew

o ruse v peEpdy FIdgins o PO s Wy meip

JJJ JJ Jﬂ JJJ el JJJJJJJJJJJJS

UnPackMe

=TS kmMmm

OL

&1
[EDI]

© .5)9lu wows @y wusdgo U |y OEP aiuwley v ,Sowl ayaus aS jghiles

333 Ja o)

> s plil iws w)e0

EKICREI Jﬂ HJJ = ) ) ] )

98486888

ESP
ESP
ESP
ESP
E!

E*

ESP
ESP
ESP
ESP
ESP

406001:550 (s aS puiS w0 Sy Wdlol @ | Hlass ¢pl.cowl Hl3a 406000 ks L Entry Point

406001 :ug, s LSl ol U 9 w5 o |, CTRL + G 3dS V>

L3S w9 Breakpoint ausS 03,5 cowl, SuS). 00,8 Lo Hardware breakpoint on execution S Gw,sl ol Sg, 0 Vs
3¢ (o @dgio il 3 aolippwsS s )=l FO L |, aoly as 9 (0w sw |, Hardware on execution



Generic Unpacking > For Newbies

| FIe  view  UeDud  Fiugins  UpOons  window  fep

i S 007 .8 3
F AL| ' .ERH 3 1 . E

AE4E60E]1

L=l FO U |, axoli, 9 ou)lisS (sw Breakpoint ul g, 51 aS 5,15 59> (0auis osls Olin Gadd L) IMP jgiws Sy i owlb b s
Louaw; o OEP @y oo |, F8 0dS ,U > _Sl VI>.500 (swo @8gio MLS Breakpoint aS (sul> )5 bo asl,y oS sw

o rhe ViEwW  LeEUUY FIOgines s LY IR LN IEL Ry | [ 6]

opdollsd EE OEP

3l olsiwl ) OEP ¢l yuglai > 0)audu aoly @ |, RVA o 5 |, OEP.oS >l |, ImportREC g.00,,50 waols L1 51 V>
e 9 (2SS LSS gio



Generic Unpacking

=¥ Import REConstructor v1.6 FIMAL (C) 2001-2003 MackT/uCF

Altach to an Achive Process

Ie:'ﬁlearn"«generic unpackingstargetsipestunpackme. exe [0000095C) ;I Fick DLL
Imported Functions Found

&=- 7 FThunlk: 00003064 MbFunc: 30 [decimal61] walid:NO Shaw |rvalid

[+ 7 FThunk:0000315C MbFunc:5 [decimal: 5] vwalid:N 0

-- 7 FThunk: 00003174 MbFunc: ¥ [decimal: 7] walid:NO Show Suspect

[= ? FThurk: 00003134 MbFunc:1 [decimal:1] walid:NO
Lo e 00003194 ptr: 00406434

Auto Trace

Clear Imparts

Log

|&T read successfully.

[

il L

Current imnports: Clear Log
0 [decimal:0] walid module(z)
48 [decimal: ¥4] imported function[z]. [added: +4& [decimal+74

[4& [decimal: /4] unresolved pointer(s]] [added: +44 [decimal:+74]] E
— lATInfosnesded — — Mew Import Infos (ID+ASCI+LOADER) Optians
0EF [o0001128 AT AutaSearch | R [00000000 Size [O0C0DCES

About

Rya |000030G0  Sige |0000013C ¥ Add new section

Load Treel Save Treel Get Imports Il Fix Diump Il

oo, 20l oauw Redirect ,0s (s Lol aiswa Invalid ledly sl 51 s, aisaws Invalid o gilgi (swolos L o S ghilos
3w s |, Disassemble/Hex View aiu;S g 05,5 cawly, SWS &b 3l Soy w55 sigai

E =it

AR LEI NI AR IRR LR IR IR, Syl JRIRy PRSP Ry N L[ R TR Iy =[N

- FThunk: 000031 5C MEFunc: 5 [decimal: 5] walid:NO
- FThunk: 000031 74 MbFunc: 7 [decimal: 7] walid:NO

Disassemble | Hex\

Trace Lewvell {Disasm)
Trace LevelZ (Hook)
Trace Lewvel3 (Trap Flag)

Log

Plugin Tracers r
Advanced Commands r

Zut thunk(s)
Deelete thunki(s) nter[z]] [added: +44 [decimal:+74])

Expand all nodes

Mew Impaort Infog [ID+451

Collapse all nodes
e Ve rerrnibinS arch Il =1 II]I]I]I]EIEIEID Size
S IEIEIEIEISEIEEI Size IDDDDEI13E v add new sed

Load Tree I Save Treel et Imoarts || Fiw Murnn




DISASSEMELER / HEX YIEWER

Generic Unpacking

$D4DE48A Jump YE45052R4 A = user3Z dl1l/01DD  MessageBoxd
0040542 F inc eax

00406430 pop ==

00405431 inc eax

00405492 imnl ebx, [edx-7E5]  ZGEA3I03E
O0405499 sbb al, [ebx]

00405498 e

004054390 out C7,al

O040549F test [edx+8E50C4686] bl
O04064hE shr byte ptr [edxteax*zZ+74],54
0040&54AE test [eax+DBEBCE0Z] ,eax
004054E 1 push =ax

O04054B2 test =ax,2111920E

004054E7 inc ecx

O04054B8 woy =di,43BC31EF

004054 call =ax

004054EF inec edx

0040640 sub eax,ebp

O04054CE adc al, i

O04054C4 imnl ebx, [ecx-21] , EDEFETED

| | [oonsase [~ OpCodes | HexView x|

Redirect gulgi ;b a > V> Lg3>.cwl oai Redirect .U oul Gug.d9, o MessageBoxA a, o iU ol duiw s aS ghilod
CousS LS | oo

LB ol ShuewsS oslawlcasS cow)s |, 36l eanw Redirect (sSslw @y aS (sslgi wilgi (s aS IMPOrtREC bl 5l ouilgi (s o
|, Trace level 1 (disasm) aysS g 05,5 cawl, SUS Jugai diilod Vs ogui pazuiw &ilgi (swloi U s |, Show Invalid a3
RV

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

le:'xlearn'xgeneriu: unpackingtargetshpestunpackme. exe [0000095C) Pick DLL

Imparted Functions Found

1

A B

Show Invalid

o Show Suspect
Invalidate Functiongs)

Disassernble | HexWiew

Auta Trace

Trace Levelz (Hook)

_____ Trace Leveld (Trap Flag) Clear Imports
Flugin Tracers 3
Advanced Commands r
IAT read succes ~

Current impaorts;
0 [decimal:0] wali

4 [decimal: 74 iq

—— |AT Infos needed

OEF !EIEIDEI'HEB IAT AutoSearch Il

Rva (00003050 Sige |0000C13C

Load Treei Save Treel Get Impaorts II

Zuk thunkis)

Clear Log
Delete thunk(s)

Expand all nodes

[

ecimal +74

Mew Import Infoz [ID+45CIH+LOADER]—
Rid, | 00000000 Size |DDDDDDE4

v Add new section

Fix Durnp ||

Collapse all nodes

O ptionz

About

E wit

1330 |, Show Invalid aiu;S o,lg> V>



Generic Unpacking

4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process
Ie:\learn'&generic unpackingtargetzhpeshunpackme, exe [00000350C) LI Pick DLL

Irmparted Functions Found
5 Shaw [revalic
Show Suzpec
- rea: 00003100 mod: kernel32.dil ord: 0032 name: ClozeH andle = I Auto Trace
-y 000031 04 mod:kermel32.dll ord: 0050 name: CreateFiled,
-~ rya 00003108 mod:kermel32. dll ord:00B 7 name:E xitProcess
o pea 000031 0C miod: kernel32.dil ard: 0108 name: GetCommandLined, bt Clear [mports

Log
e 00003138 fanwarded fram mad:nkdll.dll ard: 0307 name: R estorel asfain32E rar s

Current imporks: Clear Log
3 [decimal: 3] valid module(s) [added: +3 [decimal:+3]]
44, [decimal. 7 4] imported function|z].

=

[27 [decimal39] unresalved painterz]] [added: -23 [decimal:-35]]

——

._S\S._J_ Sy, )J‘upcpw l.zs )l.bg_..u \SL) _bb 9 Awud >k &1|9.; o_bl.o.aSlJ &leo.!_w Valid L &Jlg.: )'| o iy (w0
13w |, Disassemble / Hex View aiu;S 9 05,5 cauwl, SIS Invalid gilgi sl

DISASSEMBLER / HEX YIEWER E
rFJD4DDDDD dec ehp
oo400001 pop edx
oo40000Z or al,[eax]
oo400004 add al, [=ax]
oo40000& add [eax],al
oo40000%8 add al, 0
oo400004 e
oo40000c Ty
0040000E add [e=ax],al
oo400010 rol byte ptr [eax],0
00400013 add [e=ax],al
00400015 add [=ax],al
oo400017 add [=ax],al
00400014 add [=ax],al
oo40001c add [=ax],al
0040001E add [=ax],al
oo4000z0 add [=ax],al
004000z 2 add [=ax],al
004000z 4 add [=ax],al
00400028 add [eax],al
dj IEIEI#EIEIEIEIEI [ DpCodes [ Hex'iew Ll

5L Ll pwiles (oo puig. 3l (seBly &6 Sy lgi (swod &6 ul G510 (ol Slizo gud Caowud ol SIS...Sauin w0
e o |, Cut Thunk Q.uﬁg 03,S ol SIS LIS ol Slyuparu Gw



Generic Unpacking

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Ie:'xlearn'ﬁgeneriu: unpackingtargetshpestunpackme.exe [00000350C) LI Pick DLL |
Imported Functions Found
el Show [revalid I
|
Show 5 b
Disassemble | HexYWiew wl
Trace Levell (Disasm) -
Trace Levelz (Hook)
Trace Level3 (Trap Flag)
Plugin Tracers » i wl
——  Advanced Commands k
] Log
| Cut thunk(s) dll.dll ord: 0307 name:RHR estorelastw/in32E mar |
EL Delete thunkis) Clear Log |
i-‘f Expand all nodes +3 [decimal:+3])
m Collapse all nodes 73 [decimal-35]]
1T Infos needed Mew Import Infos (ID+45C11+LOADER) Hlgirs |
OERP IEIEIEIEI'I'IEB AT AutoSearch | ’:‘l'v'l.":". IEIDEIEIDEIEIEI B ||:||:||:||:||:|-| EE o

Do s bl (IS gud (v 0aui wols L18.awuS (o puSud | wlings oaui wols il o ol 5l asy



Generic Unpacking

PeCompact

13w |, F9 1S 9 15,138, Hardware BP on access o Ol ¢Sy, 5 A=y S uaei ESP i,

- [UPC= main thread, module ntdll]
. File Miew Debug Plugins Options  Window Help Tools  Cus

Pased | B %] W[N] S+ H| 4 A o)

Address Hern dump Oizassembly

a0 b F9 S 808 LSy oowia ntdildil Juls s oI

JHE FCI4ERGF

30 FO S pwind (xilod o098

Hddress Hern dump Disassembly

1 F9 pa 5L

Dizazzenbly




Generic Unpacking

L ow ) OEP V] G BYSSY) F8')L§b.k}ug.>3) o OEP D Caw)d Yy cﬂl

330 Jo o))
5158 MOV EAX, XXXXXXXX o ygiws Sy 50 bas udol 5y aSiul od Ol.s,ls 59>9 OEP (8 sl,s PeCompact UPSaR0 g Sy

oS s 1oy | 595 (w0 OEP @y aS IMP EAX jg5ws il Jas a5z oug 0 XOOXKXXX Gyl @ Lo JS1s)ls

HUUL == ncs Judinp UiosdoseEnridLy

: 18,0 00473B68 s @ Lyl MOV EAX,00473B68 Js! jgiws

Address Hex dump Disassembly

1w,y JMP EAX 90w a4 U (S Scroll)auew owl @ S)lasoe Gwge S5, L V>

1AsS Lp?ng b b QQU)49 Jﬁﬂqu BP UTuSs)_H U D) (S0 OEP qql) U>)91*ub QHI



Generic Unpacking

© puw; w0 OEP a4 F8 & L V>

.20 |, Imports

& Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process
Ie:'xlearn'xgeneric unpackingtargets\pecompactunpackme. exe [00000DF3) LI Fick DLL

_PikDLL |
R
Bl
[[Audo Tisce |

| I
:
Erian)
[
e

Imparted Functions Found
[+ advapi32.dll FThunk: 00060704 MEFunc:S [decimal 5] validYES el S haw | revalid
E'I comct32 dll FThunk:0006011C MbFunc: 2 [decimal: 2] validvES
E'I gdi32.dll FT hunk: 000607 28 MEFunc: 40 [decimal: 7] validYES
E‘I ? FThunk: 00060260 NbFunc: BC [decimal: 140] valid:HO S
E'I oleaut32 dil FThunk: 00060434 MbFunc: 10 [decimal: 18] walidES
E'I ghell32.dil FThunk: 00060408 MbFunc: 3 [decimal: 3] validvES
E'I ugerd2 dll FThunk:000E04E S MbFunc:A3 [decimal: 163) validvYES
E'I winmrn.dll FThunk: Q0060778 MEFunc:1 [decimal: 1] validYES

EI winzpool.dry FThunk: 00060720 NbFunc:8 [decimal 8] validYES

Show Suzpect

Clear Imports

Log

AT read successiully,

1

Clear Log

Current imparts:
16 [decimal: 22] walid module(z] [added: +16 [decimal: +22]]
372 [decimal:832) imported function(z). [added: +372 [decimal: +882

[BilE

(118 [decimal: 230] unresalved pointer(z]] [added: +118 [decimal; +230]]
— AT Infos needed———————— Mew Import Infos [ID+A5CI+LOADER]- Hption:
OEP [000271B0  IAT AutoSearch || Rya 00000000 Size 00002438
Rya [O00E0I00 Size |00000EZC ¥ dd new section =
Load Treel Save Treel | Fiz Diump || i

&lgi 5l Sl U Gl asdypuS (o )y | Invalid g S5 0. wcwl Invalid o gulei 5l Sslass awiy (sw aS jghbilos
13w |, Disassemble/hex view aiysS 9 05,5 wwl, SdS 05,8 Llkil |, Invalid

Imparted Functions Faund
=1+ 7 FT hunk: 00080260 MEFunc:8C [decimal: 140] valid:NO

[ ptr:00E 40000
~rea00l Invalidate Functionds)

Disassemble | HexYisw

0Dl Trace Levell (Disasm)
copealnl Trace Level2 (Hook)
o0 Trace Level3 (Trap Flag)

Plugin Tracers »
Advanced Commands »

| IAT read succd oyt thunkis)




Generic Unpacking

ISASSEMBLER / HEX YIEWER

mDE4DDDD wovw eax, YCEOL7EE S = kerneliz dl11/01EC/GetSystenTime
OOE40005 qup eax

OOE4Q007 woy eax, 7CE0ATD G FF = Eernel3f dll/016B/GetlocalTine
OoE4000C Jmp =ax

O0E4000E wov eax, FCE1I0EEL 0= Eernel3E . d11/015F/GetFileType
O0E40013 Jup eax

OOE400L1E noy =ax, 7CE01EEE S = Eernel3f dAdllO01AD/GetStartupInfol
OO0E40014 Jup eax

OOE4001C mwoy eax, 7CE1ZF1D S = Eernel3f dAdll/0108GetConnandLined
OOE400E1 qup eax

ODE400z3 wov eax, 7CI3TA40 = ntdll. dll/0354 /Do llnwind

OOE400ES qup eax

OO0E400Z4 wow ea¥x, YCE1ZA09 ff = kerneliz dl11/0E97 /BaiseException
OOE400EF qup eax

OO0E40031 woy eax, 7CE1CDDA FF = Eernel3f dAll/00B7 /ExitProcess
OOE40036 qup eax

OOE40038 woy =ax, 7CE01ELE FF = Eernel3f dAdll/0347 / TerminateProcess
OoE400:3D Jup =ax

O0E4003F wov eax, FCE0991E = Eernel3E. 411 /00F7 /GetACE

O0E40044 Jup eax

dj IEIEIE#EIEIEIEI [T DpCode: [ Hex'iew Ll

|, GetImport aiy;S 9 05,5 wwly, SUS yugai dilod Guy.9, (o GetSystemTime gL @ @8ly 5> IAT I Guw,ysl ulSawin (o

R ]
DISASSEMBLER / HEX YIEWER E|
OOE40000 wowv =ax, 7CE017EE £ = e
OoOE40005 Jup eax -
Bl Get Import .
OoE40007 wow eax, TCSOATD 4 £FE OleE/GetLocal Time
OoOE4000C Jup eax Copy
OOE4000E wowv =ax, 7CE1I0EEL fE= OlEF/GecFilaeType
OOE40013 Jup eax
OOE40015 mow eax, 7TCSO01lEEE FA = kernel3f. dll/01AD GetitartupInfol
OO0E4001A Jup eax
OOE40010C wow eax, TCE1EF1D FA 0= kernel3f dll/010A GetCommandLined
NNRANNF1 A aaw

5l oy wdg. oS o) 1) Ll aod S5 S pudles SS1owS cow)s |, oanw Redirect gilgi ausy owilgi (o bo waiyi uod @
(pssS oy i peod U | 1l YA b 0g=).590 (o i8S Lo

|, Lesl PeCompact wg >.59 s (soi s> Ld (suimly oul @ aS 30ke (oo wwydl 95,001 05,8 oy | Ll aod aSiyl 5l s
PeCompact a ol J=I5 )5 wg5...Spamopd =S 51 © s GetProcAddress gl g wl.cwl 05,5 Redirect ool 5l 55 aud iy
GetProceAddress gL 1lgi csw aS 5,15 359>9 (sinuld &b Ol 53.006S (sw Redirect |, gilgi uSMy ol U aS 5,15 59>9 uSW Sy
w0 a0l @ |, GetProcAddress gl Guysl 9 4SS (s SuS Ll Gw)sl 95 Ul S, 5 .S Redirect Sy aid iy 09 U |,
S (o S | 393 Gaols LB pd a2 9 2l

30 Ja o)

So Jds paod au.5,.8 o | Lo ey Lol (sie—w ,LS PeCompact > Invalid gulgi ws,S FiXedbiw s aS shilod
@ |, (ccewl s9>90 Attachment Js1s ) cp,Scwl a=s 9 250 |, Run Script @638 aww 9 ODBGScript aiy33 Plugins Sgio 5> o
1D Aol

Commen t

o dump Dizassembly

(268 SL L b BP (swolod Guizad. sy b 1o aiyS



Generic Unpacking

MSG ODbgScript

\ ? ) Is IAT is correck?

L Yes ][ Mo ][ Cancel ]

:(o,ls JSiino IAT 0g=). 3wz |, No aus

ODbgScript - Input request

Where is Start of Imparks? (R, You can use ImportREC to Get information ;)

| |

60100 )__Jl).g RVA >y E9) J.zo‘p._q_).__p ImportREC > qs)glml.omchzS IAT €9 v J.zo wy) sw Lo )| ;uJ)S_wl

0ODbgScript - Input request

What is size of IAT?...You can use ImparkREC to Get information ;)

| |

ousS Lo >)|9 |) )|_L6.o oD oD Lo o« E2C :.L_J_gg ww IMmportREC...Sosgs jaa> IAT )JLuJ V>

MSG ODbgScript X]

W1 J IAT successfully Fixed 1)

L 8] 4 ][ Cancel ]

1w | OK oS

MSG ODbgScript

\ ? ) Do wou wank ko durp Eargety

L Yes ][ Mo ][ Cancel ]

13532 b NO WS )90 Gl 5u€ 53 9 Yes audS 5,80 caols Jubd 5l auslss (s S|

ODbgScript E3

- | ) Script finished




Generic Unpacking

:3.S 5,lg IMportREC s | &ilgi o,Lgs V>

Imported Functions Found
- advapid2. dll FThunk: 00060104 MbFunc:5 [decimal:5] valid:YES

- comicH3Z2. dll FThunk: 000601 1C MbFunc: 2 [decimal: 2] valid:YES
-gdi3Z2 dll FT bunk: 0006071 28 MbFunc: 40 [decimal: 77 validYES

- kermel3Z dil FThuak: J0060260 MbBFunc: 8C [decimal: 140) valid:YES
-nleaut3Z dil FThunk: 00060434 MNbFunc:10 [decimal 18] validYES
~shell 32 dll FThunk: 00060408 MbFunc: 3 [decimal: 3] validYES
-ugerdZ dil FThunk:000604E S MbFunc:A3 [decimal: 163 validYES
-winmm.dil FThunlk: 00060778 MbFunc:1 [decimal 1] validYES
-wingpoal.dry FThunk: 00060730 MbFunc: 8 [decimal: 8] walidvYES b

[

1S GuSd | 393 wwls L Vs 26l oasi wow)s ilgi (swolod U ol

http:ffwww.tutsdyou.com/

": PeCampact 2,79 UnPackMe (&l Options Enabled)
If wou unpack it please write a tutorial & mail it to. ..

keddyrogersi@tutsdyol, com




Generic Unpacking

ExeShield

psS osleiwl Memory Breakpoint I (si>l, @ pilgi o o ExeShield ;> OEP (8L iy

o> Sl 5l aes pilg cswedian Blail aoliy 5y (sullas aSliugs...S 0,138 Memory Breakpoint U =S s aS i 10U Jol
I, Uns s L8l Blasl aoliy 55 (sullas 531 owsSs OllyDBG @ 3uU Jol Lun. 0,138 Memory Breakpoint Llcsbisdl Blail aolyy s Uas
1 uo Exceptions woowd 5,lg 9 2w |, Debugging Options asy;S Options Sgio 3.9 wdgin Leilod 55 9 S0 >,

= Debugging options X-|

Commands I Dizazm I CPU | Hegistersl Stack. I Analysis 1 I .&nalysisEI .-“-‘-.nalysisSI
Security I Debug I Ewentz Exceptions | Trace I S5F= I Stringsl Addrezses

™ lgnore memany access violations in KERMWELZZ

|gnore [pass to program) following exceptions:
[ INT3 breaks
[ Single-step break
[~ Memamy access violation
[ Integer division by 0
[~ Inwalid or privileged instruction
[ Al FPU exceptions

[™ lgnore also following custom exceptions or ranges:

DO000004 A Addlast exception |
00000005 -

00000096 Addrange |
00000GEF

QEHEPHFH.-’:'-.EEHH'_WHHMN » Delete zelection |

" | aK. I Unda | Ear‘u:ell

FOU |, aol,ng asm |, OK oS Yis.ng i wadgiooslidl Blail Uas aS (a=8g0 55 aoliu U ay,layy 1) 1 S (swolod Jugai 1iilod
1S =l

L V> U930l (S0 Ua_'>)L>_._> LJ.;J) oD U .\)l.U >9=>9 ol as JJ|9.'> S0 |).9 |) Lsx.w)bi L_zi;_:_|)b Lo Cl.ol.i)._! BVSTURRE V) qs)gjmtoﬁ
Memory S ygasi diilod 9 iy |, ALT + M sla aJS. 00,138 Memory Breakpoint aol s csdol ¢aisSow Sg) 0 owilgi (s
)la%0 text iSew S, 0 Breakpoint

Actualize

View in Disassembler

Crurnp in CPLU

Durnp

Search Chrl+E

Set break-on-access Fz

Sel pioin
Set memary breakpoint on write
Set access

Allocate Memory

Free Memory

Zero Memory

Durnp Memory-Area
Foad dorane o rernes




Generic Unpacking

(auls @S5 o 1, Shift oS b Uas 03,3 5, Slyeostsl Blasl Uas ol s wg=).awiz |, Shift + F9 slawls pa V>

Pased B4 x| W[N] w4 ¥4 Y| + L|E[M|T|W/H|C|/|K|B|R[..|5]
-

CALL &&4

CALL @B481368

¢ SHORT B&48185E

Be4a1342
© pyol 59,8 OEP ;3 s bo dpis 50 @S ghilad
s plxl 1) o3V SlaylS g sy aoliy @ |, OEP0s,S =1 |, IMportREC 5 4,50 wawols J1l6 51 V>

o e e e e B  —————]
Attach to an Active Process

ehlearnhgenenic unpackingtargetshexeshieldunpackme. exe [00000333] ;I

Irmparted Functions Found

B 7 FThunk: 00002000 MBFunc:1 [decimal: 1] walid:NO 5

© e rwa 00002000 ptr 001 B36A 0D —
-- kermel32. dil FThunk: 00002008 HbFunc: 8 [decimal:8] validYES St
[+ uzerd2. dil FThunk:0000202C MbFunc: 7 [decimal: 7] walidYES —

| &

Log |

| —
i3S 9 05,5 Cawl, SLUS Ul Sy, 5 CowndlS Ug >y sISuine (sdgcoani Redirect bo gilgi 51 (sSu dwiws s aS glailod

© 9 paxiiwo bo bl &1L U euwiz |, Trace Levell (disasm)
s o bl lSine 2ud (v Lo 01 Sl J8ouiS (o uiSd | loses 00 qaols Jil6 o V>



Generic Unpacki

Crunch

ws— Hardware breakpoint on access . ESP >, jlaso Sg,y 0 pod d=scdiS i ESP > jlase Gy |, F8 oS U
s dgio iyl 5> poedn; o ) FO 3udS 9 ay)liS

weds e b F9 S0 LS,

CALL DWORD FTR DSz [C468A0C]

© pudsw, OEP a, ,Lul
DS (0 puSd 9 1S (s Lold o (sISiio S0 ol 5l asy



Generic Unpackin

Acprotect

Hardware <o ESP >, jlado Sy, PushAD jgiws 5l a ey w885 i (5o oy (su>l, au Acprotect ogs w3559 ,5 OEP
© .5, 0 OEP @y |, Lo aS Jouwsy (s csmivy 4w F9 1S 055U i 5l s 9 00,1385 Breakpoint

Hardware <o ESP >, jlado Sg) a9 59 L=l PUShAD jgiws U oy |, F8 audS U 0.0usS |)=1 OllyDBG s |, anl
13w | F9 adS ey 9 2,135, |, breakpoint on access

23 b FO oS 580 ,LSeasdl (swov cswols Blasl L]

1332 F9 o2 1305 LS,

Fauszed

S F9 &,



Generic Unpacki

:F9 pa 5L

LOOPD SHORT @

: F9

3 F9 &,



Generic Unpacking

JL SHORT B

JL SHORT @@

30550 ol Jud 5l as 9 sy OEP a4 U ayisy |, F8 LU Suisg, v OEP @y pudiann iy ol
335 plil [ o3V Usbo sl g aud aoliy @ |, OEP.2S 5 |, ImportREC V>

% Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Aftach to an Active Process

Ie:\learn'ﬁgeneric unpackingtargetshacprotectunpackme. exe [00000B D) LI Pick DLL | ‘

Irmported Functions Found
rea: 000600 D3 mod: uger32. dil ord: 00E 4 name: Findwindows, | Shaw lrvalid
o 1y 00000 DC moduzer32. dll ord: 0010 name: BringwindowT oTop

vz D00B0DED moduser32 dil ord:D0F 3 name: G etdsynckeyState
- rea:J00E0DEA mod:uzer32. dil ord: 0209 name: weprintis,

- rea:JO0B0DES ptr:00473E 4B
vz D00B0DEC maod: uzer32.d BC name: Loadlcond, Auto Trace
vz D00B0DFD mod:uzer32. dil ard: 0 ame: SetCursor
vz D0DB0DF4 moduzer32 dil ord: 01ALC g Swindaw
- vz D00B0DFS mod:uzer32 dil ord: 0084 name: D efFramePracs, | Clear Imports

Show Suzpect

Log
rva:J00ENBED forwarded from mod:ntdll. dil ord: 0163 name:RtR estorel aztwin32E mor A

Current imparts: Clear Log
B [decimal:11] valid module(z] [added: +B [decimal:+11]]
1819 [decimal: 441 ] imported function(z). [added: +1B9 [decimal:+441

[1 [decimal:1] unrezalved pointer(z]] [added: +1 [decimal:+1]] Eg
————IAT Infos needed——— — New Import Infos IID+ASCI+LOADER]— Options
DEP IEIEIEIE?‘IBEI 14T AutoSearch I =077 IEIEIEIEIEIEIEIEI Size I__EIEIEIEI'I 478
About
i IDDDEDBM Size IDDDDDNB v Add new section

E wit

il R

Load Treel Save Treel Get Imports II Fiz Durnp Il




Generic Unpacking >

5L odsl o (six>).s,ls 399 Sl sSla J> ol (sl &G il Shhy.caowl oani Redirect bo gilgi 51 (8Su dwiws s aS ghbilod
oslaswl ImportREC > Trap Flag w.ebB 5l pdls > (5o Lxinl 55 ool cwl oSow s ol iU aS o0 wi> psawlss
Sl sdes 55 gy ol © 595 5o xS @y @319 55 sl Gl A4S S (w0 agio Lo dwgy > Thread <y (8155 b IMPOrtREC. oS
Lesl &b ImportREC aS (53,60 ;5> IMpOrtREC b8 0l U ablilén Sl aS 1555 59>9 0b (uld,Sh aadlads v wle> b,y
AGS G L0 S, L o w1 Ulasgs alblBW 1S aslsl Thread

Thread ol @ 10lgs (sos IMPOrREC. 3l oaui wdgio OllyDBG ,5 [ aoli ). kS L=l JolS seb ay |y aoli, OllyDBG s |l
1(AS oo Kid Az, 9 1S adlol

Teddy Rogers [ SnD Team 2005

AN

This is a ACPratect 2,0 Build 2006.03,10 UnPackME
anki Debug Enabled

If waou unpack it please write a kukarial

ug.ai Jislod. A |, Trace Level3 (Trap Flag) aiu;S 9 05,5 caowl, SWS Ll 5,90 &b Sg,y 50 IMportREC s V>

rva: EIEIEIEEIDDE mu:u:l user32 dll -:uru:l 0010 name: ErlnngndDanTDp
rva: DO0E0DED rod:uzer32. dil ord:00F3 name: Gettspnck.eyState
rva‘EIEIEIEEIDE# miod:uzerd2. dil ord: 0209 name: waprintfd,

2 phr: 004 79E 4B

rva.EI[ Invalldate Function{s) name:Loadlcord,
readl  Disassemble | Hexiisw harne: 5 etCursor

rva: 01 harme: | 2window
rea () Trace Levell (Disasm) harne: DefFrameFrocd,

Trace Levelz (Hook)

Trace Level (Trap Flag)

HIIM'DDDEDDI Plugin Tracers 3
Current impory  Advanced Commands r
B [decimal:11
1B9 [decimal:|  Cut thunk(s)
Iﬂml Delete thurkis) r
|  Expand all nodes - Mew Import Infos [I1D+ASCI+LOADE
Coll Il o
OEF Joopzr _-7eFeE <7 T07ES | Rya 00000000 Size [DOO0T47

— ol mma - L= .

128> paseis | ol g asswsles IMpOrtREC s (sw 505 pgai 5> aS jghiles

[LUNSIR AN R R QLR IR REC L 1N
rva: 000G0DDE mod:uzer32. dil ord: A0E 4 name: Find'Aindowd,
rva: D0060DDC mod: user32.dll ord: 0010 name:BringWindowT oTop
rva: JO0G0DED mod:uzer32. dll ord: 00F 3 name: GetbzpnckepState
rva: JO0G0DE S mod:uzer32. dil ard: I:IEDE! name: wsprlntf.-’-'-.

rva: JO0G0DEC mod:uzer32.dl u:uru:l D1 EH: name: Lu:uau:llu:u:un-’-'-.
rva: DO0G0DFD mod:uzer32. dil ord: 024E name: SetCurzor

rva: J00G0DF4 modiuzer32. dil ord: 01AC name: s\ indow

rva: J00G0DFS mod:uzer32. dil ord: 0034 name:DefFrameProcd,

Log

Current imparts:;
 [decimal:12] walid module(z) [added: +1 [decimal:+11]

5l aoliyy ol aS h=awpy pwis duwswslys (sw pd Olisgs | gg090 ¢l aidl).ongs MessageBoxA gilg ;> Lo oaw Redirect gl
&L ol 130380 35>00 (sl iz 00 wdl gulgi ) aS (s> 5.058 (sw oslasiiwl pley iwlos S|y MessageBoxA g,
(.aowl MessageBoxA 1L Lisolao oaoi Redirect



9 s Ll (sUSiiie gud v oaui Sl b aS i cswednS LuSid | 593 oaud wwls 1B V>




Generic Unpacking - For Newbie

NoName Packer

390 L= @l b iz | F9 oSS 5U (uSW, v OllyDBG s |, ol

.Zowl Anti-Debug & ¢l Gag-ai (s 03l wlascccals 51,8 OllyDBG 5l g, 5> Ll aS (sedg0 pley cul...S0mw sw
19w 5l a.59 gl> @ ;8595 j9b @y awliy Uawyy |, CTRL + F8 Sla audS 9 4SS w)licwl s, 1) awli

I, Caound ol Sladas U au,l38, Hardware Breakpoint | ks oul 51 565VU las aissgai csw > 0046BB43 ks 5 olewy oul pan
Sldas Vg oo La,S) Ug>...SoiwliS (F2 ads)software breakpoint L= 1uS Jlgw caowl (Sow.0umS (s S i <85 b
[, INT3 giw> OllyDBG we=. 00,135, Software breakpoint S o ,SI JuJs Gwod @ (Self-modifying)uds (sw ,usi 9, Ugxisng>
Software ;| La&,S,; 5,60 55 guw.ad> so Don't send axol,, 9 o0ui JSoiwe 5= Self-modifying wldoc ;5 555,068 (sw adlol
S SU L Lslus,S o)liowl S L) anliy aS (sedgoinsS (sw oslaiwl o ,S1.0uSs oslaiwl breakpoint

Lpug (s e9gie il 53,0555 ) FO aulS 9 S wyliwl ) | aoliiog>

HE4EEAEE DEBS C
4




Generic Unpacking > For Newbies

oy b ol a0 B oy | F8 0udS L i

FIR4EEE 1E
HE4EEELD| B

03,5 55 Shy GSW 5L oalevog>nes o 5y Slus sl Vlad &L Gl G394 o =1 IsDebuggerPresent g,b o> ¢l 5>
5SS |, OllyDBG g amlos suS OllyDBG sla Plugin auigy > |, HideDBG.dIl S W... 08 (sw oslaswl (uSMy 51 Slos (sl ¢l
L=l 1) a0l 9 amis ) F9 3dS asy 9.a.50 |, HideAll aiy38 Luuw 9 HideDBG auy3S Plugins Sgio 5> VsauS 5U 0,Lgs 9 3y
D9l (S0 |)>_| Q\J.S._uw Cud SV Cbol.i),_u )LwI,\uS

F8 1.dS U 3b...S 00,138 Memory Breakpoint b =S Lol. oS oslaiwl Memory Breakpoint ;| owilgi (s OEP a3 sl w9>
o138, Memory Breakpoint ass 9 g Decrypt JolS job @y S U oug,s sl> @ il

oy Al ul @ B aygm o> @y jaal F8 A dS L g 05,5 w)liwl ) | aoli,y

8]0 =) ) = O
=T I ] [E :

E PTR [5]

Actualize

Yiew in Disassembler

Curnp in CPLI

Curnp

Search Ctr+E

Set break-on-access Fz

Set memory breakpaint on write

Cak amrace

DS w0 USad 9 S s ol e s Siine 505 a4 ol



Generic Unpacking

NoName Packer 2

1500 (s w@8gio il 5> @olyu.awis |, FO oS 9.00,138, Hardware Breakpoint on access

SjX] w|N] Bi¥ i M| =3 LIE|MT|WIH|C|/|K|B|R|.
Disazzenbly

JE SHORT B

SHORT &@

Py ol @0 U o | F8 auds LU Lle>

1S ausy pin U oudiy axobl ) aoly F8 U wowl jups Gay.cous 59290 il 55 Sl Slaas bol...auiwl Lo OEP 1L Il




Generic Unpacking

i 9 il (oo LSy (s iS Lsw oslaiwl Stolen Bytes v bl 5l Sy ol iy oal-syls Hh3 il 55 bo SaaS ulw..Sawis v
L) oo oaunyd S b WU b...SowS HS ax Lb Vs...a6S o Ll ,30s suls 55 9 5505 (v lawl 51 L Lo o ssulawl 295w
sl ueai Gul 4 S S0 U SuewsS Jsiie Giudol Sl a9 ou)ls 0 il

o=y US,S (sJs Sl 0048ED41 ks U 0048ED3B bg s 5l wljgiws ¢l Gy 53 aS diiwd bo 020 009555 wljgiws ¢4l
o Aol slol SasS @ |y Lo od 0048ED42 s )5 aS (siiny 9.504r (s oslaiwl (Ul 55 j80 Slalaso wsls l,8) Stack
1ol G giwd Lw Hued bo 0aui 005> Sla wul 83lg 5> Guw.3,lu Sl gud aS ed NOP wlygiows.s

0048ED30 55 PUSH EBP
0048ED32 8BEC MOV EBP, ESP
0048ED35 B9 07000000 MOV ECX, 7

1390 J> pd JSiio (il U oS (s adlol aol
OF &
DD Hfollicwe. BA4SESDE

FLISH
MO EEF, ESF
rMoU ECH

CALL aa4cB01S

New aiu;S 9 05,5 cowl, SS b ol Sg)y . cawlziul pd lo OEP Guxy.5)ls 51,8 48E9C8 las 5 o jgiws sl wg> V>
pud) s |, origin here

cwl 18 aS el (sas oaids Wliw EIP jiwn>, Ug> 9.485 (sw uwesi | EIP jiwu>, ,laso New Origin Here aiy;S :zuogs
© pud> i |, S Vb b=l gy pilsi s i) ol s b o.sgio >

L 9 (8E9IC8)ad aoliy au |, OEP.2.sS 5U |, IMPOrtREC YlscounS oo wunls wlobld 51 OllyDump xSV, U od 32 o
> plol ) J>1he

en—

MHew,

Rva |

|AT Infoz needed
QEF IEIEIEIEE q9Ca [&T

R, |00092018

Load Treel Save Treel |

oS g I IAT 9 pugain S @ cows Ulodgs b . dsS oy o,y | IAT asuuwleis IMportREC sy (sw aS jobilos
pusS law |, Jump Table pwle U FF25 3u6S i g o |, CTRL + B SlaaydsS OllyDBG o, )5



Generic Unpacking

Enter, binary string to search for,

ASCI | =

LMICODE |

HE= +02 FF 25|

v Entire block: il LI

[ Caze sensitive ak. Cancel |

1330 |, Memory Address a5y33 Laww 9 Follow in dump a3 9 03,5 wowl, SIS pd V>

Backup
Copy
Binary
Assemble
Label
Comment
Breakpoint
Hit krace
Run krace

Follow Erter
Mew origin here ChrlHGray *
Go ko
Selection
wiew call tree Chrl+K

Search For
Find references to
Wigw

MO

Copy bo executable
Analysis
Help on symbolic name  Chrl+FL

Detach Process

Process Patcher
Analyze This!

Asmzilipboard
Biookmark

L9l ows @ | TAT ULL g g9 ol siprpun)S Iy | IAT Cuiyi ool @

Commen t

o8> (s | wleMbl bhad g o> (v w9l gud il Gungepsls guogi | IAT sl cows @y adyb Jud Sla Jlio 5> oo



Generic Unpacking

IAT Start: 493164(RVA: 93164)
IAT End: 493854(RVA: 93854)
Size of IAT: 6F0

Sl Jols VoS uiSad | 395 000 ol o6 o geawizs |, Get Imports aJS ¢ 1S s,ls IMPOrtREC s |, wleMbl ol Vs
1S Ll | 395 oo

dumped_.exe - Application Error H

@ The application failed ko initiglize properly (0xc000007k), Click on OF to terminate the application.

(Rebuild PE)owS J> I, JSuiwo puilgi (s 0ami Sl Juld 0,l9> il U Loy (sISuino Lolesgis cswoi b=l Jyd
o oslaiwl PEID | g5 Slyy el 5o bol oS oslaiwl wowlgs Ulads aS 51331 o055 50 5l puwilgs (oo J11 0,Lg> uizlw Sly

1S Joc 505 0905 3ilod 90348 U PEID 5 1, 5o 5500 J1B S ol ShiowssS

Bl L ML Y ST
Maorphine 2.7b (beta)
PEZHTML
PEID Genetic Unpacker
Pack UP¥ Plugin by Bob

08 s Quick Ch3um

v PEID 0. 94 Rebuild PE

File: |E:lLearnGeneric Unpackingl TargetsiHobamne Packer 2idumped_ exe IE Resource Yiewer v1.02
Section Tool +1.02

. . Send spy

Entrypoint: | 000SE9CS EP Section: | treal Shring viewer

File OFfset: | 000BESCS First Eytes: |55,5B,EC,E9 Urits browser
Unpacker for F5iE w1.33

Linker Info: | 2,25 Subsystem: |WinZ2 GLI Unpacker For LIPY
Unpacker for UPaolyi

|Barland Delphi 6.0 - 7.0 verA 0.15

| Py I | " I | ot I | Abot | | Euit I ¥M Resource Editor

ulti Scan ask Yigwer ptions ol i Voda's Procass Patcher
[ sStay ontop eCrap oep verify
rormal Scan
Deep Scan

Hardeore Scan

External Scan

1330 |, Rebuild a8 on V>

Rebuild PE by KDK {20 May 04}

[ Tiny DOS stub (12 bytes) Rebuild
[~ wipe .reloc {only for EXE) Ecit |

E:\LearniGeneric Unpacking’ TargetsiMokame Packer 2i¢

1awS bl ) Ll o,lgs



Generic Unpackin

8 Feuer's HFO File Maker v2.2 - DEMO
MFD File Insett Language Wi Help

[ NFOType 1 | MFO Type 2 | File_id.diz | NFO Options |

Enter your name: | |

M ame of program: | |

Supplied by | | Felease ype: | |
Cracked by: | | Pratection type: | |
Packaged by: | | Releaze size: | |
| |

Releaze date: | Operating S_I,Istem:|

Feleaze iIMFO:

A el S gud v B LU ol



Generic Unpacking

JDPack

9 >l @by U 3wy b FI S a2y 9 48 5L OlYDBG > | ki 2,90 L6

Command: I

Too long [recursive?] SEH chain
I

5 Start CE

& JdPack

@ Genetic Ling

® 39-d s >l > slux 9 398 (w0 Sl OllyDBG > (sisew @ 5k 3590 Jold 3 s @S sghilod
(39 w0 >l 505 od 393509 15 55 b gz e Slys (sl ol aS padize oo 1 ,d). bl Slus swl S ool wla
d=>15 55 aoliyn Loy [ ALT + F2 oo dS.cowsd d> ol SO atiimod ... Spuin L 0. SouiS LS ax ub Vs.oes

1268 Ll 590009 393 8,b 5l | aoly Vs aswy OllyDBG

Gooran_Ware

"‘-l., This is a JdPack UnpackMe!

If wau can UnpackMe write a kuk! ;)

S sw Attach « OllyDBG U Ji1 ¢l acwgyy o V>9300 Jawgi aoliy 0s)S Ll 5l asy
oS (o Wil | Uloyas 3590 awg,y A= 9 oy s |, Attach aiy;S File gio > OllyDBG s
Select process to attach

Frocess | Hame W indow

Fath

€ ||l

| Attach I Cancel I

Ao Awgyy 4 Ui |, Attach a8 Vs>



Generic Unpacking

| [ —
.File Wiews Debug Plugins ©Options  Window  Help

Bl x| wn] wi ¥ A A i=
Fadrezs

136S SIS 5L 95 Wbk 5,90 auwg,y e, 40 9 A |, Executable modules aiysS View Sgio > V>

qons  Window  Help

File version FPath

K| W0y B E 48 W] %] LIEM|T|WH|C|/|K|B|R|:|S] IZ|E7]A

Hex dump Dizassenbly Comment

s 5JUT @3S b iz |, CTRL + A slaauls

Pased [ X] »[I] B3 ¥ ]

Address Disassembly

s sw wbaw |, gl S MessageBoxA g L.s)ls | aS by s Guod 9 000w aisigy MASM s o aolipy auwis sw aS jghbiles
00401000 k> S0l o L (ool uiSow 5 b gl Lo OEP uwg.dgis (s @i ol EXitProcess g,b b as 9
AS GuSi8 oD Ay 9.3, weol> 18 51 V.05 |, New origin here @3S ¢ 05,5 cowl, SUS 00401000 ks Sy,



Generic Unpacking

XXPack

g Visual C++ L Delphi ;s Lo axoby asSil uo,98 L.owS oslawl (sauugs aoli,n ul; il 5l pwles (s OEP (58l sl
(~0aciw )= MSVBVMG0.dIl 58 Ug=oiin asings aS Sy Jlgiug 5). 00wl oanw

U9 pusS 1oy |, OEP sy g 0u,l35, Hardware Breakpoint on execution <, GetModuleHandleA g,U Sg, ,— puilsi (s lo
g0 sw I>l GetModuleHanldeA &b (s> 9 C 5 OEP S (sSus3 5> Vooso

GetModuleHandleA : 1.uS b 9.0 |, CTRL + G slaads

Enter expression to follow

GetModuleHandle] |

Vit /AP ok | Cancel |

R,
i Dffset

13w | F9 adS Vs.o65 |, Hardware,on execution aiysS usw 9 Breakpoint aiy38.05,S cawl, SIS a2 9

CHLL GetModu leHandleR

GetModu leHand LeA

L, F9 1S aail oudlys csoo Lo @S i S ol iatgaiil NUll 10U x0bly ol.canol Kernel32.dIl Ll ,s Pmodule el

H VOWSVE CSV] VR VIR W3V

GetModu leHand LeR

s SWaS syls b oy b ALT + F9 1S Vs ausles (s aS canud csulsilod el Guigecanol NUll i,y Pmdule ol el 55
gy Ulosg>

CALL DWORD PTR DSz

CALL B@4:

w0 OEP 395 @ a2 g swinws | 4l (s OEP Sla (sSu537 5 @S oalgs plw b gy YU @ S,lnie.cowl OEP Sla aSusy bl
:.X__LMJ_)



Generic Unpacki

CALL DWORD PTR DS:[4e8A0C]

2SS9 9 ((awsSy L8 ol LOrdPE b e 5) 205050 wols o8 51 A=y 9 3550 |, new origin here aiysS g 05,5 caowl, SIS V>



Generic Unpackin

MJoOT MIV InfoViewer

Ay INT3 jgsiws au b ooz |, F8 adS 5L V.S 5L OllyDBG s |, aoby

O T

o5 aol> 0,%iy @59, o SEH Handler iU @ Uas a4 Ui, 5l a2y aoliyu.sg.i (s INT 3 Break slas jl>s b oul 5> aoly
S

BP as LS\._J_L_?)) L S |).>,-| F9 lJ |) CLOU)._IS .L}_)I.K._J Brekapointb.‘> UJ| S9) ».D9) S\ 417F3D k> V] Un> qu lJ Lo Cl.ob)._! U

AE417F30

ewy by cul U awds aslsl F8 L | aol,y JIs



Generic Unpacking

LOOFD SHORT ©841FFD=

LOOFD Sk 1 BBE417FO=S

AA4 1 FOE

5 F8LLS
Fased [ B4 X] w1 Wil 3E] $H 0 ] »f LE[M[T|w/H|c|/|K[B[R]..[S]
Address Hed dump Dizassembly

9 0359 UPX g38lg ,5 ,Sy ol pu-n,05 ,108 UPX sl s aS el (sibgiows gl ab®51361 (swoi iz sb | locis wlygiws ol
o Sl 1, Jule UPX Unpacker S U 9 0058 s waols L1 5l lwod...S oS S ax Vis...50) 0aui S, Kiws ol Entry point
© pusS

(.39 @l TAT U.ayis |, ReBuild Import @38 S.5). 40550 wwls Julé 51 OllyDump .S\, L

e diilod 9 auS 5L Peid s | ousid,S ols aS (LB owS s Sl ) Ju1 PeiD 3y b paweoas Sy UPX L Lo Jy16 V>



Generic Unpacking

PEID Generic Unpacker
Pack UPY Plugin by Bob
Quick Ch3um

Rebuild PE

Resource Yiewer v1.02
Section Tool w1.02
Send spy

File: |E:'|,Learn'|,Generic Unpackingl TargetsimIo0T MIY Infovieweridumped.e II‘

Entrypoint: | 00017030 EP Section: | mIv Skring wiewer

File OFfset: 00017080 First Bvtes: |&0,BE,00,00 Units broveser
Unpacker For FSG w1,33

Linker Info: 6.0 Subsystem: | Win32 GUI Lnpa Far L

Unpacker For UPalyy
Verd 0,15

%M Resource Editor
oda's Process Patcher

|UP>< 0.89.6 - 1.02 [ 1.05 - 1.24 -= Markus & Laszlo
| MMulki Scan | | Task Wigwer | | Options I | About I |

I Stay on tap

Marmal Scan
Deep Scan
Hardcore Scan

External Scan

S 50 | eonw Sl LB

@ CRC check Failed!

o b aol,y vas Ll Sol>cowl oo S, iws LB aS sopss SS9 1S (s S> |, Giusgs> CRC aoliy dwiw (s aS ghilod
oSy WL LS ax Vsass o | pley oil 9 5,55

L (oo Sy JB)slol JuB3...S059) a> S8 (slol CRC aS s U Jglouds yuusi |, Ju1 CRC. PeiD .S\ L ouilgi (s V>
2SS Joc pgai iiled g auS 5L PeiD >

e e m mmemy

PEZHTML

PEID Genetic Unpacker
Pack UP Plugin by Bob
9 Sum

£ PEID v0.94

Rebuild PE

File: |E:\LearriGeneric Unpacking| TargetsimIo0T MIV Infoiewer\Infolisw: II‘ Resource Viewer v1.02
Section Toaol w1,02
Send spy

Entrypoint: | 00017F19 EF Section! [mly Skring viewer

File OFfset: 00003119 First Bytes: | 68,30, 7F, 41 Uniks browser
Unpacker for FaG w133
Linker Info: |€.0 Subsystem: |Win32 GUI Unpacker For UPX
Unpacker far UPaly
| Mothing Found * WG]
| = I | — I | = I | T | | = | %M Resource Editor
UIEl SCan asi ewer plions oLl Xl Yoda's Process Patcher
[ Stay on kop eCrap oep verify
Mormal Scan
Deep Scan

Hardoore Scan

External Scan

BE4BSE40FE63452 402 FESED 1 S0ES5296




Generic Unpacking

S, Ksws a>gi0 Aol i ol U Lgoudd (5w ymi | 393 000 Sl Ju18 CRC bo.ewl 32AA643F Lo (slol Ju1 CRC Ly
135S Joc pugai diilod 9 3uS U PEID | ooni Sl o6 Vs.nguin Juld vanw

Advanced Scan
CRC32

Decrvpk DEF

Decrypk LIPXShit

EPZcan

1 ExtCwverlay Plugin by Bob

InfoViewer .exe =

mped, exe

File Compare 1,03

Fix CRC 1,01

Generic OEP Finder

ID Ta Texkv1.02
Krypto ANALyzer
Marphine 2,70 (beta)
PE2HTML

PEID Generic Unpacker
Pack UPY Plugin by Bob

Cuick Ch3um
Rebuild PE
npacking) Targetsimlo0T MIV InfoVieweriunpacke: IE Resource Viewer v1.02
Section Tool v1.02
— Send spy
EP Section: |unpacked String viewer
| ] First Bytes: |55,88,EC,51 Linics browser
| Unpacker For FaG w133
Subsystem: |Win3z GUI Unpacker For UPE
Unpacker For UPolyx
Verd 0,15
: : #M Resource Editor
WEr I | Cpkions I | About I | Exit I Voda's Process Pakcher

Mormal Scan
Deep Scan
Hardcore Scan

External Scan

$309.a5 Aiilod 3y | FiX It a6usS 9caudd (5w yuai 32AA643F «a, |, CRC o V>

CRC32 v1.0 by Gelios  [X]
CRCS: | 1B4BE30C

Mewe CRC| 32A88543F

| Fixitt | [ Done |

[ Backugp Old File

[~ Owerwrite mode

II unpacked exe

94w Ll sISiie gud wsv 0duis Swil Ll aS s cswedwS bl | oans Sl Juld Ll

333 Ja o)

A.AASLS\.OCUI)LZJTB)M@OCRC)MR}Q}BM%L})Jl}S)DMLDqsu_uJIUJICR.C)AQQJkSI)J)gJ)J'>‘0|)
o ol ploy ol b sy |, F9 1S, 0uS 5L OllYDBG s |, (ws,ls JSoiwo ol CRC aS)ors Sl Ll



Generic Unpackin

8 CRiC check Failed!

5 ples ool b oz |, OK 1S as g.0ugb Back to user wJl> s,ls bz [ ALT + F9 g sg. wdgio aoliy b iy |, F12 2lS
D9 UM
CALL <

CALL <.

JE SHORT

CALL <JMP.%USERS2.MescageBoxA

U U_J|)5/|-_a_w| O_L_';)*gpﬂ.o..a_'i‘b)b )l)..§ 100014D8b>).\ as iy as Cowl Ao bas asld )'l BVSUIE V. QS)QJQJLQE
Ui ol oSy Wb LS ax Vs... ougis (s 909, CRC Check Error plew U wjgo ol a5 9 55l (s3dSciie CRCidguis ol
w0 pl=ul Data.dat Jo lawgi CRC (sowp wldoc i d>gio aS jgb Ulod).0uwsS 0,035 |) 593 b g auds ;e IMP @ |,

(9.

339 Ja o)

1S 5L OllyDBG

LOOFD SHORT @@8417Fea

13wS >l FI L 1) aolyy 9 20,135, Breakpoint S, JMP EDI jgiws Sg,y 53 ol o> 3

LOOPD SHORT @E417FD3
BE4 1 7FOE




Generic Unpacking
1w |, F8 uuds LS,

JHE SHORT ©84170AS

JE SHORT B841705:
oS o3laiwl od Lxigloys,S oslaiwl UPX ws,S Syl Sl aS (suivg, Ulod ouilgi (o Guecaowl UPX (sylaiol SaasS ulewss

Hardware Brekapoint on access S ESP i) )lado Sg) 51 Ay 9 1S i ESP s> ,laso U owis osw | F8 1S LU S
13w | F9 0dS a2 9.00)135 5w

JHE SHORT @@417FEE

5y ww OEP a4 [, L JMP 00401128 vy

weldaS g, so OEP @, aS sy 5o v, aSil csusy oulon)ls 513 Lo Entry point. vy ool So) ow)d dw o aS ghilod
aowl 00 Jssio Lol @y Entry point g oauis (84,5

S (0 S8 9 1S o wols Juld 51 OEP 0S5l s

339 Ja o)

5 1.5 5L OlYDBG s 1y 55 5,60 JuldouiS oslaiwl csaugs @0l 0bs sl 5l Lo aS cwl ol OEP (8L sy ,50s J> ol
GetModuleHandleA : 3.uS b g 3w |, CTRL + G oS

&L ol So, Loy |, Hardware,on execution asy;S uu—w 9 Breakpoint asysS g 05,5 cwl, SIS b ¢l Sg, 0 V>
.2,13%, Hardware breakpoint

GetModu LeHand LeA

SaaS 55l U owiy [ ALT + F9 sSlaaudS. cowl 030 =l OEP b (sSusys 55 &b ool Vloas| Guy.cowl Null 51,0 pModule iol,L

pugin Olosgs L1



Generic Unpacki

CALL DWORD P
CALL DWORD F

Routine sslaul au U augw YU ay jwgo Lsyls 5959 L=l > o GetCommandlineA g,U aS > .cowl OEP (sSus5o 5> sl
LWy

.Zwlo OEP (00401128 bas 3w sw aS jghilos




Generic Unpacking >

Inline Patching

pailes o Lol a0l 03,8 S5S Lo (shol Bad Sl SpuS Syl pugazoe dined U558 Sl ], L1 uU ainoes U
ol Sl s aS jghilesd...Sewsy | LIS Gul job as V.. 0wss Ol ) uws L us,S S8 @y pla8l oS Sl ) J aS ¢l wgy
1 pisS alao

i8] o bo ol B Guwd @ 9 00w 2,5 Decompression Stub

L, osdeol Juld SoasSeaS ol U g piS oo a8lol |, (suldaSsg i 2, S caws 5l ksl aSil 5l Jud 9 ol (s croigs
PS50 SHS | Aol wuiyi (ul g piS o S, Sws

owld > ol Gusips 5l sSuecowVL LB o> aS S3lgo 5> Logas 1591 0,5 ws,S Inline Patch

L ol SO 0l LS ool Slu.ewsS Inline patch ous,S Sl Jud Jlo s aS |, InfoViewer.exe s oudls> (s bo Jlio Sy
@b, oo OEP @y aS 5oy 5 51 UPX ws, S Inline patch sl Vaogo o...0mS (850 [ Uloses Slaas il 55 aS oS oy
oiSow SOl g 0sSo ) LIS ol pilei (sos uy @ 0anl 5 LSS0 SIS U conwd ool Jlio ¢l 5o bol..op3)S (s osleiwl
Paaggid oiSow ol 53 1 sy o5V aS suldasS g 0uS adlol aoliy a (s>

128 Joe g0 Aslod 9 .S 5L PeiD s | aoly

Krypto AMALyzer
Marphine 2.7h (beta)
PEZHTML

PEID zenetic Unpacker
Pack IUPx Plugin by Bob

. l uick Ch3um

{15 PEID v0.94 gebuild PE

File: |E:\Learni@eneric Unpacking| Targetsimlo0T MIY Infoviewsr\Copy of T | ... Eesouicelicusint.0e
Section Toal v1.02
Send spy

Entrypoint: | 00017F19 EP Section: | mIv =] String viewer

File Offset: 00005119 First Bytes: [68,3D,7F,41 | = | Units browser
Unpacker for FaG w1,33

Linker Info: |60 Subsystem: |Win32 GUI ﬂ Unpacker for UPK

Unpacker Faor UPalyi
Mothing Found * Vers 0,15

i o - b | - | #M Resource Editor
Multi Scan Task Viewer Options About Exit Voda's Process Pabcher
[ Stay on kop f24 erap oep verify
Mormal Scan
Deep Scan

Hardoore Scan

External Scan

S 0,055 1) LB A=y 9 sy |, Add new section aiu3S 9 duwwgis | ua> uiSiw oU New Section Name ¢ ouwd >

Mem Seaiien Mg Goarar] m o0 ([ Made b Bob )

Add Mew Section E

| Search Caves

3.5 5L OIlYDBG ,5 I, 1l 03,5 alol ¢pisSew of @ aS (sbuls V>



Generic Unpacking

Faced @4 X] w[0| w4 288 W] 4 LlE[MT[W[H[C[/[¥

Hddress Hex dump Oisassenbly

L oyt ol pnsS Sl | aolisg ool Uo pudles (o Losg i (o salb 0,2 ouldeuis >l JolS seb @y ol b aws |, F9 aS

- v0.7 beta
. ~~ please register...

Please wait. ., | i L fa]d ]

G S Lzl 53,0090 4012A7 bas a5, S S)Siws 3L L xS 08 (s Ugips. s S5S Gwssel plss (o o aS sulzl Sl
.59 Nop b aS cowsd

JE SHORT

CALL DWORD PTR DS: [485E8A21]

CALL OWORD FTR DOS: [4@S58A4]
CHLL OWORD FTR OS: [48S8HE]

oo JMP 3L asS 5,05 5158 401265 b s (sdoyuis vy Su puiod 9
oS SHlSuws | wlhgiows ol pilgi (s SaS ax L Vs g
=l 1, 4012A8 ¢ 4012A7 <l 95 a5l 51,8 4012A7 ;s aS (sivy ws,S NOP Sl (susy.cowl A+l NOP.Opcode Jsleo
oS oslaiwl 4o AS 5l eilgi s LIS Gl SlyesS 90
MOV Byte PTR DS: [4012A7], 90
MOV Byte PTR DS: [4012A8], 90

o> pll 1) L8 (ol aedaSy 9 puS Joauwd sews Sy @ | seiws 95 ol pilgi (o @l
MOV WORD PTR DS: [4012A7], 9090

1 el ol b ool EB i,y IMP, Opcode JUslze...SouS IS az syls 51,8 401265 ks s aS sy ws,S IMP sl Vs
oS EB )._!l)._}

MOV Byte PTR DS: [401265], OEB
TawdlS 9w 95 Guod hsd anlyy JolS vans S,S Sy G

MOV WORD PTR DS: [4012A7], 9090
MOV BYTE PTR DS:[401265],0EB



Generic Unpackin

24 SEIE MOL WORD PTR DOS: [4812A7], SE9H
EE MOU BYTE PTR DS: [4681265], BEE

ALl |, 1S s 95 oolicwles Olis aS ouiSew ol 5l culs 53 55 2wilsi (o lospuiS @Blol |, oS ol 41B01B b s oo
Lol...35-& bl 1S ol b lois3gdr cswod S, ol aS pus,S adliol |y baS ol aS cpl.n.SowiS Ll [ baS cul ,eb ax V>
Ui)b CLolJ).g Sls ay Sy oS nSJlS.R_wb |).]a>'- UTle.ug 59, ww OEP a4 s> a CLDLJ)JMMISJ S\ l.o...('.-us)gb a>

R VS5V] |) F8.L.9.15)l.5§._:_.>9)._; OEP @, 1) g 1S |).>,-| |) b slaas lJ9| as psS 5o l.S)LS..\g)._J OEP «, >

JHEZ SHORT 86417FEE

IMP )s,ls o8 s ol SYL @S s oo 05,55 @8Lol (ieSaw a8 Lsadso Of) pid Jub (sl Entry point ;s oVl Lo
(ringd Jud coonsd 55 ol Us,S Sl 890 5 | 0080 ¢ul)-5 Lo OEP @ |, Lo (00401128

OEP e 32y 9 1S L2l |, Lo SWaasS Jslesgn OEP @y iy ol aSiul Sl ) (isipiS o SHSoawn b Giuy ol sl o o0 o>
3600 o bl b SaasS iy ol @l IMP 41B01B : apiugin 9 4SS S,8ws | Giuyy ouleos> © 5g

JME SHORT @41 7FEE
JMP BE4 1BALE

139, w0 OEP @ Lo slaaS 05, L= 51 2 @0l waiyi ool e IMP 401128 oo pussS a5 @S csuldaS 5l ass Vs

248 e MOL WORD PTR DS: [4812A7], 98906
] [0 B;TglPTR OS: (4812651, GEE




© cowl 00 S5S JolS j9b @ anliy aS aiy swdwsS L=l ) anly Vi




Generic Unpacking

Loader

aS awl iy ol au Loader LS Jgol.cawl Loader cuslw oani Sy aoliy So 0,8 S,S Sy ol i wasl, wligl a8

Loader i g (.S Decrypt JolS |, aS [S, aS (suls wsuss)doww Giusdy 3590 <l a4 bo ol JiB 5l (slas aS 1o (s i

Ly el acw oal 30U basd aolyy 0s,S S,S Sl b pusS Jud caonwd )y aS ghilod. 1S (sw S, Kiews Memory s |, Ju ol
S S, Sws

4012A7 > 90

4012A8 - 90

401265 > EB

ABEL Loader

5l Loader wslw Sl il oS (s oslaswl Ll 1) usi99,20 51 G gy Lo aS 5,05 s9>9 Saly; Sla,lzdl 0,0 Loader wslw iy
128 5U 1) aobupusS (sw oslaiwl ABEL Loader

i *ABEL* loader generator v2.31 by cOrdat “ind.

File

Detection method .
& Standard Search for window caption/class name [and what to do later): Timeout [sec]: Patch delay [sec): EI
Refresh

) windaw caption
OWindow clazs = inidow Asttarnpt ta kil it t Pracesz|D from handle ;
{1 lgnore memary faults

T arget program filename:

Choose icon:

[1afl]
Generated loader/installer filename:

’Hestole DwIJ [ Load icon ] | | [ Include simple inztaller Installer options

|
[ D file elearing File options [ D registy cleaning Req options [ Include DateF aker module Diate options

| Author name: |AmirGooran | Authar mail A |Amil?88?@yahoo.com |

| | ir?ghilgg@rocess found is the main process

Info caption: |AmirG oaran

[ Set above info a3 default ]

Patch data [active keps: Chil, Chl-L, Ctil-C, Chel-, Cirl-, Del):
R Fange |[Original bytes Patched bytes | |

wlo|~|o|om| e —

Sl

’ About learning ability ] ’ Quick usage help ] ’ ‘erzion histary ]

Sh>l o 55l ) @3S 95 ol S ,Slayls,y |, Show splash screen g Autolearning Enabled aiy3S 95 S aowd 5l Jsl
g csw o3> Liwlos Splash screen S, Loader

S wlkiol 395 Loader sl (suSul 9 3w |, Load Icon aiysS

(InfoViewer.exe)awuwugi |, Bas L UL oa Target program filename cioowd >

39 o 5 axbs U auS SIS (a0l gwl ,5)dgr> Se) 0 V>



Generic Unpacking - For

*ABEL™ - Enter patch data

Apply thiz patch:
Patch address | 407247 {0 wihile target process iz still suspended after loading
() After resurning, but before waiting for specified window

Fatch search range: (%) After loading, resuming and waiting for specified window

Patch data [active keys: Chell, Chil-L, Chel-C. Chil=, Chel-, Del]:

N 29

90 90

Fy Enter patch data here, Righ mouse click For pop-up menu. i 5
Entered patch data length: I Cancel ] ’ (1] 4 ]

3l 0,0 Sy |, 4012A8 9 4012A7 Sla el oo YU jugai 5> Jlio ShuauS 3)le xSy ) o sow iy Sd ol ales (s loow
asals 51,8 74 <ol 4012A7 bs s aS paigi oo YU ugai 53 Jlio Sy ad aolby a4 pbd | slol ol 13U uiseod. 05,5
A5 i 90 @ |, ul 3L Loader aS b

1S 3)lg pd | Sasy wul g 2650 |, OK oS

i *ABEL* - Enter patch data

Apply thiz patch:
Patch address: | 401265 () wWhile target process iz still suspended after loading
() After resuming, but befare waiting for specified window

Felil? seasi e, (%) after loading. resuming and waiting for specified window

Patch data [active keys: Chll, Cril-L, Chl-C, Chel==, Cl-, Del);

EE
< *

Entered patch data length: Cancel ] I 1].4 l

wowl 00l i) Aol 9 S SHlSiws | b ol auuwwlys (sug> @y Loader aS auw (sw.awS L=l |, Loader

InfoViewer -

File Wiew Help




Generic Unpacking

Diablo2002

ais3S Gus—w 9 New Project aiysS 9 auS Ll 1) aoli . ou5lun Loader &, Diablo2002 1591 0,0 U 5U ol Lol S0 5L S anls

dUP 2 - *Mew Project*

Patch Data | Settings |

Type Description
Patch Info
Open Project E]
Save Project
Cloze Project

Add

Create Loader

| Hep ||  #bow || Eui

. |, Save

390 Lol axas il U auS SIS offset Patch Sy, 50 (sdol axso 55 Guaw iz |, Offset Patch aiysS juuw 9 ADD aiy;S

Offset Patchdata

Target File
File: |
Old Filezize Mew Filesize
(%) Nomal File
CRC32: [ | enable CRC32 check .

altddrezgode [PE file]

[] don't check ariginal [old] bytes

Compare Files

Original File: [—] ‘ Compare ‘
Fatched File: [_]
Add and Edit
DAW Offset 0ld Byte Hew Eyte Offzet
Criginal Byte
Patched Byte

Edit | | add |




Generic Unpacking

( InfoViewer.exe).adx aoliy @ |, Bad 159l 0,5 Target File cowd > 9 205 |, VirtualAdress Mode aiy3S S

0391 Wid aS (sl (simsesdol ol 10U o). auday aolyy @ | soi aw wowl o3V aS (sule wul Edit 9 ADD aiysS sosb 5l V>
(.3,)135 |, mas cul 1L Patched Byte caouwd s g Original Byte cowud s |,

12wS alol | b ol il jsei dlod

Offset Patchdata

T arget File
File: et =t = =t E]
Old Filesize | noooase7? New Filesize | _
{3 Marmal File
CRC32: | 3zanc4aT enable CRC32 check

(&) Virtualtddress Mode [PE file]
[ don't check original [old] bytes

Compare Files

Original File: | - E]
C
Patched File: E] ampare

Add and Edit
v 1 add 0ld E A =
rtua ress ra=i=] foget !
00401247 74 '
00401748 9 Criginal Byte |
00401265 75 PatchedByte [
_ 00402553 5B :
, 00402854 4D | Edt | [ 4dd |
= D040ZE55 oc
00402856 51 [ Remove ] [ Clear List ]

MemCheck [for Loaders]
[ ]Enable MemCheck:

Memonddiess: |
Memontialue: |
It
; Ems?

(Down |

 File tolaad in Dllydbg
[ | - [Fu:ullu:uw i EIII_I,u:II:ug] [ Cancel ] [ Save ]

£33 bl pisbw cub aw vled ,uei U |) Loader LSS aSul jbls a,...505,5 )Sews 1) wob wes by asS Jlgw wowl Sow
oS 2y od b 550 ol Az poud Heuzo Ju> Guod .08 sw |, Can't open the file slas aol
13w |, Create Loader aiysS Guuw 9.0 |, Save a8 g

(%) simple loader
() loader inztaller

= oL asS ay5lun Loader S, audles (s LS| (sJg.aui50 |, Simple loader a3 au;Luw 0sLw Loader &, had audlgs (s S|
A3 |, Loader installer aiy;S. slol (3Ll Sl> 5,135, 1) Guses 9 a8 Husi |, (ol

Nag ;l s 505 9 cwl 00 Crack awly,y asS A (50.05S bl | Ol 9.0uS 0,,55 |, 593 Loader g 2630 |, OK 4JS V>
.G SCreen



Generic Unpackin

! EP Exepack

‘File Vigw Debug Plugins Cptions  wWindow  Help

Te > FHEIEE)

@ Address Book
File Edit Help

¢ Last Name " Firgt Name

a2y ol wes.cwl oo Terminate aol,y aS 1,68 (sw OllyDBG Lol...oooi =l JolS job @ aoly duiw sw aS jshilod
Vs g 06S (oo >l 1) Julbeuas aiwgyy Ol 5 9 55l (o 3a> awgyy Sueald ws,S Syl 5l ae Aol aSiyl iz S
Breakpoint. CreateProcessA g, g, od LS il e S350 (oo ) ua> alwg,y =S 5 aolyy aS owiaw 1L b...SousS LS ax

Lpug a8gio Lxiul 55 UiouiS (o L FO S L | ol as 9.0038 (w0

CALL CreateProcessInternald

pusiv Olosgs Lslol Juls Slaas sylg by |, ALT + F9 1S



Generic Unpackin

] )§|M| o.b).Sp.;.o..a.J asS 51> 359>9 sdoyuin Giuyy Sy Call EAX jgiows 51 5VU b oauiw Ll b abwgy duiw (o aS jgboilod
o=l S,y o 135 i (v A bw ud> wgy Soodguin ool Gy )§| 9390 s Ll (sded awg,u 5> Aol uingai pll Gy
IMP a4 |, oy ol s aslod.aisn |, F9 oS ¢ oS Restart |, aoli, ¢ 2,138 Hardware breakpoint on execution i,

9 pluil Linod U auds s

CALL ESI

P BE4ES552
MOF

CALL ER=

owl 0and =l (sded atwgyy weys 53 Ul Al aS s sw s | F9 oS Vs
SpuiS lawy |, OEP jgb ax V> >

SadS 9 168 IMP | Giuyy ool J8 aiilosd. oy w8gio iwod 0,l95.0u59s aiiliS Hardware breakpoint il Md wg>
B A=y 9.35,135 memory breakpoint on access S aoli,y Code uisSow Sg,y v 9.9 Memory map s,lg U aus L, ALT + M
fug bdgie il 5> U sz |, F9 auls




Generic Unpackin

o OEP au i Decrypt JolS ,9-b au oaS (s589. s wanw Decrypt JI> > Code minSow Slaas aS cowd (ul> bl
Comw 99 ywgo Lawyy OEP a4 U _UJL)SJ Breakpoint.a,ls ;1,8 S cul ;31 5> aS uld,giws Sq) 4 \_A:u.uSlS 9>, 0J9)
Py @IS ol 3l @ b gy ol

CALL DWORD PTR DOS:CEAK]

CALL ER=x

=S 5l...20,0 OEP a | o vl S0 ygicws auw ol we>(1y,13%, Breakpoint « CALL EAX g RET g JMP EDX ,giw> duw Sg,
13,0 OEP @ |) bo wowl OSow L;\JL&)g.a_wb uu.>p.u.95 W3 ClS)gJaJLoﬁ‘up .S puopd

JMP Register (JMP Eax, JMP EBX, JMP EBP....)

Call Register (Call EAX, Call EBX, Call ECX...)

Return

30905 Jiilod auS SU |, ouses aiiwliS Wié as Memory Breakpoint Vs...og>

Backup
Copy
Binary
Assemble
Label
Carmrnenkt
Toggle Fz
Run trace Conditional Shift+Fz2
Conditional log Shift+F4
Run to selection F4

Mew arigin here Chrl4+Gray *
Go ko
Follows in Dump Memory, on access

Mermory, on write
Search for i

Find references to

View Hardware, on execukion
Copy bo executable
Analysis

Detach Process

Process Patcher

1w L F9 ads V-

CALL DWORD FTR DS:LEA

BR4E=29F

HE4EZ2202




Generic Unpacki

13050 F9,%05 ,L ) 39, wsw GlobalFree gt @, as CALL EAX ol

AR4E2297

AB4EZZIF

AE4B22A2

55 w0 OEP @ I, Lo IMP EDX ,giws © Lal
S o S99 1S s ol el Lvod 99 @ (sSiie OEP o8l 5l asy



Generic Unpacking

Fearz Packer

1590 [yl @0y b awz |, F 3ulS 9,058 5L OllyDBG s I, sk 5,00 Julo

.File Wiews Debug  Plugins Ophions  Window  Help Tools  Cuskom  Languages

Teminated | B4 %] w0 ui+ 4 ] +f L]E[M|T|W]

Address Hen dump Disassembly

"-\ fEaRz Packer 0.3 UnPackMe

If wou unpack it please write a tutorial and mail it ko

keddyrogers@tutsdyau, cam

0> dlwg,y SO aS ady (sw Wil oul.cowlha] Ulized auwg,y bolioas aiuy OllyDBG J=3Is s aolyy s (s aS jebilos
Caiugy S CreateProcessA g g, ,:05,S Restart | aol,u wg s cuwl 030 >l alwg,y ol s Lo Jubd g o0 awslLw
(BP CreateProcessA : g Command Bar .SW, )5 )18 ¢l Slhy).au)l3%

Jols oS s,ls U sz [ ALT + F9 1S Vo565 (s wabgio CreateProcessA gl «Sg, » aolip.auS Ll FI L |, aoliy A
L paginy Ulosgs>

CALL 1&k

CALL DWORD PTR DS:L

CALL DWORD PTR D5:C188E4EAE]

ouwy o ul @ B auds aolsl F8 5SS U | aslyy



Generic Unpackin

CALL DWORD PTR DS: [1886459E]

CALL DWORD PTR DS: [18864593]

CALL DWORD PTR DS: 188645901

(243> auwg,y Entry Point g3lg ,3).cuwlo OEP Ulod EAX o>, Slaso OVI
ey by ol @ U agds aslsl | aol,y

CALL DWORD PTR DO5:[1@884630C

Sgy b Lo Lol..sgis (s Lzl aolueaiiy F8 ,%0s 5L S5 31 Gy egs.59.8 (sw L>1 aoliy Resume Thread g,U vanw 1>l b
Resume ) giw> ol 551 Lol oS auSed |y wuols od as 9 o0y wuols Uledyld 5l pwileis U ougis wdgio Ulodsa> auwg,y OEP
@ 9gio ) aua> oauw ausbw diwgy seg U WU bo... S oSy WL LIS ax.agi s >l JolS b @ anliyisguws )=l (Thread
g wwdgio (Aa> dlwg,y Entry point)4271B0 b s anly owsS SHI8 sussousS

: 3w |, Attach aiy;3 File sgio >

UnFackHe E:~Learn~Generic Unpack i

(o LigsolS > aidl).cowl COC by o o Auwgy st o @S sohilod
12wS 5U 1) aolyy ol pwsS s oslaiwl PUPE L1581 o5 5l ays> atwgyy Us)S wadgin Sl



Generic Unpacking

»%. The PUPE’S Team

Running processzes I Process ID I todule [0 I Mr of threadsl Frioiity &
pUpE. ExE Q0000AFC Qaoooooo Q0000001 Marmal
unpackme. exe Q0ooo0 o0 Qaoooooo Q0000001 Marmal
unpackme. exe nooococ Qaoooooo Q0000001 Marmal
mzpaint. exe Q000CES Qaoooooo Q000007 Mormal
unpackme. exe Q0ooo300 Qaoooooo Q0000001 Mommal
|brE8. exe Q000064 anooaaoo anooaaoz Mormal
unpackme. exe 00000454 oo0oo0a Qoo0ooo Marmal
wnplayer, exe Q0ooozco Qooooooo Q000001 4 Marmal
unpackme exe Q0000BF 4 Qooooooo 0000007 Marmal
agentzvr exe N0oo0BA4 aoooooon Q0000005 Marmal
witword. exe Q0000874 aaooooon Q0000008 Farmal
riadte. exe 0000260 an0oana0 0000000E Marmal
dllhast exe Qn0nne aa an0oana0 nnooont 2 Marmal
inforvigwer ene 0a0a030 S 0a000a00 0a0o0am Mormal — »

Select a process and press the right mouse button | Fefrssh || | Euit |

COC ,ul,y ol Process ID as).s,ls ;1,8 OllyDBG s aS caowl Sl atwg,y aS (s5Su.ou,l> Unpackme aiuwg 95 i (s &S johiled
CreateProcessA g, U aS Sl aiwgyy Sg)y o 3. 0iS wdgio | ya> atwgyy 13U o.cowl DOO )Jl)f ul PID as LS)ip 9 (cwl
13w |, Patch aius8 9 05,5 caowly, S (caowl D00 o LigasolS 55 OI PID aS (silod)osi slxl

Running proceszes
pLIPE. EXe

unpac

mzpair  Toolbox

unpacl  Change priority  #
brB8.e  Finglize process
unpac
wimplal  Refrech list
unpac
agenty  Close Pupe
IR0
mzdtc. Init syskem
dllbiozt. 658
infoviewer. exe

Select a process and press the night mousze b

S5l piles oo 0...58 9k ax...Sloy Luilod g 5,955 UISH Lwsgs Entry point I bo s> atwgy aS puiS S8 L b V...
I sgiws ol aS (sas ;s aoliy &8lg 55 9 1S (o Ll 593=0b slaes au |) bz S5 jgiewd ¢l osS oslaiwl infinite loop jgiws
Ol Ll 5l Juld U jouS EBFE |y oLyl sloul el 95 30U oo 1i).cwl EBFE giws ol opcode Jsleo.sgui (s wadgio 5,15
© .5,9%

(ools 505 <l 95 @ US,S gy Sy We=)Y auwugiu N? Bytes woowd s

(004271B0).asS >,lg |, OEP ,laso Direction wood s

i |, Search a8 as g



Generic Unpacking

Patching

Process:

M7 butes: IE_ E

Iunpackme.e:-:e

Bytes

Drirection:

|42?1ED

|5535

To change by:

|

= TextBox ,s.5)0s 51,8 558B ,lase 4271B0 «ul )5 wesS| pd (susy 558B oaii asiugs Bytes wuowd 5> auiy (o aS jgbiles

3w |, Patching aiy38 usw 9 EBFE :auugis Bytes

Patching

Process:

M7 butes: |2_ E

Iunpackme.e:-ce

Bytes

Direchian:

|42?1BD

|5595

To change by:

IEEFH

Patching

Process:

M7 butes: |2_ E

Iunpackme. Exe

Bytes

Direction:

|42?1BD

IEEFE

To change by:

IEEFE

390 =l JolS ssb @ @lip b awizs | F9 aS o 15,5, OllyDBG @ g suaiw |, PUPE awl,s Vs



Generic Unpacking

- JUPC= main thread, module ntd
. File Wiew Debug Plugins Opkions Wi

Termninated Eﬂﬂ ﬂm ﬂﬂ

Addres=s Hex dump

File Sgi0 ;35,0058 (5o Attach Ulosg> wa> awg,y @ Yl>.00ui 03> (swley bl oauw Terminate aoly duiw (sw aS jghilod
s ay a9y |, Attach asysS 9 asS wlxil (590 D00 Ol PID 0 yiguwolS 5> aS)aya> S alwg,y 9.4 |, Attach aiy;S

558B : 039y b vl ool M. oS Giudid aslod | b wul ool 0L Vs iwg>
wls,S 5 Jd cldb @ ) b cub ugai aiilod 9 3w |, CTRL + E slaads gy

Edit code at 004271B0

ASCI ju

UNICODE |

HE# +02 LL 8B

Eeep size

L Q. J [ Canicel ]

ool b 5l pd Vs.as |, new origin here a3 g 05, cawl, S_JS aol,y OEP So) 5 od a9 3y |, OK oS
(35S0 1,8 ool PETO0IS U lea=,5). 30 050
1S 5L ImportREC s | Jbhs 5,60 aiwg g 9.3u.S 5L |, ImportREC V>



Generic Unpacking = F

Lag

b odule loaded: c:hwindoveshapstem324pk. dil

M odule loaded: o vwindowshzpztem 321 0 dil

Module loaded: o Wwindowshsyz el aencor! 1.dl

Module loaded: c:hwindo s BE_microzoft windows. common-controls_
[5 etting azsociated mghle: done.

14T Infos needed Mew Import [nfos [IID+45C]

COEFR |EIEIEIEIEEEEI AT AutoSearch || Fri, | 00000000 e |

10000000 ol (:3,-8 s L3 ol )y Lo b aS abdls 5l (sow)sl)ImageBase aS 1,65 (s IMPOMREC suisw (s oS ghilod
as |,>.a_wl 10000000 .1, L ImageBase as )l wlSol.cuwl 4271B0 il b OEP aS puwils (swo bo...SaiSow job as.cwl
a oluwl |, ImageBase. IMPOrtREC Luy ® caunsi ,okbigl il 5 Lol.cuwl yisiny IMageBase | aoli, 5> bghas (swloi sl
can't find anything :1,65 (s Aol ,ucawiss |, IAT Auto-search aLiy;S g 3uS 3,l9 a0l 5> |y o, OEP 31 (si>.05,9] caows
© 1S oy S>> wilgi swoi aS ol (semb.owl 03,91 Cows @ oliuil |, ImageBase aSil a4 a>gi Lugs...good...

3,05 S as 51> 59>9 Sl aiy;S IMPOrtREC wlowhii 53 aS ,bls ¢l @u...S03,9] caows @y olinwl |, ImageBase |,> V>

Use PE Header from Disk

oo g 3, s |, L ImageBase g 39, (sw.36S 1w |, auwg,y ImageBase aSiul sl ay aoliyaunl ails S aisS il 3|
1wl b agsS ol S 9 e |, Options aiysS Gy S

OPTIONS 3]

Mew Imports Dizagm [Tracer L1 and Loader Analizer] Options [in HE=A]
[ Impart all by Ordinal Max Becursion |00000005 Buffer Size |EIEIEIEIEI1 i
[ Bebuild Qriginal FT

Tracer L2 [Hook], L3 [TrapFlag) and Plugin Options
[ Create Mew IAT

Time Out (in DECIMAL in 50 mg] | 00000700

Durnp File [ ExactCal [
W FixEF to OEP Tracer L3 (TrapFlag) Options [in DECIMAL)
[ Dumb Mode

[ TL3Log TL3 Max EIP

Froceszz Properties

[ Mode Cloak [Slower!) [ Usze PE Header From Disk

v Enable Debug Privilege [NT /2K.5P) .
Renomalize Exports
[ Fix Damaged PDE (win3=ME Only) [ Enable [#ing=ME Only)

k. | Cancel

Log

M odule loaded: o wwindowshsyztem 324 pk. dll e
M odule loaded: ohwindowsheystem32husp10.dl B
Module loaded: o wwindowshaystem32heencor! 1.dl

taodule loaded: o windows winsssha86_microzoft windows. common-controls_65350647 4
Getting azsociated modules done.

4

14T Infoz needed Mew Impaort [nfos [ID+ASCH+LOADER]
PR gy . |

© o aiig ww,> ImageBase )Ll duw o aS jghbilod
DS puSu8 1) 593 i1 g ey ) OEP cowndlS i (sdSiino L0 as 4 il Sl



Generic Unpacking

PeTite

Self- 5| PeTite ug > aSiul od Ul.s)ls 59 >9 PeTite sl Lols g, S OEP 38U Sl0.00S 5L OllyDBG s |, Jas 5,90 S8
w0 OEP a4 |, o aS s)g5uw> 9 1S (swo oslaswl (S wzew )5S 50U LS U ads (sw s | Gusgs sSlaas (susy) modifying
lay |, OEP. 6 Entry point g, siwliS hardware breakpoint U ouwlss csw bo.5,uS (sw ,1,8 Ju8 Entry point [> cow)s.5,

oS

2w |, hardware,on execution aiy;S usw 9 Breakpoint aiy;3.65,S cowl, SIS L Entry point tsg;)._.

lizassembly Comment

Backup r
Zopy ¥
Einary 4
Aszsemble Space
Label
Comrnenkt

D (&

ALL DOWORD PTRE C
Toggle Fz

Hit trace » Conditional Shift+F2
Run trace » Conditional lag Shift+F4
Gako 4 Memory, on access

Fallaw in Durnp » Mermnary, an wrike

Search Far » Hardware, on

Find references to ]

Wienw L4

Copy to executable »

Analysis »

Help on symbaolic name  Chrl+F1

Shift + U as 228l (v Vel abasi ¢l @b waew; 5l Jud Uns> S,)augai wadgio o,Lgs Juld Entry point ,s U awss |, F9 oS V>
(S 5, 1, ol F9

U asose b F8 oS [5LS5g, wswo OEP a4 v o Giww (l.05,5 s GauwldaS bol.wewlo Entry point ulod =l .S sw
s ) OEP V]

w—o Invalid Lo 21U 1> aS auy (s> ol | o3V J>lwo ulw 9.0 a ol ay |, OEP.a_uy |, ImportREC V>
1(ceowl 0auw Redirect)aiwl

Imparted Functions Found

- T FThunk: 00004000 MbFunc: 24 [decimal 36] walid:MO
[+ ? FThunk: 00004094 MEFunc:13 [decirmal: 193] walid:MO




Generic Unpacki

A |, Trace Levell (disasm) aiusS g 05,5 cowl, SIS gilgi g, 0 9 auisw |, Show Invalid a3

DS (0 puSed 9 S s Lols. s (S L5 Vs>

330 Ja o)

53).a,13%, Breakpoint <, GetVersion g:U Sy, . 0usS 0slaiwl (sawgi 4ol 0l ,bsbw 5l pwlss (so OEP 58l Sl
(aw54 |, Enter 1S ¢ BP GetVersion :1.uS U CommandBar
1ugin o8 slaas 55lg b oy [ ALT 4+ F9 audS. ugi wedgin GetVersion g )5 U awS Ll F9 0 dS U |, aol

CALL OWORD PTR DS: [484A551

owlo OEP ulos. 4012C0 b (suss GetVersion giU 5l VU by x> asw o aS ghilosd




Generic Unpacking

PCGuard

P 3 5503 0 b=l L iz Sl e uss)ls bl cosgazxe Ll ol aS 2 ag5).00S 5L OllyDBG s |, 5k 5,90 Jo6

(.S oslaswl Trial-Reset Jio (suld,l38] 0,0 5l awlei (s JSaio ol J> Shysgi (soi Ll losw
L b 458l o Blasl aoliy s aS (uldas o, 4ol lasuleusS oslaiwl Memory Breakpoint | owlsi (s OEP (18l Sl
» U agn b b S swled Vs g Exceptions wowwd 5)lg 9 350 |, Debugging options aiy;3 Options Sgio 5. 0uS

g w8dgio Aol Uas wslidl Blail w90

Debugging options

| Commands || Dizazm || CPU || Registers | Stack || Analyziz 1 || Analyzis 2 || .-'f-.nal_lrlsi33|
| SecLrty || Debug || Events | Exceptions | Trace || SFH || Strings || .ﬁ.ddresses|

[ lgnore memory access violations in KERNEL32

Ignore [pasz to program] following exceptions:
[]IMT3 breaks
[] Single-step break
[] Memany access violation
[] Integer division by 0
[ Irwealid or privileged instruction
[ AN FPU exceptions

[]Ignare alzo follawing custom exceptions or ranges;

00000004 Sl Add lazt excephion
00000005 =1
0000003E [ Add range ]
00000EBF
QEEDFADE . bl [ Delete selection ]
iy | ok ” Unda ] [ Cancel ]

sl ,LSuouiS Tow 1y 238l (o Blasl @by 55 aS (sulles y5T Wb VgawiS 1yl |, awliy Shift + FI U g s |, OK S V>
i bl ol boes; |, Shift + F9 S LU A go.uloi | 4381 (o Blasl aolip s aS (sulalbs
JSi ol @ B 3,8 5JUT oo |y W3S oul) iy Uns guy3T @ b iy 1, Shift + F9 3 5U A LU ol 5 2iS bl 5 1, @by

:(.\.DI))

135,135, PeHeader 5 oinSow sl Sg, ,» Memory Breakpoint S (.03 Decrypt bo (slol Jo10 Sloas aS suls =l



Generic Unpacking

actualize

Dump in CPU

Durnp

Search Chrl+E

Set break-on-access F2

Set memory breakpaint on write
Set access

Allocate Memory
Free Memary
Zero Memary

1w L, F9 odS o V>

-l‘llE! View  Debug  Hugns  Optbons  window  Help  [ools  Cusktom Languages

FPauzed

Bl x| win| wif $4 »] 4 L[E[M[T|wH|c[HE

Address

Hex dump Dizassembly

© oudaw, OEP a4 g puais a0,y (sdol uinSow 35lg s o aS jghilod
DS (0 puSad 9 5558 (s ol )l G > (izew LS ,%0s OEP a8l 5l asy..iugs



Generic Unpackin

Gooran Ware UnpackMe#1

3y OEP ay¢ ESP >, (8u,b 5l Ulgi (s sz l) avecowl 00w S5 UPX L LB v
S 9 1,135, Hardware breakpoint on acess S, ESP jiuu>, Hlaso Sy, 50 a2s. S i ESP >, Jlaso U awsy |, F8 allS
Yoy L}“)bled =¥} U JgJ)ql) F9

CHAHLL EEF

JMZ SHORT @@<4202EC

OB @&

wJg. oS Redirect | Lo gulgi 51 Csitouwnd 30,1 1ad aS ol aS ai adles asginawnsS [l wds @ F8 adS U | aol,y 3|
Dy W OEP QJl)ln as SV VW)Y JMP 4014F0 PLYSVAREY) b > aols| F8 b Lo, S LSJ:LLHA

CALL B84814ER

2.8 5L |, IMportREC g 30,50 wanols LB 51 Vs iugs>



Generic Unpacking

4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Ie:"\learn'\generin: unpackingitargetzhgooran_ware unpackmefwunpackmedl exe [EIEIEIEIEI:;I

|mported Functions Found

[+ ? FThunk: 00007 000 MEFunc: B0 [decimal: 36] walid: M

lail. pusS oslaiwl Trap Flag «bB 5l pwlei (s &lgi ol 18l Shu.auil s Invalid bo gilgi 51 b s asw sw aS jghbilos
JSeiico ool Jo> Sl 59 @i Lowts OllYDBG ol oS ol 0anis Ll b.awsS 35U JolS gk @ OllyDBG J1s 55 |, aoliy
a3 Pluging g ,3(.asS (suS OllyDBG S uSMy atigs 55 1) ouSW ¢l).0wS oslaiwl OllyAdvanced .SW 5l awles (swo

1330 |, Process32Next aiy38 S Anti-Debug wonud 5> a3 |, Options a8 (uuw ¢ OllyAdvanced

Bugfizes I

lly Advanced 1.26 Beta 12

Additional Options

Additional Optionz 2

| Anti-Debug AntiDebug 2

Anti-Debug [MT-Bazed 05 only)
Fill Anti-Attach [Hardcore method)

[ ] UnhandledE <ceptionFilker []5
Process32Mext [F ks
[] Module32m e F ks
[] CheckRemateD ebuggerPresent s
[]2wsetinformationT hread []5

[] 2wluenSysteml nformation
[ ZwiueninformationProcess
[] 2wluenObject
[ ] 2wipenFrocess

LI OllyDBG 5 (sJS_iin gud 0o awbiy ,3us Yls5,S oslaiwl &b ol Usy o 5l Sl Olg (o pd 505 Sl Sy 5l @l
21385 Wio.aS wose |, ImMportREC 41 0U auilgi (swo wsl) (sdas.5a0 (s o8 |, IMpOrtREC asli,y UnpackMe JSl.sgi (swo

S aearch u- | Folders

HH

1S L=l |, ImportREC as 9 Gooran.exe

b REConstructor, 1,6, FINAL

D= = ImpREC.ini H
B Plugin E00ran, exe = Configuration Settings J
{ = 1KE :

B PSAPLOLL - AT N p i
"ﬁ 5.0.2134.1 ‘ == | TextDocument "ﬁ Remote,dl ~

Process Status Helper = 17 KE
= B ) ucf2000.nfo — setting.ini
% RemateE:,dil szal | Infoviewer file = Configuration Settings
=== | KB z 1KB

0,95 V.S oslaiwl (saixl)y au algi (so od IMPOrtREC ;| 9 s IMPOrtREC (sulwlivw au 558 anly 55 Vs
o Redirect gulgi g, ,u 9 2wy |, Show invalid a3 Vs.aues ol |, >l ulbw 9 3uday |, OEP.aS 5L |, ImportREC
g Valid gilgi (swlod U s |, Trace Level3 (Trap flag) aisS g 05,8 caowl, SIS



Generic Unpacking >

-# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an dctive Process
|e:'x|earn'xgeneriu: unpackingtargetzhgooran_ware unpackmedl unpackmefl . exe [IZIIZIDEIEI:ﬂ Fick DLL

Imported Functions Found

4 mevbvrnB0. dll FThunk: 00007000 NBFunc: B0 [decimal: 6] validYES S haw Irevalid

Sl S l-:\-n:hr\-l‘l

135S Ll | ooci Sl i 9 auS LS 1) 5935 waols LB V>

UnpackMe

UnpackMe has encountered a problem and needs to .
cloze. We are sony for the inconyenience.

|f oy were in the middle of zomething, the information you were warking an
might be lost.

Pleasze tell Microsoft about this problem.

We have created an ermar repart that you can send foougz. e will treat
this report az confidential and anonymous,

To zee what data this error report containg, click here.

Diebug Send Ermor Report | Dian't Send |

55 03 Sl Jubd ;S 55U Shu)eurSs | ael, sla Event b.owsS 5L VB Decompiler Pro s |, eaoiw Sl L ol igs Vs
:(.a3s |, Open VB Program aiy;S File Sgio 550l ol

Bl VB Decompiler v3.4, - Registered to Liane Rehberg,

File Tools Plugins Help

Filetame: |E:‘\Leam'\Generic Unpacking'T argets\Gooran_ware UnpackMefldumped_ exe | E] LDecomEiIe J
Objects Tree: Native Code Compile stack parameters Procedure analyzer and optimizer
% Project Type=EXE 7‘
= Code Reference=*%G{00020430-0000-0000-C000-000000000046) #=. 0#0#..5..0 =
=1 Formni Form=Forml.frm
F Timerl Timer_418EF0 Module=ndlCRC3Z; mdlCRC3Z.bas
Z Form L_oad 4I?DDD Module=ndlProcs; wdlProcs.bas

Module=ndlDeclarations; ndlleclarations.bas

Module=Modulel; Modulel.bas

Startup="Forml"

IconForm="Farml"™ =

#F Commandl_Click_417440
=% CreateFileFromRessource
=% Unknawn_417480
mdlCRIC32

HelpFile=""
EFEes ExelNane3Z="TnpackMel"
E APL MName="Frojectl™

Title="TnpackMe"
VersionCompanyMNane="Gooran"
MajorWVer=1

Minor¥er=0

Darmi o4 mnWar =11

13uS SS L 9> (Object Tree caowud 5>) Form_Load_417DDO0 aiy;S Sy, 0 VU jugai 5> VIsiwgs>



Generic Unpacking

File Toals Plugins Help

Fileharne: |E:'\Leam'\Generic Unpacking T argetz\Gooran_‘ware UnpackMe#t1\dumped_.exe | E] [Decompile ]
Objects Tree: Native Code Campile stack parameters Frocedure analyzer and optimizer
% Project Priwate Hub Form Load()] '4170D0 =

= Cade loc_00417DEE: call msvbwvma0.dll.  wbaChkstk (£s: [00L], msvhvmﬁ[:
loc_00417DF9: war 14 = ¢H4011ED W
loc_00417E035: and eax, 00000001k
loc 00417EQ6: war 10 = arg 08
loc 00417EQC: and ecx, FFFFFFFEh
loc_00417E0F: arg 08 = arg 08
loc_00417ElZ: war 0OC = O
Urknawn_+17480 loc_0417E2Z: call eax+0dh(arg 08, edi, esi, shx)
mel s loc O0417EZS: war 04 = 1

mdProcs loc O0417EZC: war 04 = 2
g =1 ant

Commandl_Click_2417440
CreateFileFromFessource

AL 55 Lo oo Sl Jubb ws=.50.i (s 1>l VB Sla ol s 0,9 S5 vads [l oKis s aS cwl (sileiows Form_Load
il &6 Gmad 55 Aol Gt Ll S sl oSas sl i Uas G 1,1

417DD0 o> s o YU ugai 5> aS ghiled Form_load slawl.suasw 1) aoly 9 auS wowlssy [, Form_load el ¢ !
ol sleol 9 1wl Gsw

E] mdlPracs loc_00418DF6:  call End
loc_00418DFC: End If

loc_ 00418DFC: war 10 = 0
loc_00418E09: GoTo loc_00418ECE
loc_00418ECLl: ret
loc_00418EC2: 'Beference
loc_00418ECS: cal
loc_00418ECE: ret

End Zub

om 00418E09
60.d1l.  whaFree3tr

E3]

< il | ¥ |i= }‘:lizli | >

I Decompiled OF

Breakpoint. Form_load _sulpul 9 (sulaiul bglas Sgy 5 9 3uS 5L OllyDBG U |, oxi Sl Ju6 V>0l (swo 418ECB s
13S L=l FO L 1) aoly asy 9.00,135,

Py o ol 4 U auds aelsl F8 U 1) aol . wuwlo Form_load g,U wslawl il

CALL @B41sFE4
CALL DWORD PTR
JE =

CALL DWORD PTR

CALL OWORD PTR

SV AV SO TRP VAL RE VRO



Generic Unpackin

Registers [(FFUI £ £ 1

b3 s aS suip.asS Ll | gl ool asles (s bglas (ol 5> aoly vy (pl.cowl IsDebuggerPresent il ECX i, Hlabo
2zl Gy ool 53819 35100 59 >9 ,SLus aS ads (sw Vlin.sgi ol Giuy oal LS cuscowl 035,.8 owouaics,ls 51,8 417E9D
Hide Debugger ;.S\, 5l (o aidl). 59 (5o Qs Aol 9 5o (s >l vbaEnd gl wdgil.s)ls 59>9 ,SLus (susy d9uin
1390 i Aol o 5Leils,S 50 | & lasoe IsDebuggerPresent g,l
CALL BE416FED
CALL DWORD FTR O

CALL DWORD PTR DS 3.__ubaEnd]

CALL DWORD FTR DS: w&E. _ wbalnError

CALL DWORD

CALL DWORD

CALL DWaRD
CALL DOWORD

Ty il @ Goauds aolsl F8 L ) anliyy obd 5Lewgs



Generic Unpackin

CALL OWOrRD PTR DS:C<&msvbuméd._ wbaFreellarl ist 3]

aE4124132 JE BR412FEE
JHE SHORT @E412445

CALL OWORD FTR DS5:C<&mswbuméd. _ uwbaMew? ]

139, o =S 4 puian U 230 b Enter aldS ol o) ecawl 3ily 5wy vy Su ol

CALL DWORD FTR D5:[<&mswbuméd._ wvbaFreseStrlist]

CALL DWORD FTR D5:[<&mswbuméd._ vbaFreslbj:]
CALL DWORD PTR DOS:[<&mswvbumbcd._ ubaFresllar>]
CALL DWORD PTR D5:[<&msvbuméd._ vbaEnd:]

JHME SHORT E@41279Q

CALL DOWORD FTR O5:[<&msuvbuméB._ wbaMewz»]

o VbaEnd &,U @y g6 plzil 81 aS > evgui ozl loi> 3l Giuyy ool csiseasS (s >, | vbaENnd giU Gioyy cplee- iy (s

ARd 19413 53 CEAZEA W

JMHE SHORT BEd12445

CALL DWORD PTR D5:[<&msvbumcd._ wbabew2:]

s s ol @4 b g al> F8 U aail

CALL OWORD PTR DS5:C<&msvbwmcd.  wbaFreslbjlist»]

JE BE41S0FC
JHE SHORT B@412A03

CHLL OWORD FPTR DO5: C<&msubumed.  ubabewz ]




Generic Unpacking

13w b Enter alS ol o) 50 o0 5b0S0s i Sy od ol

CALL OWORD PTR DS=C+
CALL DOWORD FTR : [ bmE aFre
CALL OWORD PTR D5:LC+ « WbaEnd:]

MNP B34 1230F
MOF

JME SHORT B8415A03

CALL DWORD PTR DS

138 Ll FO U [, aoliy Vs>

Gooran_Ware UnpackMe !

Gooran

WYy d r

This is an Unpack. Me!
If wou can unpack me, write a tut!

394U (S0 |_,>_| ._s\lS.u.uo cud U9y Clpb).ﬁ.).,gy o
Ipr)S tS)lS.LuJ) O \S.¢J| ‘J..J.lg)) |) U:J).\J_ O w l.D

Ao (W0 D wg e ils,S (s |, Sy lase IsDebuggerPresent &,U ,S1i5,S (s o Jgl Gy )

»ls G |, Don't send oley.sgs "352C9C25" allo CRC32 laso ,S1i5,S (swo i 095 iy ¥
sls s |, Don't send pley.sgs 68608 Bytes wallxo L1 5ulw 5S105,5 (50 i pgaws i, Y

9 plod pd Ju8 ol Sl L8 bGaasS 0,055 | whuss Vs



Generic Unpacking

Inline Patching (Level 2)

L, ) GetVersion g, C++ uly; ,> Entry point sls (550550 5l 32y Vg o020 i8S (sowgi 9ol 0l ,bislw G )5 o
525, 9 GetModlueHandleA Vg oso (s> 0Ls; > Entry point Sl (sSu350 5.0l o (Gidua> Se azeuws ,> GetVersionExa
0 gy C++ 55 aS ols oo Su LB &K aS owS Uo,9 Ay Vg0l (s ThunRTMain g, VB ,s Entry point
a |, b ol Jsl bas g ply (susy...(puS HOOK)0uS s, Siws |, Kernel32.dIl L6 s GetVersion &b g plu oilgi (s 0.l
0 a4 S (5o S5S |y aoliy aS uldaS.eals 518 uldaS Lol s aS 39 s W G ol 9048 Juds Guw Sy
piS S5S | aolieoanis asigr (il ax 5> ol aSiyl Gowils b baad g OEP ¢uils weny (suxe Jyld ws,S Sl ey pilgs
Vg pdly> (5o Y03, S Sl |, EZIP (o dlio ol Slawl 53,0050 sdlio 1)l3u.06S 55 omig) | £9080 ol aSiul Shuiogs
135S 50 L EZIP L onni Sy ool Ji.0uS S5S JolS | aoliy Ol @y (suldaS (saypi b ouS Sl |, L asiyl

Warning!!
I'm stupid Mag-Screen..,
U can choose ko remove me

19,b 5o owsl | Nag Screen ¢l 30U o...000w 051> Gawulos Nag Screen S s swo aS ghilod

© Craco: 5E
File
| secrst |

Ahouk

oS Jled 6,lLgs pd ) @3S il LL oo . Disable as s,ls s9>9 Secret aiy33 Help Sgio >
0,L9> 9 1S was | cawes Joud ol Attachment > aS (s Vs 03l olsl | 58 oul GetVersion g,b ws,S Hook L M8 0
13S Ll 1 aoly

@ Crackme #1

© 0w Jl=d o Secret aiy;S 9 v Nag Screen 5l s,y o
Lol psls plsl aS (sihuus sy @ s 3L OllyDBG s 1) ooni gu JoBewg>

Bix] w0 w3 30 4 = wlE/mr]wE e R EEDaA

fddress Connent

CALL DWORD PTR DS:L< 3 ladu leHand l=A3]

CALL DWORD FTR DS

CALL DWORD PTR DS

CALL OWORD PTR DS: L4

CALL DWORD PTR DS:[4B5EA4]

a, 4070BE b= 5l |, Jo Entry point uizod.e>,S Hook |, GetVersion g, S ¢l (8,5 U po.cnnly [ sas W Ll
P35S Jaiio il



Generic Unpacking

:(GetVersion asS b 9 23 |, CTRL + G)eu;laim GetVersion iU @y (sa& asS bl 5l Jud cowl jiprioss>

FO S UL I, awl,y Vlscwgs.wwl Mov EAX,Dword ptr FS:[18] ,ul. GetVersion g,U > jgiows gl dis (s aS ghoilod
13051300 GetVersion U a4 ol ae 9 asS [l

GetVersiongl wl asuwlei 1S Guwy...JMP 00A10000 oa-i wVlesgs Mov EAX,Dword ptr FS:[18] W8 aS S)giws>Sauiw (sw
139, o =S @ sy ol paion U awiz L Enter oS sy o0l S9) 00939 o xS 0 Gy ool i Y>.0uuS Hook |,

Address Hex dump Dizassembly

9355 giowd 95 U a9 05,5 Jsio el au |, wowls 51,8 GetVersion &,U > aS Mov EAX,Dword ptr FS:[18] jgiws>Sawiw (w0
1390 S,S Aol vy ol U b eSS S, ws 1) aoly sl ol

Mov Byte ptr ds: [401040], 50

Mov byte ptr ds: [40108a], 0

JMP 7C8111E0 g5 w>y9iw> 95 ol 5l A=y 9.5 (s Jl=d |, Secret a3 095 jo5ws 9 50 v ow sl [, Nag-Screen Jsl jgiw>
© Ll G by Sy IS 9 9 Ll iU oul wlhgiows CLo|>|9p._:_b)§)._1 GetVersion g,G @y o,Lg> U g |,

3,9y U S wlicwl ) 1y atoli cawl ips. s Lubles,S oslasiwl aolis ool Us,S S5S Shy o aS sy U Vs...ugs
LIPS sy ) as



Generic Unpacking

Paused | IS4 X| M| 10] i ¥ 288 ] =5 LIEM|T|W H|CIP K|EIR|.
CALL DWORD PTR DS:[<&KERMEL3Z.GetModu leHand LeR>]
CALL DWORD PTR DS:

CALL OWORD PTR DS:[<&KERMEL3Z.GetProcAd:

CALL OWORD PTR DOS:

CALL DWORD PTR DS: [4B:ER4]

&L b ol 5l o=y 9 590 Kernel32.dll J,1 Handle us gl cws ay Sy as >o» GetModuleHandleA &G p>,S L=l aS «S)gimws (sl
ol )>| 395> LU poecawl | gilei ool oaw Sy Jud IAT ug>) p>)9| Cowd @ |y p)ls o3V aS swilgs uﬂ)-" GetProcAddress
(oS |, &ilgs

L oasS b pouS cow)s puiSow So Memory 5 1L as >...03,S =1 |, VirtualAlloc g/ 40658F s > cilgs ol $i8)S 5l A=y
( REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]).s,l5 ;1,8 4065A6 ks ,5 aS (S,9iws L 0l 5l aey 9.3 1,8 Ll
23,5 Jaio pislw Memory s aS (siiSow U GuiSow ol 5l L (5,8 v SHS ) anliyy aS sas b 95 Ulod)pdgx> Slaas

[, Kernel32.dll LB s,)Ssws> 3> Ld aolby yoeniw j9b @y as [, =.p5,5 |,>1 |, VirtualProtect b 4065B7 ks ;> asy g
5SS s,ws | GetVersion gl wlgw aS 03,5 S,IS U ol b 0.5,

ylw a o ulgi s—» ( GetProcAddress g VirtualAlloc g VirtualPrteoct)g —lei ol ay & =1, jii o ol cMbl sl
.2uS aex>,0 OllyDBG > API gilgi Slosal, L L MSDN.microsoft.com

G 4065BD b ;| aS (silygiows b pay.ouS ) Kiws |, GetVersion iU U caowsd oslol 3> aoa Virtual Protect g,U s>l 5l asy
pibw aS (suainSow 5> ouS o oS | GetVersion g Jgl jgiwsas;ls 51,8 4065CE las

o i Ul Sl g 0iS s S |, GetVersion iU jeiaws oulgl.syls 51,8 4065E7 bas U 4065D0 b 5l aS (silygiws U s 9
29, o il Memory s aS (sicinSow @ aS 138

a2 U po3lw oo (Gsicws 95 Ol L)aolm wass S5 5l aey Gy So.5)ls 51,8 406605 bas G 4065EB s 5l aS (silygiws b od s
lo Giu @by Shl )y (Sl 9 S as>l0 GetVersion g,U @, o,Lg> aol uwinn S5S 5l

905y & suS s> sy piS Brao |) SyeS Sle wul 9 s xidlsS (i piwilsi v b aS Gl o asdl
® ool pd soungi 0)lg> og>

:(135.)).\.9

. TheMida(WinLicense) Jw).cawl casew 0l Us, S Sl aS 5,5 (o W0 uld,9iSig, ,> i US,S HOOK Livg). )
AS aod ol aS 5,5 3929 sduds azs,S Sl sl L il seui (s by @,S 9 (...9 Asprotect . Armadillo . ExeCryptor
§ paaitsgiy

aS cowl ol 3,15 39>9 95859, US,S Inline patch s aS (WSiio S, ® v (i) Guod U pd Akiod gy ol ¥
S b @l 1S iSzeS b LS| i ol eaisS (sw oslaiwl (CRC32 Check sulos) integrity check 51 a,giSig LS|
2335 55 aS API g, Vg oo 55lg0 (ul 53... ® 0@ 5w | aol uans L=l o551 9 30000 (w0 asgin 595950 iS850 0
1S (o Hook |, &b 0l 9536 (w0 S |, CRC (ossli a> s 2isS (w0 (o bedisS (sw HoOK |, 5,15 1,8 Integrity Check
©

J2 sg s J=Is 55 ) oS sei (so.005Lwy Memory s inSow SG VirtualAlloc g 5l oslaiwl U aS cows o3V lois. Y
o Wlg=> API gilgi 51 (s3>0 55 Uvg, ol oo 53).58400 Ll Cswosiounw 58 5> a0l dgui el JIS cul cewl oS (sJgaiuz,
(.ad>

S @dlol L a4 yas svuiSow 9 S oslaiwl ToPo 1581 o0 5l awiles (swedus,Ss 1oy S (8ay5 Shy Il slad SILY

© cowl ol) uyips Jeeso Inline patch g, Ulod. 1S (swi oslaswl aS Self-modifying 5l b 5,90 ,Su ,S1.0



Generic Unpacking

PeBundle

Ulgi (so aS cewl ol Ul (sl L8 aS el Sl aoliyui0aui aiigs Jeremy Collake lawgi aS PeBundle: Sy 5,00 55 (sxaigi
Job SL g DLL LB 5 asS asigr Sl awly boow asS (6,8 (b uS 0033 Jb SO 5 | aoby S5 5L 500 DLL S L6
Aol 5 low.asS Bundle gMlaol a4 90048 0,033 exe JuB ug)s 55 ) o wed ol (swolod 20lgs (o anl culi,ls exe
a0l ,SI € Memory 5 | s 0,033 Sowws 5> Exe Jub vas 1> 5l asy DLL o Jub Ul aS 368 wlxil algi s PeBundle
9 (s 0,uS > i ol 5l Sy s DLL LB.acil 05,8 Wzl [ Soaws @3S pangs

System Dirctory (C:\Windows\system32)

Runtime Folder

Executable's Folder

Windows folder

Temp

Custom path (vl o)

DLL J_JIS dopy qs.ul l$|)._: FileMon J.».o wLa)I)sI P )'l .\.ul_g.: Ls\.b.\.lb_,s |.\.u |) DLL JJLQ .\JLw .\J))§J |) bl U.Jl AUaoD Jaks
AwS o laiwl ooni aizy, =S

3538 w8 aldls s bhsd LB susios; S |, Memory aiusS Guwgs aolcdlio cul s
1 u90 Memory Map s,lg b aisu |, ALT + M oS ¢ auS 50 OllyDBG s | ks 5590 o6

Jo 0,5 ,5 DLL Jol 5 i (o S Lobailod YU g 3. 3igb (o Lol €xe b @ 33> (suld inSw s DLL sla L
o6 Oopsl cswo Ugaw €xe Juls U515 511, DLL s ol io. (28,3 ;1,3 Jubaiowo Ugys 55 DLL L ,a Slo oiaSew). 215 51,8

© lows L S5
471000 s 55 9 (P cpmisSew Eopss Jm0) 59— 5w Egpis 465000 ks 5 ( DLL Ll ,lol)30,8 Judninio codol YU pga s
L BB 5l Cood il pilei (o o eciowl 00 S, Siws DLL L wlhgizo Ug=.5940 (sw plos (Pebundle ¢isSow g9, J=0)
Dump  aLiysS 9 03,5 oy SIS i 5,00 gy Soy 1 weai Aiilod S U [, WARK aoly.p,0l orw b B 9 oSy Guols

1250 |, partial



Generic Unpacking

™ svchast 00000FED 01000000 00006000 01002509 CAWINDOWS system32isvchost . exe
EWINWORD 00000ES4 30000000 O0EAADO0 30001940 Ci\Program FilesiMicrosoft Office\ OFFICEL 1\WINWORD EXE
ﬁngentSvr 00000FSS 01000000 00041000 01034354 CAWINDOWS rsagent AgentSvr  exe
mspaink 00000F24 01000000 00057000 01034EBBF CAWINDOWS system32imspaint . exe
@wmplayer 00000564 01000000 00013000 01001910 C:iProgram Filesiwindows Media Playeriwmplayer.exe =
O Babylon 00000C48 00400000 00zA0000 00532668 :\Program FilesiBabyloniBabylon-ProiBabylon.exe
UnPackMe Refresh [ri@eneric Unpacking! TargetstPEEundleiUnPackiMe exe
&wark 00000728 00400 Folder {4 wark.exe =
Dumnp Full 4
e sadess | see | I |
ntdl 700000 000BOF  Dump Section it dil
kernel3z FCE00000 O00Fs Set Priority Ykernel3z.di
Kill Frocess
Open Folder

File Properties

Open Process File With WPE {ReadOnly)
Open Process File With WPE (Temporary)

Dump Partial

X

Start Address:

I | Fromon400000 To 00462000

Bytez To Dump:

I:I bdaw Size: Q0052000

The range zpecifies the image of the process, but pou
can dump all the user space, if you want..

|L Diump J |[ Cloze ]

U)pusgi s |, DLL L1 5L Bytes to dump wowwd 5 9 465000 pungi s Start Address s |, DLL L1 g, J=o V>
(2SOl slawl Slpio |, LB Slpilierng lws guile

Dump Partial El

Start Addreszs:

465000 From 00400000 To D0462000

Bytez To Dump:

Coocy b a= Size: DO0E2000

The range specifies the image of the process, but pou
cah dump all the user space, if you want..

|L Dump J |[ Cloze ]

(Gooran.dll Mso).auS 0,03 olgzs oU L U L LB g asiy |, wols i3S Vs

.5Law o,bes |, DLL 16 sla Relocation. PeTools .SM, L RoleX b J1 us,S wwls 5l asy

bg 1,0 PeBundle (i Sow Sy 50 pngai 3sled Memory Map s ,Sul Shy...Sonuns LB (ol (s=8ly oL oS (5o, uL V&
33 |, Dump in CPU aiy53 g 03,5 wowl, SWUS DLL LB cul @

Actualize

Durnp
Search Chrl+E

Set break-on-access Fz

Tk remrnmen s bem slommieb s ——————



Generic Unpacking

13w |, CTRL 4+ B slaads wwls 0, 55 Vs

Enter binary string to search for

ASCI |_.;111

UNICODE |

HEX+04 |2E 64 6C &C

44 E
Entire block,

[ | Caze sensitive L Ok ] [ Cancel ]

J2 oL U 0u5,8 (s dll jlose Jlos @y lo.sguis (swo aiings GiaSew ol J>1s 55 L8 (sdol oU we=) .dll 1S uli ugai diilod
a3 |, OK oS . (LowsS Iy )

ASCII dump

1590 ol gz 0,L9s U aww |, CTRL + L SadS. pulgs (sw bo aS cwws suls il gy USER32.d Il ooni asings sl

ASCIT dump

© cowl uod b L Lol pb Ly updatechecker_russian.dll : oaoi aiig Ll

tansle Vese Jild US> 5l i il @ e 1, S0 DLL ) 0 Vl>coe>

"%| updatechecker_russian.dil "%| updatechecker_english.dll "%| updatechecker_german.dll "%| pebundle_english. dil
"%| pebundle_german. dil "%| pebundle_russian.dl

oslasiwl ESP iuis>) 5l puwilssi (s od OEP (i8ly Sl 0uS oy |, OEP L exe L1 us,S Sl shy.cowl exe J1b cugi Y
© pusS

ws—o Hardware breakpoint on access S, ESP o>, Hlaso Sy, 50 a2 diS juuss ESP yiiwu> Hlado U oz |, F8 adS 5L 9>
oS w0 bl FO L1, b aoly a2y 9 0u)l3S

Paced | B4 X] wIN] bEH L] M| 3 LIE|MT]

Address




Generic Unpacking

rauEed bl Ol 10 - - O I - B el T il et )
Dizassembly

.30,138, Hardware Breakpoint. ESP yiuu>) 51380 Sg; 51 PUShAD jgiws 0ai bl 5l aey (simianiSy b LS paod 0)be>
puaw y OEP a4 b J*ibb_pLadl b LLLC cgl)Jjjl

HOF
HOP

CALL OWORD FTR DS:C4e@A0C]

:3.S 5U |, IMPOrtREC g 3,80 waols o 51 Vs

Imparted Functions Faund

- raJ00B0S7C mod: kernel32.dll ord:015F name:GetFileT ppe al
- rarJ00B0I80 mod: kemel32.dll ord:11AD name:GetStartuplnfod, —

FATT

-y 00060938 mod: kernel32. dll ard:02C5 name: BHU rvwind

- e JO0BD9EC mod: kernel32.dll ord: 0297 name: R aizek sception

72a0

e J00B0994 mod: kemel32.dll ord: 0347 name: T erminateProcess

- e D00E0998 mod: kemel 32, dil ord: 00FF name: GetdCH

e J00B099C mod: kernel32.dll ord: 0207 name:HeapDestrop |

II’H'I

© lows b audyoiS swo law 1 Lol 51 (5Su oo (il oai Redirect). jiiws Invalid bo &ilgi 51 GV 3w v aS jgbilod

s AP g0 S5 aS s)ls 51,8 472377 5lase (RVA s ) 60984 ks > ausn sw VYU jugai 5> aS jghiles

a8 9005, S owl, SIS Jbaug bas cul @ U oy |, OK oS ¢ 472377 asS w9 230 |, CTRL + G slaauls OllyDBG s
.39, sw API &b plaS @y &8lg ;> whgiws Gl puinn 9 oS =l ) ouwd ol wlygiws b o |, New origin here

M HORT _Hi:

CALL DWORD




Generic Unpacking

Address Hex dump Dizassembly

o) )

CALL OWORD FTR

y-VE VeV 472377 k> P L5\.|l.>' q._JM)'L_J.p._J_Q) S\0 &JLJ UJl Ug)> A g puj (S0 F7p.&)l._- UJ|

HOQress HeH aump ULS3assemDLy

105,35 IMportREC @, 0,Lg> uw.>9, (o GetCommandLineA &)U @y 472377 ks cylps 5> auiw o aS jghilod



Generic Unpacking >

Imported Functions Found
rea:1006037C mod:kermel32. dll ard: 115F name: GetFileT vpe
rva: 10060330 mod:kermnel32. dll ard: 1AD name: GetStartupl nfod,
rva: 00060954 ptr00472377 ™
rva: 00060333 rmod:kemel32. 8l TCH name: Rt nwind
rea:1006033C mod:kernel32.dll ard: [ ame: B aizeE soeption
rva: 10060330 ptr: 00472501
rva: 00060334 mod:kermel32. dll ord: 0347 name: TerminateProcess
rva: 00060332 rmod:kemel32. dll ord:00F 7 name: GetsCP

rva:0006033C mod:kemel32. dll ord: 0207 name:HeapDestoy hd

03

150 b 45 peai U os,S SWS ,Ugs s 5,90 Invalid U Sg,
IMPORT EDITOR |

Module
| kernel32.d |

Function

ord: 0104 name:GetCommConfig

ard: 0105 name: GetCommbd azk

ord: 01 06 name:GetCommbdodemStatus
ard: 0107 name: GetCommProperties
ard: 0103 name: GetCommState —
ard:0109 name: GetCornmT imeouts

[>

ord: 01 0y name: G etCommandLined,

ord: 01 0B name: GetCommandLine
ord: 01 0C name:GetCompressedFileSized,
ard: 0100 name: GetCompressedFileSizets’
ord: 01 0E name: GetComputer amed,
ard:010F name: GetComputert amek s
ard: 0110 name: GetComputer amek s

[ £

Mame |GetCommandLined

Ria,

|EIEIEIEEIE|E4
Ok

Cancel

GetCommandLineA :3uS ol Name wouwd > jeai 3ulod
1w L OK oS o

Imparted Functions Found

rea: Q00B037C mod:kernel32. dll ord: 015F name: GetFileT ype ~
ra: Q00B0320 mod:kernel 32, dll ord: 01AD name: GetStartuplnfod

Show lreealid

Show Suzpect
ra: 00060388 mod:kernel32.dll ord: 02C5 narme: BHU rasind

rea: Q00B032C mod:kernel32. dll ord: 0297 name: R aizek xception
rea; O00B0930 phe: 00472501

ra 000E0934 mod:kernel32.dll ord: 0347 name: TerminateProcess
ra 00060332 mod:kermel22. dll ord:00F 7 name: GetdCF
rva:0006099C mod: kemel32.dIl ord: 0207 name:Heaplestray w Clear Imports

Auto Trace

8k

L bomipinig | puzao gl cawd 0licMbl sly) 1auS cw)s 0lisgs |, ;805 SU £.05,5 cow,s 1) API gilgi 51 (sSowgs>
(sle cows @ |, Ll aslgi (o oW (Sl

Rva: 00060984=GetCommandLineA

Rva: 00060990=ExitProcess

Rva: 00060AD8=GetModuleFileNameA

Rva: 00060B3C=LoadLibraryA

Rva: 00060B40=GetProcAddress

Rva: 00060B44=FreeLibrary

Rva: 00060B9C=GetModuleHandleA



Generic Unpacking

09 Aol edaiiol 03,905 caw,s od |, DLL Sl Ju18 [31auS (swo uSid 1) 395 ol J1Begib V ol 03,8 s 5l d=segs>
1390 o bl (sJSine gud

Teddy Rogers [ Snld Team 2005

': This is a PEEundle 3,20 UnPackME

This unpacks all its .dll files in memory - wou need to retrieve them!

_LJl Ob)s.i Extract Cow)yd |) DLL ssla JJL‘) )'l R\" M‘blb |) )._J_)'pl.é..g,_g Q.ol.i)._: )gl

X

Error

&n error has occured
Line number: 1

Please contact the program wendor

]




Generic Unpacking 2> F

Telock

OllyDBG maodified by SLV )5 |, 0l tuod Shu.aiS (s oslasiwl Slus (sl 1 51 i ¢ul).aS 5L OllyDBG s | ,hai 5,60 Jod
oslaswl Memory breakpoint ;| ouwlss (a0 pd OEP a8l Slu(sgui (s Ll (sISiiio zud (v aoli,y OllyDBG (.l 55,068 50
Slaads.(alsy L La S (swlos Exceptions cowwd 5> g 3w [ ALT + O Saads).ap)lsw [ las (swlod o ol oS

B{X| w1 b4 4 2| i L|E[M|T|W/H|C|/[K|[B|R|..|§]

gocaE LER ER:, EAX Illegal use of register
HE4EAETYS| ~EE B1 JMP SHORT UnPackMe.B846RE7E
HE4EAEYS | ~EB BB JHP SHORT UnPackMe.B8845RAB0OF
BE4EAEYT| 33C8 ®OR EAX, EAX
BE45RET? | -EB FE JMP SHORT UnPackMe.8846AB7S
BE4SAEYE| FFE4 JHMP ESP
BE45REYD| CD 28 INT 2@
GE4EAETF| SB6424 83 May ESF, OWORD PTR S5:[ESP+21]
BE4SABES| 33Ce WOR EFX, ERX
GER4EAESS| FFE424 838 JMP DWORD FTR 55: [ESF+81]
AO4EREES|-E3 BBEGE164 | JMP BACTFBES

Memory S .text ouicSow Sy, s.00,l3 5 Memory breakpoint owlssi (s 9 vl 03w Decrypt Lo slaas ;55 Ll
13w [ F9 0ulS ob 1= 9.00,13%5 breakpoint on access

sy LHL I nur
BA4Z7LAD[ 9@ MNOP
BR4ZEFLAE( 9@ MNP
BRA4ETLAF| 9@ MO
BE4ZFLIEG| GE FUSH _EEF
BR4Z71EL| BEEC MOY EBF,ESP
B4z B3 €0 FF PUSH -1
BE4E7BE| 62 EEBE4ERE PUSH UnPackMe. BA4EEELE
BE4E7IEA| 62 CEI2420E PUSH_UnPackMe . 83429202
BE4271EF| &4:A1 BREEEEEE | MOU ERWH,DWORD PTR Fo: @]
BR4ZFICE[ 5@ PUSH EAX
BE4ETICE| £d:9925 DRDAGES HOU DWORD PTR FS:081,ESF
BE427100| 2204 AS ADD ESF,-58
BR4Z7106[ 53 PUSH EBH
Badzr101l Se PUSH ESI
135S 5L |, ImportREC g 40,55 wols LB 51 V>
Log

AT read successiully,

|3

Current imporks:
8 [decimal:8] walid module(s) [added: +8 [decimal:+8])
1B3 [decimal: 441 imported function(z). [added: +1E89 [decimal:+441

|

[17F [decimal:383] unresolved pointers]] [added: +17F [decimal: +383]]

1AT Infrs needed M e Imnark Infas (IN+A5C1 4 NARFRI

oslaiwl Trace level3 (trap flag) w b 5l owilss (oo gulgs ol WSS LSO Slu.euls Invalid &)U YAY s (o aS jgbilod
trap a8 9 05,5 wwl, SIS Invalid &ilgs So) 51 as 9 (wawise b F9 2uS)auis 5L OllyDBG L5 JolS seb | aoliyy il oS
S oo aowwd |, Invalid golgi cawl ipr.a S (s 03liiwl (saxes picuw 5l ,S1).5e 0 valid &, U a0 |, flag

(.33 OllyDBG |, alas S o,lLgs aS 1wl 0lish o 53,058 Sid IMportREC cowl (\Sow Ug= S

Imparted Functions Found
advapidZ.dll FT hunk: 00060878 NbFunc: & [decimal: &) validYES
comctl3Z2. dil FT hunb: 00060330 MbFunc: 2 [decimal: 2] walid:vES
gdia3Z. dil FT hunk: 0006033C NbFunc: 40 [decimal: 771 walidYES
kernel32.dll FThunk: 00060974 MbFunc: 8C [decimal:140] validYES
oleaut32. dll FT hunk: 00060848 MbFunc: 10 [decimal: 18] walidYES
ghel32.dll FThunk:O00E0BEC MbFunc: 3 [decimal: 3] validYES
uzerd2. dl FThunk: 00060BFC MbBFunc:A3 [decimal 163) valid YES B
wirmnm. dll FT hunk: 00060E 2C MbFunc:1 [decimal: 1] validYES
winzpool. dry FThunk: 00060E 34 MbFunc:3 [decimal:2] validYES

[

[ [~ [~ [E

54

Log

- o 8 —

S oS | 000 waols Jlsean Valid ilgi cswolos aS Vls-...ogs



Generic Unpacking

ArmProtector

ww Debug e wli s | juses S gu,ysl 4y ol pwsS oslawl Memory breakpoint 1 owlsi (swo ;S ol 5> OEP (u8l sl
wJoou,las Hardware breakpoint au o500 Lo asdlaas (o wlg> (sug> a, Hardware Breakpoint JJs> uod auciungs
(205, S 11, OllyDBG 50Ul (o 53).duwiys @oliyy Slas sl @y Laag,ls,y | blas (swled S |l

= __J_1 10 3 xaFs - = a1

Dizassently

13wS bl FO L 1) aolyy asy 9 2,138 Ltext uisSow Sy, ,» Memory Breakpoint < Jud sla Jbo 1slod pd V>

© asS puS9 9 JJ)SJ wols V> puduw, OEP @) (si>l) puod @



Generic Unpacking >

Yoda's Protector

wo o ug> a |, BlockInput g, Debugger (suLwlow w,s.0 5> Yoda's Protector ug> .auS 5L OllyDBG s |, 5l 5,60 Ju1B
(ALT + CTRL + Del ,80:1isS (5w Joc 3,3uS So anSs 5l plaSzad. 55101 (o L8 51 L 5,08 9 pwgo &G oul).55101

:3w3s |, BlockInput aiy338 S Anti-Debug 2 cowwd > 9 35 |, Options aiy338

Olly Advanced 1.26 Beta 12

Bugfines | Additional Options |
Additional Options 2 |
Anti-Debug | Anti-Debug 2
Debug Bits

|:DebuggerPrezent
MtGlobalFlag [hat recommended]
HeapFlags

ForceFlags

Anti-ROTSC [Driver-bazed]
Enable
(%) Method 1 i) Method 2

Protected &pplication Environment
SuzpendT hread
Blocklnpu

Dther
Break on TLS Callback
Anti-fnti Hardware BP

Jol 0L Lo.syls 518 User32.dIl Jod s gib ol Ug> oS oslasiwl gib uod 5l owilsi (s OEP a8l Sl Vis.auss |, OK ads
pJJngJ BP &JlJ UJ| SS9, ) A 9 D9l (S |).>,-| user32.dll LJ.JlS w990 A> > puiuw
3w S |, Break on new module a3 g Jugi Events caoowd 3)lg 9 a5 [, ALT + O slaauds

Debugging options X |

Commandz ] Dizazm ] CFU ] Hegisters] Stack. ] Analysiz 1 ] .-ﬁ-.nal_l,lsiSEI .&nal_l,lsisE]
Security ] Debug  Ewents l E scephions ] Trace ] SF ] Strings] .ﬁ.ddresses]

b ake first pause at;
(" Sustem breakpaoint
" Entry point of main module

f* wintdain [if location is known)

[v Break on new module [DLLE
[ Break on module [DLL) unldSdi
[ Break on new thread

[ Break on thread end

[ Break on debug string

E k. I IIndo | Eanu:el|




Generic Unpacking - For Newbi

59 [yl User32.dil ol b s [, F9 auS 5L 95 5 awiz |, OK uls

JJJ_ ] ] ] fie) JJJJJJJJJJJJJ =@

126S bl 9 2w I, CTRL + G SadS a9 1ugai (CPU) ol 0,50 3519 U o | ALT + C Slaads Vsiogs
BlockInput

13,138, Hardware BP on execution <, &:U ¢l Sg, 5 9 350 |, OK aS

Backup
Copy
Binary
fssemble
Label
Comment

Toggle Fz
Run trace Conditional Shift+Fz
Conditional log Shift+F4

Meww origin here Chrl+Gray *
& i/ Fun ko selection F4

Go ko
Follow in Dump Memory, on access

Memory, an write
Search For E

Find references ko

Break on new aiy;8 S Events cuoawd 55 9 3w ) ALT + O Slaauds). ou,lu Break on new module aiu;S @ 5L ,50s Vs
(.05, |, modules

HOF

CALL
RETN 1@
5P

13w F9 5505 L0, ouais wdgio BlockInput &b )

Memory BP U, puwlgs (s Lo g 0a_i Decrypt Lo Slaas aS wwl suls Ll puai @ 8gio BlockInput g,G > o,Lg>cwg>

oS lag |, OEP ( PE Header ,,; Code Sgixo inSew udsl)Code ¢pmisSow Sg,y il 38
130,135 Memory BP u0.05 3silod g 250 |, ALT + M slaads



Generic Unpacking > For N

Actualize

Al
5]
5]
5]
Al
A
5]

Yiew in Disassermbler

Durnp in CPU

Durnp

Search CLrl+B

Set break-on-access Fz

v breakpoint on access
Set memory breakpoint on write
Set access

13ads plzl [ o5V J>ho sbw 9 aud a0l @ |, OEP. S 5L |, IMportREC Vs 30,80 wawols LB 5l as

Imparted Functions Found
+- kemel32.dll FThunk: 000011 EC MbFunc:E [decimal:11] walidYES

oS Loy I TAT gg,ui Ulongs 34U uwg.d,0lu w4 (svow,d @y | IAT acsuwleis IMpOrtREC sy sw aS jghilosd

Start of IAT= 401198 (RVA: 1198)
End of IAT = 401218 (RVA: 1218)
Size = 80

1o |, Get Imports g auS >,lg IMportREC s |, wleMbl ¢l

Imparted Functions Found
+- uzerd2 dll FThunk: 00001719C MBFune: 7 [decimal: 7] validvYES
+- 7 FThunk:0000711BC MBFune: B [decimal11] walid:HO
+- kernel32 dll FThunk:000011EC MbFunc:B [decimal:11] validYES

3w |, Cut Thunk aiu;S 9 05,5 cowl, SIS Invalid gilgi Sy, yue35s |, show Invalid aigsS Vs>

Imported Functions Found

#- uzerd2 dil FThunk:0000113C MbFunc: 7 [decimal: 7] walidYES
+- kernel32 dil FThunk: 000011EC MbFunc:B [decimal:11] validYES

S GuSud | 595 ol L pa Vs

Coded by Teddy Rogers / SnD Team 2005 [X]

) Yoda's Prokector 1.03, 2 UnPackiMe
Clear Irmport Information

IF wou unpack it write a tutorial. ..




Generic Unpacking

Yoda's Protector OCX

:3.S 5L OllyDBG > |, (KewlIButtonz.ocx),lbs )60 Jo18

[Address _ _ JHex dump ________________|Disasserbly

390 [,>! Loaddll.exe Juls b sz [, F9 aS [ ai OCX Julé 0 1=l sl

. File Wiew Debug Plugins Options  Window  Help Tools  Cusktom La

Fuing | 4 x| w0 w8 H L 4] 4 LE[N

Address Hexw dump

Dizassembly

© 3900 3JU1 (pisSew ol G awipy |, CTRL + A SloauS. pwiua KewlButtonz.ocx Juls csdlol oisSew s oYl Lo
awgs Aoly UL ol Sl 5l pwles (s 0ioi aiigs S Jlgiug 55 aoly uex ISkl SluSewsS lay |, OEP ,gb ax V>

: FF25 1S b 5wy |, CTRL + B SlaauS . oS oslaiwl

Enter binary string to search for,

ASCI | =

UNICODE |

HE: +02 FF 2%

L4 e
Entire block,

[ Caze sensitive L aK J [ Cancel

1wy | OK oS



Generic Unpacki

5]
DE &8
OE &a

towe->,ls 51,8 OEP. Jump Table i caow,s asls sw aS jghilod. pudw, JUMP Table @y auy sw aS jobilos

Sy wwols i 5l 9 awisy | new origin here aiysS g 05,5 wowl, SIS OEP g, s Vs cuwlo OEP wlos 17DC o

(38 bl 9, VUse> b 3=y 9 a5y |y Pick DLL @3S gy 0bsb)awiS pussd | uols Jold 9 S 5L |, ImportREC V>
AS cow) |, o8 sla Relocation a,L, PeTools L RoleX L o asy

300 o bl sSiie gud v BB aS awiw (sw.awS =l |, Program.exe LB V>

Gooran_Ware UnpackMe

About___ ‘ ‘ Exit




Generic Unpacking >

SLVcOdeProtector

(ol aswls g, OllyDump ¢ HideDBG.OllyDump Sla S\, Jasd aS OllyICE S)awsS 5L OllyDBG s 1) Lo 5,00 JuBegs

@ Bad or unknown format of 32-bit executable file 'E:\LearnyGeneric Unpacking Targets'SLvc0deProbectoriMew Folder\Copie de
Criginal exe’

® >gui swi L=l OllyDBG s svw,d a4 Juds Guod auecowl 0aui Siews Ju1d PE Header aww o aS jghilosd

[ PE Editor ] - e:Mearnigeneric unpackingitargetsislvcOde protectorinew folder\co...

B azic PE Header [nformation —
EntryPaint: 0000700 Subsystent: 0aoz J _-

Imagel aze: Q0400000 MumberQfS ections: ooos

Sizelfimage: | DOO0BOOT TirneD ateS tarnp: DEADCODE Sections

BazeliCode: | 0000000F SizelfHeaders: 00001 000 ﬂj Directaries

BaseDiData: 0000000F Characteristics: O10F ... e

Sectiondlighment: Im Check surm: IW ﬂ ==t

/e, 00001000 SizeQf0ptionaHeader, | OOED Q&mam
L

Save

M agic: 0108 NumOfRvandSizes: | 4863288D | + | - |

)+ Vg oo ,lado ¢ulps,S o)Ll Md as jghilod.cowa NumofRvaAndSizes laso. ouiws so J11 Sgi aS (sdS_iwo ol
Lacld aS.cwl DEADCODE Ll jlago ol il 5wl LB wsbw gu)l S iulos aS il (sw TimeDateStamp i 5,90.Y
(-wud DEADCODE wsl 5l yigs (g cunys pd 100 aidl).ansS j00 pd | Hlasoe culcowl ol

q_i..{)'g.b)b Hbd aolyy slaas ol Hs as wrwl vwinsSow g9, J=o )§_~u._;lm BaseofCode.wowl F 1, BaseofCode ,laso.Y
150 |, Sections

[ section Table ]

M arme Wl Ffeet WSize R Offzet RSize Flags

et 00007000 0000242E 00aataao 00003000 E00oaozo
.Idata 00004000 00aa4a00 00001000 Caooaa4o
.data 00005000 00aasa00 00001000 Caooaa4o
BEls 0o00&000 00aasaa0 00001000 40000040
zICU:: 00007000 0oaasaan 00002FA3 A0000020

Aol Yoo e b g8lg > BaseOfCode Gy cucwl Yoo vl text ouisSew g9, J=o0 duiw o aS gbilod
Al 00+ b g8lg > pd BaseofData guy.cowl 0+« + Ll .data guiSw g9,i J=xo o >
Al Gswod G dSiiioe o 103,50 )31 (8Jg.auS 80 od g, Checksum laso vowl jip) ¥



Generic Unpacking - For Ne

[ PE Editor ] - e:Mearn\generic unpacking\targetsislvcOdeprotectorinew folder\co...

Baszic PE Header Infarmation -
EntryFoin: | 00007000 Subsystern: ano:2 J

K.

Save
ImageBase: | 00400000 MumberdfSections; 0003
Size0flmage: Im TimeD ateStamp: o Sections
B azelfCode:; | Q0007 oo Size0fHeaders: oo o ﬂd Biiaeieizs
Baze0fData: | Q0005000 Characteristics: moF J FLC
S ectiondlignment; Im Checksum: FFFFFFFF ﬂ —=
Filedlignment: | 00001 000 SizeOfdptionalHeader: 0aED
Magic: [ 0B MumOffvadndSizes | 10|+ - | ;ﬂ

o6 581 Lol.sgis csw 3U OIlYDBG 5 (slSiiio 2ud csv Jold @S s (sw0.awiS 5L OllyDBG L 1y ol 8 auiS 0,55 |y @l Vs

S >l 590009 59> L L)
"l_., PE header has been modifered!
"

Please restore it's original walues and restart me...

|

® pul 05,5 s,Siws |, Ju16 PE Header b aS wowl 000 a>gio aoly dww s aS ghilosd

(.20 |, Hide All a6y58 Luw 9 HideDBG aiy33 Plugins Sgio ,3).a.S Jled |, HideDBG .3\, laul OllyDBG JsIs 55 wgs
o oslaiwl OllyDBG sulwlicw o & ol 5l o LB we=).a,,13%, Hardware Breakpoint S, FindWindowA &b Sg, 5 9
(S

EEP+4@1 2B5E5 ], 2E!
L

TR D5: [ESI]

Shift constan

CLC
HOP

g Lo wdgio il s Uas Lbls ay Ol 5l ass. pugais wdgio FINdWindowA &b s ,U s beawss | Shift + F9 L3 HLSG



Generic Unpacking - For Newbie

EQDEICDECE ﬂJJ i M| mw|u|c

EIB4E’I??6-B

3 sSy a8 oo Ao | Jgiws SO oS>l Uley aS RDTSC gib.o,ls L1509 Slus sl Hgiws 1> el 5> 3w wo aS shilod
o ol 0 Uiy 1) F8 dS LU s ol 5l asscauS L=l Shift + FO U |, aoliyy 9 0,135 BP S, 407798 bas Sgy . cumwlpil

I e > ) JJ HJ J S ) B

BE’IB??IE y

it ol A sid9 paiydei pll 60,1908 Al iy ol S b ol 03,8 S 1 e LLasS (o S oy iy o
g ol Giusy ool U awds suses | Z-Flag lasoe. uaww,

» Reg lEt ers [ FPU]

E
E
E

FFFOF @@ [ FFF )

1 FILE HO IT FI_ILIHI:I [45]

FIIII._I:II




Generic Unpacking - For Newbie

[EEP+4
:[EDI]

o>l> File name changed olsy.sqi0 plzsl Gy ol S| ((2sS Ko uly il 53 1, Z-flag laso).seui plzsl LU o vy ol

® 3940 5w

1305100 Stack o, 4 @S Ll FO L | anliy Vs

"0l lyDba™

ULL

Follow in @33 g 05,5 wawl, SIS OllyDBG 0U g, ju...ug> ® 55,5 (sw OllyDbg Jlss a, FindWindowA &b U aol .S wswo

0l lyObg™
L

Hardware breakpaint 1 at USERZZ Findiwfindond,

[ R R

Search for address

Search For binary string  Crrl+-B

o ko ESP
a0 ko expression
r Durnp

Appearance

1w |, dump

*

Ctrl+i3

0S|y |, OllyDBG 0,y lgis @by aSiul Sl bowcuwl 0auis asings OllyDBG U U Llaso 95 el )> dwin (o @S jgbilosd
Ul g 330 |, CTRL + E SlaadsS 9 2sS wlxssl [ L oL ASCII caouwd 55 HLS il Sho)eusS wose | Slaso 95 ol ob owilgs

(J*is Lﬁ“ﬂb&Sl) H;o|b )lugxx*us



Generic Unpacking > For Newk

33> awlsl FO U 1) aolyiugs.0usS 1oy Siusr wlgns aoliy Uopsls ,us pllyDBG au |, OllyDBG oU (0 iy (w0 aS jgbilos
® (IMpOrtREC Ji0).55,5 (5w od S,55 a0l JLis @ OllyDBG ;I jué s aolipugi (so widgio > i
oy o pley il a3 5, 1) Lol Gwoled aSiul 5l s

] PE header has been modifered!
[ Please restore it's original walues and restart me. ..

ed 55lg Uawsy L ALT 4+ F9 0dS 9(iawisw | F12 a,dS).auS dgin OllyDBg s 1) aoluSopm ow sl I ples oul Se> ax V>
Lougais s wgio Ll 55 i ul Aedgyu 0aui ol plewy U o | OK adS o aey 9.009.0 Back to user

PTR DS:[EAX+45]1, 6165

|, a0l 9 2,135, Hardware breakpoint on execution (i, ol g,y s Guig.dds (s |y (sl Guix aoliyuesgi ol iy
Loy Uy ol U 05les Baads plsol o,lgs | eusls ol Md aS suld, S swolos Vs auS w)lowl o,

ORD PTR
OWORD FTR SS5: [EEF+4

»OWORD FTR [EEF+4a

FindWindowA &L U aslss (sw 0,L9> aolin duiw (swiawizn [ FO oS Vsusg i ol Givsy ol U auds s |, Z-flag ,lase V>
U a5 F9 audS U s © Lyl oo 599 @ (s dSio g oud,S S, Siws | OllyDBG U Mud o bolcauS awy |, OllyDBG 6,5«
ooy FINAWindowA g,b oyl @



Generic Unpacking - For Newbie

BETRS (L)

RETLIF
ntdll.

Memory S, awl,y .text uiusSaw Sy, V>.a6S sw oslasuwl FindWindowA &6 5l e aoly aS cowl sul> u-U->T )§4> E9Y]
13uS Ll FO L 1) aoliyy asy 9.00,13%, Breakpoint

BB%4EE4F > L TE FTR DS:[ESI]
A1 45 :

1171 (71 £ 70 70

58 oS ol )_'>i)> aS RET Sy, 50 9 3090 owly a4 pwso L guy.dg i o Decrypt « .text ouinsSow aS wowl suls =l
os—w 9 Breakpoint aiy;3.05,S wwl, SLUS).asS SU | aues awliS aS Memory Breakpoint as.au,138, Breakpoint.s,ls
L ougi Wdgio ewiniliS breakpoint aS (suls 55 U auS L=l FO U |, aoliy ass 9.(. 2w |, Remove memory Breakpoint aiu;S

A
5]
5]
5]
5|

13w JMP EAX jeiws> SO @ b auds aolsl | aoli,y F8 L V>

Co |u] L E_ de. E

PUSH EL 140 comman
S (24

JHMP ERE

RETH
A OH, BY

(.25 1,8 wul IMpOrtREC 595 b la>55). 400630 waols L8 51 V>
(-2w30 1L od |, Use PE Header from disk aiu;S Suo).2wS gwsSud |, Ju1 IMportREC L 2=y o
© >9ui s Ll (IS iio gud (v AS i LswednsS bl | oons Sl Jub



Generic Unpacking

Asprotect

iy ) @l 5l sulsr cnisrooussS oslaiwl Back trace g, 5l pwles (o OEP (bl Sly.aiS 5U OllyDBG ,s 1, b 3,90 o

@}.\.H.u).gOEPCL;Umgﬂgﬂw)@lpmmgwlOEPjm@iswbmqs,ugs
1S Lyl JolS ob @ |, aoly Lol

Teddy Rogers / SnD Team 2006

"‘: This is an ASProtect SKE 2,20 UnPackME
(Resources Protection + Preserve Extra Data + Checksum Protection Enabled)

If wou unpack it write a tukorial,.. 1)

I, OK 1S o a2s.3y9. Back to user «ls> s,lg U sy |, ALT + F9 1S Ol 5l ass 9 39 wadgin aolyy U awjy | F12 3JS V>
139 (oo 8gio Leial 5> @olisy 9 59 o Sl plew Gl U 2wy

1S oy [ Routine ¢l oSlasul U augw YU @y jwgo Liewgs.0aui 055 las (VU g6 J>I> 51 MessageBoxA gL

23S >l 0,U9s 9 4SS wyliwl ) |, awli 9 0,138 Hardware breakpoint on execution ol Sy, ,u.<owl Routine slawl sl

Pased | B4 X] W11 %% ¥4 Y] ) L|E|M|T]W H|C|
i

Coauis 055 o =S 51 Routine ¢l puiun 33U Vs ouiiis Wigio owiniliS Breakpoint aS suls s o



Generic Unpackin

1330 |, Follow in disassembler a.y33 g 05,5 wowl, SIS u9ai ailod wwols 0, 5>

Search For binary string  Chrl+6

o ko EBP
G0 ko expression Chrl+ia

Follow in Dump

Appearance
RETURM to UnFa

JME SHORT

CALL DWORD PTR D5: [ESI+ED:#4+CFS]

Hardware breakpoint on execution ol Sg, , 9 A9, Rotine Slaul U Gwge U sumsauds pll | Joc Ulosd 0,Lgs o V>
._\__,_,I_'S._.

CALL @841CcFO0

oo sliowl S 1) aoli |38 s Hardware breakpoint.awuS (sw lag |, Routine sl (sisy).amds ol 1) Joe cul LU 26>
(.awsS o [ 0asiw 055 laws Routine ¢l aS (suls wols 0,20y 5l oslasiowl U g asS
Py o il @ 0,5 VL G



Generic Unpacking

CALL DWORD PTR D5: [468A0C]

S b b ol Sy )§| oo 55 9 5,15 sg>9 GetVersion U ¢l 5l s by i Vg Lgs...Spaopd S l...cowlo OEP Ll
DUMP 0,y 5 AS Jwiw (sw0.3wS 1oy 1) 000 035 oo &l cul aS Lsuls DuMp o,y b audlg=s 9.05,13%, Hardware breakpoint
S ol LB leuans wdgio OEP 5 (sidg 9 auS >l |, aoliy o,lLgs 9 35,138, Hardware bp. OEP g, 5 V>

1S Ll ) oacw wwls L V068 o pusSud | L6 ImportREC L a9

dumped__exe has encountered a problem and needs to
cloze. We are zorry for the inconvenience.

If pou were in the middle of zomething, the information you were working on
rmight be lozt.

Pleasze tell Microzoft about thiz problem.

"We have created an error report that you can send to uz. 'We will treat
thiz report az confidential and anonymos.

To zee what data this error report containg, click_here.

Debug | Send Error Repart | Dan't Send I

Liarod. 5940 (o L=l lomi Jold aS 0205 9 03,9550 JScie (il 4 S,y 8 3590 55 Vaol @ 39ub (swoi L=l o cuol> L1
ILail s ax ;s Uas...S0d> (i wlg> wow)d LB L. S JSaaw duw U oS o 5L OllyDBG L | oo Sl L1
S90S o ) JSiie 398 sw ugb ax..Sai8l w

1(F9 1 dS)awS Lxl ol )y 1) eocs Sl Jul 9 auS 5L 50> OllyDBG S,

e Don't know how to continue because memory ab address 01680000 is not readable. Try to change EIP or pass exception ko program.

59>9 Mool (shas uix Lol (Llg ) 583 ol b).59,0 01680000 ks @y asils 1ad oxis Sl Juld aS oonis asingi pley ol 5o
Sg o Uas s aoliy Juds puod a0 @ )l
1S 08 (0as Sy)sdeol LB 5 OEP 5 bas i aSousS S ax Vs iugs



Generic Unpacking

13w |, Enter 3dS ol g, 5,15 39>9 Call 01680000 Hgiws bo ol 8 55 OEP 4,5 s i 3w s

] A e Al .| L .t ... ] .Y e ol M

m Dizassenbly

J5 SHORT B16S0EE0

o=l OEP @ Wau—w, 5l Ji8 Asprotect gélg ,5)5,10 59>9 oani Sl Juld )5 (o515 59>9 oai Sy Sl L5 Ludl Gl S V)
(u.u:l aislw |) (") iSew Q,glg.tb)s Upi |) (") u.u)bl

,LS TIAT U Asprotect ug>...S1,>... 005,025 sJSwino a4 IAT juosi 55 bo dsuwy.dis dlgs> (scgog0 a>gio Guli (sSl L
CALL ,giws au |, Lpsl 5l e 9 05,5 S, Ssws |, aoliyy APT gulgi...Slol...aisLw 0,Lgs d9s aS S 9250 |, il g... il
® 05,5 Jsa5 01680000

1ol SHgiwd Gaxod Sy L (CALL 1680000) s,ls 15,8 42723E las 5> aS S g5ws &3lg 5>

Call DWORD PTR DS: [xxxxxx]

@ 3,05 51,8 1680000 bas 0l 5 aS |, (siiasSow 9 owly bo aS cowl gul J=> o, Sun.SowsS LS ax JSie ol J> sl V> og>
Sla b 5l sy ). a8 soi wlo> JuBB ol 5590 55 Gugy ulipasS adlol LoadPe Jso csuld,33] 0,0 L oons Sl Ju1B
(B a4 Sy ol > g ad> sw wlg> Asprotect

aS oo U bo....agss |, new origin here aiysS ¢ 03,5 cwl, SIS Ol Sy, 0. 0iS uSad (42723E) |) b ol oo Aplisioss
23S IS Gl Goees © S o J> o, S5 lises L8 Gl ShyuenS39) o xS @ b ol

Sg) »a Ys.. 09 (0 Memory Map sl 9 005 s |, ALT + M SlaaudS il iS new origin here b ¢l g,y aSil 5l as
10,138 s Memory Breakpoint <, Kernel32.dIl J,U ;I text  ooisew

Ackualize

Wiew in Disassembler

Durnp in CPUI

Curnp

Search Ctrl+B

Set break-on-access F2

Set memary breakpoink on access
Set memory breakpoink on wrike
Sab arrace [

138 Ll FO U [, aoliy Vs



Generic Unpacking

S X| w1 Bi ¥ k4 ) 2] LE|MT|W|!

Address _  [Hew dump ____________ [Disassenbly

oy bl @ G sy [ F9 S LU aiw Vs

Sl x| w0 B ¥ 2] 4 LIE|M|T|W]H|C|/
idress |Hew dump | Disassembly

JE SHORT FCEE1D92

CALL DWORD PTR DS:[<&ntdll._strcmpi>]

CALL LoadlibrarvwExA

Lzl @ Geauds aolsl a8l F8 U 1) aolyy 9 auS SU |y puses aiiliS as Memory Breakpoint Vs>.cowl LoadLibraryA g sl
LWy
Address

Hen dump Dizsassenbly

CALL BBFFZAFS

CHALL @18R853EC

CALL alaarara

V> (1,138, Hardware breakpoint S wwsd OVl aS (suls Sgy 505,05 8y8 lomid piwsw 5 Ld guysl ool aS 14uS asgs
iy Byiues) 4 sl



Generic Unpacking

B1a8aECE

ay &38lg ;5 s Gl G © 39, (s il @ @8l 5 3,05 1,8 (42723E) b s aS sl aS cowl (sdas oaudslis OVl EAX a0
© 59, s GetCommandLineA
! 3uwgis CALL 1680000 Lgiws Sl> g dugyy 42723E Gw)sl @ 0,9

Call Dword ptr DS: [460984]

CALL @

CALL
C

ALL BE4222C0
FF15 24834088 CHLL OWORD PTR DS: [4oH924 1
CALL 8843

JHZ SHORT 0427260

ks 5 GetCommandLineA &L Gw,sl OVlauS oslaiwl IAT I (suigsduS s wwini ol U LU | &ilgs aS 1ol olbowle>
0510w IAT @ o Ki(59ui (s £9,ui 460814 bas 5l aS aoli,y IAT ,5)s,ls 51,8 460984

Address |Value | BSCI] Comment

[

[

Command: I ;Il




Generic Unpacki

Senwl oanw S, Siws Asprotect bowgi J &ilgs 51 b ass 0l @ V..o
CALL 1680000 :auS b 9 2w |, CTRL + F sSlaads

1A

Find a8 9 05,5 cawl, SIS jgasi ailod...Sowd g5 ws ol 51 U abs putiuw 200, Ty 550 &0 SO ! loyey
13w |, Call Destination ai;S (s ¢ refrences to

JHE SHORT 8a4a11ds
Backup

Copy
Binary
Assemble
Label
Cornrnent
Breakpoint:
Run trace

Follow Enter
Mew arigin here Chrl+Gray *
Go ko

Follow in Dump

Search For

Find references ko Selected command  Cerl4-R,
View

Copy ko executable

Analysis

Mebarh Proceas



Generic Unpacki

Initial CFU = lect ion)

S ol ol ol U, S Sl diw o aS ehilod...pusS LuSud | Ll aad LU aS puls ygiws ol 5l aed Gul...Sawiw w
L sols 55,8 401112 s s aS @ oudslopniS (uiSud ob Ly 5505 &6 o anlines S csw Lo 5l 1y S3U; by badd. .o (sidew
asS sz wgl g Al loix>)aws | FI adS ass 9 3,050 |, new origin here aiys3 ¢ 03,5 cwl, SIS Ol Sy 4u.0iS s Wl

: (asS SL b od |, Memory BP wglay,l38, Hardware breakpoint. osgs aisS wgips Wd

JHE SHORT BE4E1143
CALL DWORD FTR DS: [4E8E9C]

I Sl ol 590 G BBl Sy i w08 aSiul sl hadicaws Asproctect sy wu,Sowl S azg gud a4 e ySul
: (piiogs



Generic Unpacking >

o |, Hardware Breakpoint ugl U asdl). S (swo caows | il 9 4iS (sw 1oy |, CALL 1680000 wljgiws (swolod cupySewl ol
(© _x__ul_').i;

var a /] psS (s s susio Sy
var b // )35 o S
var ¢ /] ;35 susio S

mov a,401000 // euwl Call 1680000 ,g5iws Jlos @y lawl 51 Uip,uS (0 401000 b | @ jussio loso

Loop:

findop a,#E8?2222? 01# // 55,5 sw Call 1680000 ,giws JLis @ ,giws el b

cmp $RESULT,0 // Sp5,S law S)giws o Ul

je End // s (s plov Sl 03,55 1oy S|

mov eip,$RESULT //awl (sw New origin here aiysS ailod od ol

Mov a, $RESULT // pd> csw Call 1680000 ,giws aS csuls b ply [, @ susio loéo

RUn // pusS s b= 1) aoliy

Mov b, €ax // cawl (sdol @b il EAX aS pugaino wdgin sal> 55 el aidliS HW BP 31 g 0,800 EAX uly |, b ,lado
Mov ¢, 460814 // ,.5 s IAT Slawl ply |, C usiio

jmp Loop2 // s, swo LOOP2 Ciouud

Loop2: // p3,S sw IAT 55 b JWis @ cowd ol >
Cmp [c], b //S5,l5 59>9 (sdool &L IAT 5l caonwd ol 55 Ul
Je Loop3 // 9,1 LoOP3 cuowud ay 5,5 3|

Add ¢, 4 //9,s IAT Sasy Dword au w90 ¢l juc 5>

Jmp Loop2 //xS (sw law aslsl Ulizxes asls> ol

Loop3: //esS sw CALL 1680000 (030> |, (sdeol &l bas ol 55

Mov [a], 15FF //ed> sw yus |, CALL 1680000 ,g50w> Sasy o g bl b
Mov [a+2],

Add a, 6 //0sS sw Wdlol a>lg G @ asiio Hlase @

Jmp loop //3S sw 1o asls] asl> ¢l 9

End: //acw, cowo b ol @ coySewloands o,y o CALL 1680000 (swolos (suds
Ret //.5.0 s olod v, Sowl

© oS o o> CunSowl Gl U D audyoun)S pusSid |, 216 U o>
U awilow ko (sSl g 1S 1yl | caSewl

ODbgScript (%]

. | } Script finished

9 S Sy d ImportREC L | waols Jold aey 9 3,550 wwls 0,bes JB 5l asy 9 25,135, New origin here S, OEP sy, . V>
12wS Ll | oocw wols Juld

Teddy Rogers / SnD Team 2006

"j This is an A5Protect SKE 2,20 UnPackME
-

(Resources Protection + Preserve Extra Data + Checksum Prokection Enabled)

If waou unpack it write a tukarial, .. 1)

© 90 w0 bl (dScine ud v JLL o



Generic Unpackin
330 Ja o)

© 285 (w0 Ll o> > 9 03, Joc
cols Jul8 51 oS GuSud | 1o CALL 0i.15S lag |y OEP o UeasS Ll | caySowl 9,008 5L OlYDBG s 1 o oSy uld
© 225 plail L3> S sl 9 555

© owl 0auw wdgio OEP s wuyyStwl aiw (s aS jgbilos
o=l ey plul cowl o3V aS 8 s Vis.cawl 05, 0.5 de_UnpackMe.exe ol U g aid,3 od waols LB 5l e, Swlcugs
© 1S US|y wols Ju8 ol IMportREC L aS wwl




Generic Unpacking >

ExeCryptor

W

| | Teminated

b a oyl Function &G bo dusuw...SaiSow jgb ax...owl 000 i aiwg,y OIlyDBG s o1 ws,S 5L L s v aS ghslosd
.>5Luw Thread ol a4 yogaxo o Su Thread 1o Sl wlgi (s aoliy &5 TLS ... TLS CallBack Function

TLS CallBack Function ;I g 3,1 (s ExeCryptor Jio ,Sy Sy...59-0 (s >l Jy1d EntryPoint 51 J.8 TLS Callback Function.wg>
55 Jubd aS sein asgio S31 9,085 (s Hhd Slus wswl ulwlbios Jivg, 3u> Function ¢l 5 (sassiaiS s | oslasiw! gow culps
® 5350 s |y gwsgs cccwl vas Slys J>

39— swo(S,505 Sl 4 L) OllyDBG s J)bb wasis 5U cow,s b wasis U sy )80 a8 (sdus s Givgy ol Jasd aaJl
3> zungi M8 as PE Header Trick Jiwo.s,S

138 5L LordPE s 1) aelyuepusw w5l [ TLS CallBack Function MS b aS cowl ¢l J> ol S5t SowiS LS ax Vs iugs>

[ PE Editor ] - E:\Learn\Generic Unpacking\Targets\ExeCryptoriCopy of UnPac...

Easic PE Header Information

EntryPaint: | OO01FOF4 Subsysten: 0002 | .| $
Imagel ase: lm MurnberOfS ections: lw QSENE
Size0flmage: | 00021000 TimeD ateStarnp: 4AFBOMED S ections |
Baze0fCode: Im SizelfHeaders: 00001 o00 j
Baze0fD ata: Im Characteristics: noF J =T |
Sectiondlighment; lm Checksun: IMH TDsL
Filetlignment; lm Size0f0ptionalHeader: lw Qmmpam

13w |, Directories a3

Directory Table ]

Dvirectary Informatian
RvA, Size ok |
Qo0ooooo | Q00aoooo J Save |

ExportT able:
IrnportT able: Q0015000 | IZIIIIEIEIEI'HEIJ
Resource: Q0004000 | Q00059E0 J

|
|
|
Exception: | 00000000 | 00000000
|
|
|
|

Security: 00000000 | 00000000
Relocation: 00000000 | 00000000 .|
Debug: 00000000 | 00000000 . |
Copyright: 00000000 | 00000000 .|
Globalptr: 00000000 | 00000000
TlsT able:

LoadConfig:

Boundlmpart; EIEIEIEIEIEII:IEI| EIEIEIEIEIEIEIEIJ
AT 00000000 | 00000000

|

|
Delaylmport: | 00000000 | 0000000
COM: | 00000000 | 00000000



Generic Unpacking - For

I 95 ol 581 Le.asS sw oslasiwl TLS CallBack Function 1 aoliy ¢l csiseeCaows o0 TISTable jlaso dwiw csw aS jghilos
i3S 9 2wS Lo |y Hlaso 95 ul.dgi sw =l OllyDBG 5 awliy 9 39, (s oo 51 TLS CallBack Function JolS job . 008 40

|, Save
i) s e | ey
Debug; | 00000000 | 00000000 ||
Copyright: | 00000000 | 00000000 J
Globalptr: | 00000000 | 00000000
TIsT able: | 00000000 | 00000000 ..
LoadConfig: | 00000000 | 00000000
Bourdimport: | 00000000 | 00000000 ...
AT | 00000000 | 00000000
Delayimport: | 00000000 | 00000000
333 Ja o)

b, ExeCryptor aS |, =>.a85 (o wlg> aiiod Lol...cowwgs> (g, TLS CallBack Function us, ow 5l Sby Ju8 Givg,
A8 cswou | aoly Shal oslelecwl aid, ¢ 5l TLS CallBack Function aS aepss ExeCryptor jSles,ls o Integerity Check
asS suls sl Jud (susy.dgi wdgio System breakpoint s« EntryPoint ;> was wdgio Sl> @ aS pwsSy OIIYDBG a4y 3L Lo Jsl
e osw >l TLS CallBack Function

w3 Swi |, System Breakpoint a8 e 9 Jugui Events caoowd 5)lg 9.0.55 |, Debugging Options aiy;S Options Sgio >

Debugging options

Commands ] Drizazm ] CRU ] Fiegisters] Stack ] Analysiz 1 ] .-*-.nalysisE] .-“-‘-.nalysisS]
Security ] Debug  Ewents l E xcephions ] Trace ] SF ] Strings] .ﬁ.ddresses]

b ake firzt pauze at;
{* Sustem breakpoint
(" Entry point of main module

" wint ain [if location is known)

| Break on new madule [DLL)

[ Break on module [DLL) unloading
[ Break on new thread

[ Break on thread end

[ Break on debug string

IIndo | Cancel |

2.S 5L OIlyDBG ,5 I, Juls o,Lgs Vi

IJJJ ﬂu Jﬂ ﬂJJ e/

HI III EEII EDI
MOP
HOP

RETH

HOF

Mo EDI.EDI
HOP

HOFP




Generic Unpacking - For Ne

,1,-8 TLS CallBack Function s aS (sSlus sl Us,S 5, Sy Lo LB Entry point 5> @ ey wdgio System BP s ,U ol
1330 |, Breakpoints @3S View Sgio 536305

Address Disassembl
B84 1FBFA| UnP: = CALL UnPFar

S=> |, ,SLus 39>9 pac b 59>9 Breakpoint ¢ul b aS aiiliS Luses Sg, . Breakpoint <, ExeCryptor auw (sw aS shilod
© purm sl 1 Slus wulwlicw wulsl® Breakpoint ¢l ws,S Delete U owlgi (s lo.aiS s

o ;U OllyDBG > (sJS_iwo gud v J218 Breakpoint ol ws,S S L.assw | Delete aoSs 9 1S SIS Breakpoint g, 50 G
YW

1ugw axlgo owl Aol WS w4 bgsye aS pley ool Gy |, F9 audS OEP (8L Slyiug>

This software protected with UMREGISTERED copy of EXECrwptor!

A

L pagis adgiocuwlo OEP aS il 55 9 3950 polewy ol U oy |, OK 1S Vs 00,138 Memory Breakpoint & .text ¢ iSow

8] 0 ) 3| R 0 g | ) ¥ K s 5

an,

9 35S w0 ol d i (sISiiio LS5 Gl 5l A=i)ls S dus SIS 9 ool aiigs MASM s Lo @l duwiw s aS shilod
© 2SS o puS



Generic Unpacking

PeSpin

= A=y 9 59 [,>l PUShAD giws> U o | F8 adS [b 95,08 oslaiwl ESP i 5l owilsi (so PeSpIn ;> OEP 8L sl
23S L=l FO L |, ol 90045138, Hardware Breakpoint on access «Su ESP s>, ,laéo g,

Pased B4 X| W[N] b3 ¥ &4 M| i L|E|M|T|W|:
[adres= —Thes due ———— [Dissseenoly

il S Sl I i ol oY 1 (. LY . LY el Y I St o i et i

Dizassenbly

CALL DWORD PTR DS:[4eFSEC]

8Ll @z iorg ol 55 AiansaniS 0185 s Ui (JMP 00400178)s,15 516 OEP 1y kas 3 @S i pg Urjoukuny OEP 5L
959, Lo =S a4 Gy ol pwiaw U oy [ Enter adS ol g 50...8268] w0

Pawsed | B4 X| W1 bij 4 i1 2] of LIE|M|T|W/H
Disazecrbly

SHORT 88488120




Generic Unpacking

CALL DWORD PTR DS: [46FSEC]

So Ay 05,5 Jssio | anly Slaas sl sslasi bo ,S) (susse.. S wsiy ol pwiniS 0 OEP Sla (8Su555 a4 0,l95... 0w (sw
L, a Lo Ylsugs... Code Redirection :xiusS (sw 8,5 wuliB ool au...(cawl 05,5 Jaiio PE Header au |, »3S),55 Lol
DSiwd ey aS jghilod...595 4271B5 ks 5> aS sy Wio ® ousS wowys | o Code Redirection ¢l oloi 2,U bo...S oS

swl Push 00450E60 g3lg 55 j9iws ol paw.caisS sy yiwdes Sl ow @ asy 9 3,5 sw 1>l |, Push 00450E60

2 GHEE4SHE FLZH BEACHELE

CALL DWorRD PTR DS:[46FSEC]

13, 0l85 427207 bos @0, 3S s | LIS ol pd CALL b aSkauS _swu Redirect |, aS (JMP) Ly U basd PeSpin

CALL 884868]1HE

13w |, Enter aJS ol g, yuiugs

[ Address _____[Hes dump _______________|Disassenbly

_LuS Cuai pd |) >)90 UJl U9y (SO 004293A0 > =¥} 8__5|9 > CALL UJ| U 9.9 ) .LllJ CALL UJ| as Cowl L5\.:l.> 8_§|9



Generic Unpacking

24210884
JHE SHORT &g
CALL @8488194
CALL @848819A
JHE SHORT 8@

as pold (o ® pusS wws | 1l oasw Redirect aS (suld CALL g d JUMP oloi g oS g9, (4271B0) OEP ;| 1L Vs g
Ll @ beawsS g9,00 OEP 1 Vs> Lo pumangin wansScwl Sy oulss aSiyl 5w 5505 S o)lziwgs bolocwl 508 wdg 1S
LWy

JBE SHORT B@

CALL BE4222CH

IAT aiysS g 2 |) OEP.awS 35U |, IMportREC V> 00,50 waols Jub 51 35U Vis.5g; 0aui Redirect aS sg; SaS o3l ,30s ol
1wy |, Auto-search

Auto search failed!

Could not Find arything good at this SEP! ;-

osa—w 9 Follow in dump ay;38.05,S cwl, SIS s ol Sgy 50...(4271D6 bas)s,ls s9>9 GetVersion g, OEP 5 b i
3w |, Memory Address aiy;S

| Address |Ualue | ASCI| Conment

Command: V”




Generic Unpacking >

lay |, APT golgi (swolod uydl waniyi ol @ 9 S lawy aoliyn 55 |y 29, swo APT gilgi @y aS suld Call ploi aS ey IMportREC
13w |, Get API Calls aiy38 Jaww 9 Advanced commands aiu;S S caowl, SdS ImportREC g, 50,368

4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF Ml=ES
Aftach to an Active Process
|e:'x|earn'xgeneric: unpackingtargetshpespintunpackme. exe [00000450] ﬂ Pick DLL

|mported Functions Found

Show [rrvealid

Show Suzpect
Invalidate Funckionis)

Disassemble | HexYWisw
Auto Trace

Trace Levell (Disasm)
Trace Levelz (Hook)

Trace Level3 (Trap Flag) Clear Imparts

Plugin Tracers F lan
I Advanced Commands et APT Calls v
hModule oz Load PE Header B

Module loe  Cuk thunkis)
Module oz Delete thunk(s)

et Imports Filker Clear Log

Getting as: Select Code Sectionis) =
m Expand all nodes Shiow Exact Call Windaw I b

Collapse all nodes o - |
T PR — S%itch "LOADER |+LOADER]

OEP ||:||:IE|2?'|E|:I IAT AutoSearch Ry | 00000000 Size |0000D000

O ptionz

o RREE

s [ OK 2ulS 3 9

GET API CALLS E3]
Adress Filker Heuristics
bin address | 00000000 v Get'Call [<] scheme
b ax address |FFFFFFFF [ Get'Call %' scheme

| k. | Cancel

1350 |, Cut Thunk aiy;8 9 05,5 wewl, SUIS Invalid gilsi Se, 40 9 2wz |, Show Invalid a3 V>

Imported Funhctions Found
advapid2.dll FThunk: 00060218 MbFunc:5 [decimal &) validYES s
cometl32.dll FThunk: 00080230 MbFunc:2 [decimal:2) validYES =
oleaut32. dll FT hunk: 00060BAZ MbFunc: 10 [decimal: 18] walid:YES
wirrnrn, dll FT hunk: O0080E 3C MbFunc:1 [decimal: 1] walid:YES
wirnzpool dry FThunl: Q00E0E 94 MbFunc: 8 [decimal:8] validy'ES
comdlg22.dil FThunk:Q00E0EES HbFunc: 9 [decimal:9) walid:YES
ole32. dll FThunk:000E0EED MbFunc:10 [decimal:16) walid:YES
oledlg.dll FThunk:00060F 24 MbFunc:1 [decimal: 1] walidYES
kemel32. dll FThunk:0008F 424 MbFunc:1 [decimal:1] walid:YES W

o e e o e R e e P

0L bz, od @y JolS |, IAT (PeSpin ug=).s,l> S Create New IAT aiyS aS sugb ohakao 9 Awss |, Options aiy;S V>
(eud> L3 1) d Import isSew ol s 9 005l Wi iansSow S



Generic Unpacking

OPTIONS (]

Mew Imports — Digasgm [Tracer L1 and Loader Analizer] O ptions [in HE=A]

[ Import all by Qrdinal b ax Recursion IEIEIEIEIEIEIDE Buffer Size IEIEIEIEIEI'I an

[ Febuild Original FT
¥ Create Mew [AT

—— Tracer L2 [Hook), L3 [TrapFlag] and Plugin Optiohz——

Tirne Out (in DECIMAL in 50 mz) IEIEIEIEIEH i]

[T ExactCall [ Skip bdain Slat
Tracer L3 [TrapFlag) Optionz [in DECIkAL]

Drurnp File
¥ FixEP ta OEP

[~ Dumb Mode
[~ TL3Log TL3 Max EIP IIZIEIEIEIIIIEH 0
Froceszs Properties Active Process Information
[ Mode Cloak [Slower!] ¥ Use FE Header From Disk
¥ Enable Debug Privilege [MT/2K.5P) s —_—
™ Fix Diamaged POE [win9s/ME Only) [™ Enable [wind+/ME Only]

] I Cancel |

L3S uSd | 395 waols L Vs iugs

Teddy Rogers [ SnD Team 2006 |z

': This is a PeSpin 1,304 UnPackME

ode Redirection Enabled

If wou unpack it write a tukorial,.. 1)




Generic Unpackin

MoleBox

Ll (Exe Ll 0s,S Sl 1 ssMe b bo Jlio ol 535,05 b 1 Juls ws,S Bundle cubld aS cawl (suld)Sy 5l 550> (sSs MoleBox

Ta,l5 553 e ul we,s 5> DLL L aix> pwopss =S 5l Vs 0uS 2lhxiowl Ol 5l pb |, DLL sla
3w |, Executable modules aiy;3S View Sgio 55 Vsesguis Ll aoliyy U awss | F9 3dSauS 5L OllyDBG s |, Llai 5,00 LG

PRI R R TR TR T e RN TR R ) TN LYY e [T Ty ) [y S T[S N [N R S )

x| win| w4 $1 |

Ent i MHarme File wersion Path

I
Hi
RPCRT
: SHLWAFI  &. 3. 2157 JTF HLWAPT. L1

dll
L

.l eanw Load g oani ghziwl L8 595 J5Is 51 LB ¢l aS syls 51,3 TEMP ;s DLL JB atwdwiw (s aS jghilosd
23S L=l FO U |, aoli,y 9 20,135 Hardware bp on access 5 Ol S,y A= diS i ESP s>,

C e T T - == » 5w wn - mpg

Dizazzenbly

1w, OEP a4 U o F7 5L asw Gag.d0 s OEP a4 | Loos,ls 518 il s ais aS CALL EAX giiw>

Address |Hex dump Disassembly

CALL DWORD PTR



Generic Unpacking

23S 5L |, ImportREC ¢ 1u,,5 wwls o 5l

Imparted Functions Found
-7 FThunk: 00060574 MbFunc:8C [decimal: 140] walid:NO e
- oleaut3Z2. dil FThunk: 00060BAZ MbBFunc: 10 [decimal: 18] validYES
- shel32 dil FThunk: I00G0BEC MbFunc: 3 [decimal: 3] validYES

-7 FThunk: 000B0BFC MbFunz:a3 [decimal: 163] walid:NO
i, dlil FThunk: 00060E 3C MBFunc:1 [decimal:1] walidYES
wingpoal.dry FT hunl: 00060E 34 MbFunc: S [decimal: 3] valid YES
-comdlg3Z. dil FThunb: 000E0ER 8 MbFunc:3 [decimal: 3] valid:YES
7 FThunk: 000E0EED MBFunz: 10 [decimal: 16] walid: MO

- aledlg.dil FThunk:J0060F 24 MBFunc:1 [decimal: 1] walid: E|
Log
RA:000B0930 R eturn alue:-507 31 7323 F ailed! |

- . g |

&lei ol LS picn 9 003,50 S0 Slaas J=1s 55 0L golgi ol 08U Sl ® pols Invalid U iz iawin sw aS Jshiles
(Magic Jump ¢38L) oS Mol |, Lol Lo 9 390 (w0 Sy S0
1S @sliwl &, |y aeliy 9 20,138, Hardware bp on write &, (¥£+Qa« las Wio) Invalid gilgi 51 oSy Gw,ysl Sg,y

Binaty

Label

Breakpoint Mermary, on access
Search for Memary, on write
Follow DWORD in Disassembler

Follow DWORD in Dump

Find references Ckrl+R
Wiew executable File

Copy to executable File

Go ko

Hardware, on write
Hardware, on execution

He:x

Texk

Short

Lang

Floak
Disassemble
Special

Daka Ripper

Make Label
Appearance

1AuS |)>_-|9

Sl x| N b # 4 M| # LIEM|T|W]H|C|IJK|):
[Gddre=s THen dunp —— Dissscerbly ——— Tcomen

3958 Ll Gl 53 aS iy wedwS 0K Gaols 5> Y5+ s @y 2ilgi (). gyl (s Redirect gilgi aS suls> a j9id
(~owl 0anis aiig 0w Redirect gl
iy F9 ,50s ,U aw



Generic Unpackin

CALL DWORD PTR D5:[4FE

CALL DWORD PTR DS:[4FE

JE SHORT B8471EZ6

53505 5L L cosgs ExitProcess giU &8l 5> TAT 5l sl ol @S dugiis (s a>gio iyl EAX jicww>, Llase @ & ST oV
1o F9

Address |Hew dump | RSCII
I

13y;5lau o Disassembler o,z @ (325 ® oauis Jiiio 4772CB las oy ExitProcess g,U...S o cswo

CALL &84

CALL DWORD PTR DS: [47EVACI

wwlod)ay,138, Hardware BP o jgiws ol Sg) 5o pun.AiS (s Redirect |, gilgic MOV DWORD PTR DS:[ECX],EAX jg5iw>
23S NOP 1) bas il a2y 9 oy el @0 b oS Ll o,bes | aoliy 9 (oS SU | LS sla Hardware bp

CALL Ba47EE27

hio

CALL DWORD PTR DS:[47EFAC]

135S 5L |, ImportREC o,be> g 3uS Ll 1) aoliyy.auS Shiuse awliS eyl ;> as Hardware BP V>



Generic Unpacking >

Imported Functions Found
adwvapia2.dll FT hunk: 0006037 8 NbBFunc: & [decimal: &) validYES
comctl32. dll FT hunk: 00080330 MbFunc: 2 [decimal: 2] validYES
adi32 dil FThunk:0006083C NEFunc: 40 [decimal 77 walidYES
kernel32.dll FThunk: 00080974 MBFunc:BC [decimal:140] validvES
aleaut32. dll FThunk: D0080BAS MBFunc: 10 [decimal: 18] validvYES
thel32.dll FThunk:O00E0BEC MbBFunc: 3 [decimal: 3] validYES
uzerd2. dl FThunk:00080BFC MBFunc:A3 [decimal:163) valid¥ES B
wirrnr. dll FT hunk: 00080ESC MbFunc:1 [decimal: 1] valid YES
winzpaol. dry FThunk: 00060E 34 MBFunc:3 [decimal: 8] validvYES

[ >

B o e e e e e

£

13S ouiSud | 395 waols b Vs © siiws Valid gilgi (swolos 5U ol
Error E|
&n errar has occured
Line number; 2

Please contact the program vendaor
53

U pagegi wo Uas syl [ o L oul aolisy 9 005,50 2wl |, DLL o Ju aSiyl jbls ay lol.cuwl ooui Sl Jy16
oS ghsewl ) b L ol

.59, s DLL e 118 OEP a4 aS owS lawy |, s CALL j9iews 3uU Jol DLL ghsecwl Sl

:330 |, Break on new module a8 S5 Vs o900 Events coowd 55lg 9 auis ) ALT + O SlaoadS.awuS o)bewl &) | aoly

Debugging options [El

| Commands || Dizazm | CPU || Registers || Stack, || Analyziz 1 || Analyziz 2 || .-’-'-.nalj.lsi33|
| Security | Debug | Events | Exceptions | Trace | SFX | Stings | Addesses |

kdake firzt pause at;
3 Syztem breakpoint
(¥ Entry point of main module
(3 winkdain [if location is known)]

Break on new module [DLL) —

[] Break on moduls [DLL] unloading
[ Break on new thread

[ ] Break an thread end

[ ] Break on debug sting

[ 1]8 H Unda H Cancel ]

pudlg > (a0 aSDLL sla Jub U sy |, F9 aldS )L auzogi (s wdgio OllyDBG.sg [>l DLL b1 &5 ,S1 i ol @
10gi bhaloewsS ghsewl



Generic Unpacking

S| s # 4 | +f ulE[M{T[w| || K[FR].[s] E[FHA

MHarme File wersion Fath

109 Memory Map )l U awu | ALT + M SlaadsS oS 1oy [ DLL L Entry point U Vs>

Memory > J;16 S PE Header uays Sl owS oS5 OllyDBG s |, Jul6 PE Header wlaxiw poulgi (s Entry Point a8l sl

ADUMP

I, wlaziw 1l puilgi o o OllyDBG )50y s |, L& PE Header wlaziwe PEID | LordPE . PeTools ;s bo aS jghilos

 VEWSVR CS] IV VIRV SVRRVEI P TI SE S VRG] ISR



Generic Unpacking

ADUMP

19,0 Ju1 Entry Point @, g 350 CTRL + G SlaaudS g sugai CPU o,y 55lg U awsu | ALT + C slaads Vi

Enter expression to follow

(00 vl

O)Wh £ &P [ ok || Cancel |
@ R

() Offset
| MEBHEECCEIFIZED HHH L |

Address |Hex dump Dizassembly

L 9 S (sw Stack akdl> 5)lg |, 472D37 ,laso. Push 472D37 jgiws. S o8 10011011 oy aycccwlo Ju1 Entry Point Ll
( Push xxx + RET = JMP xxX .85 Wd aS jghilod).5g, (sw 472D37 k> ay RET giw>
2AsS bl | aoly 9 30,138 BP S, 472D37 bas Sy 0 g

AA47 2037




Generic Unpacking

JHZ SHORT @8472ECS

oS oslaiwl Run Trace 5l owlgs s OEP (8L sy Vs pwiwsd ,S5 Slaas ;> wVl b

L il osls low aS (sdb, au a>g5 L Run Trace U OllyDBG.wow! OllyDBG wgs jlown S wulild 5l (sSy Run Trace
©OaS sw S)lapSs Run Trace cuouwd: View Sgio s | 0o >l aS (uld bas swolod cowd 9 S (sw >

130,55 Memory Map ;| |, DLL LB ol ool paiSow €9, 9 wlw laul Run Trace S sh>l sl

o owl Yoo od L'JT)._J_ng ewl 10F3000 10 DLL L1 ¢l 5> text ouisSew g9, J=o dwiw (o aS jghilod
End of code section=Start + Size= 10F3000 + 2000 = 10F5000
=l (PE Header g9, J=o)ImageBase jlaso Lainl ;5. 0wl aiwls 8,9 lomi pouww 5> juslén ol cwl (o Sow al

595 wdlgs Ules)s @ ey wez. ol awls ,bls ay 1) Hlabe ¢ul.cowl 10FO000
gy eai dsled EIP in range woowd s> 9 oy |, CTRL + T slaauds Run Trace )=l sy Vi

Condition to pause run trace m

Pauze run trace when any checked condition is met;

EIP is in range | 10F3000 | .. |10F5000 |

[ ] EIP iz outside the range | | | |

[ | Canditian is TRUE | v |

[ ] Command iz suspicious or pozsibly irealid

[ ] Command count is [actual | 0 |] [ Rezet ]

[ ] Command is one of

In command, B8, B32. BA, BB and COMST match any reqister ar canstant
[ OF. ] [ Cancel

10F3000 .~ EIP )l_).é.o g 4B iy uy-d9ui (sw DLL JJIS UJ| O LJext paisew b)lg w=9g0 A > QSMJMIP wwo b
g plos Trace wldoc.auwl 10F5000 o

9 35S o Joc Trace ;s F7 2dS ailed CTRL + F11 aJS).auw |, CTRL + F11 slaauds Trace s>l sl g awm |, OK oS
(© F8 1S swlod CTRL + F12 S

Sgio 5301w L=l aS (sulygiws (swolod wouwd U Shy)eww; w il s plzsl Tracing wldec aS (siaw 5l Asyigs>
: (aws I, Run Trace a3 View



Generic Unpacking

Address |Hed dump

Dizassembly

SHORT &
B16F35

iy [, CALL 01 , 31 Loesgnis csw 0lg1,6 CALL Sy Jawgs 1 DLL (swlos OEP. MoleBox ,s ws=.cumwlo DLL o6 ol OEP Ll

© puiS oy pd |, @ DLL ;L OEP puwlgi (swiomsS
gl il @4 1S 5l puopas U s |, Follow in disassembler aiysS g 05,5 cwl, SS Stack o,y 5>

o ko EBP

G0 ko expression Chrl+ia
Follows in Disassembler  Enter
Followy in Dump

Appearance

CALL DWORD PTR S5:[CEEP-£41

SU |, La Breakpoint _swoloi.sg, (sw & DLL (swloi OEP @, aS wwl s CALL ulods)ls 51,8 473112 bs ;> aS CALL ¢l
hardware bp on giws ol Sg,y 5 bhsd 9(Lau,ls,m | wlowaii cuowwd ,> Break on new module aliu;8 Si Guizod)iusS
S >l o,bes 1) aoliyy 9604138, execution

JoBB aw 1 8).59, s DLL sl Jod ol 51 oS0 OEP au jeiws ol LU abw 48 aS. pugai (s w8gio o ol 55 5L 4w MS
1Sy ol (b sa)l381 0,0 L)LordPE L



€2 [ LordPE RoyalTS ] by yoda

Generic Unpacking

Path

@l o hprogram fileshwindows media playerswmpla...
ﬂ e hleamhgenernc unpackingtargetsimoleboxt. ..
-ﬁ g:herack leaming'amport. reconstructor, 1.6.fin...
@ g:horack learningleszonshleszon Flordpelor...

| FID | ImageBaze | ImageSize EI
Q00aarDC 01000000 Q007 3000
Q0000e 00 Q0400000 Q0024000
anoooacc Q0400000 aooFCzon
Q0000esg Q0400000 Q002000

PE Editor
Break & Enter
Rebuld PE

Unzplit I

1 I " "l Durmper Server

Path | ImageB aze | ImageSize | EI Options

cohwindowshspstemn32hustherne. dil Bab70000 00033000

cohwindowshspstem32iiched 32, dil V32E0000 0005000

chwindowshspstem32hnched20.dil V4E 30000 000&Ca00

o hdocume™ 1 hamirgo™1 locals™1 stempmbs... 10000000 00012000 Abat
5=

dumnp partial

load into PE editor  (temp file)
load into PE editor (read only)

refresh

“# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCFE

1S ywSud ImportREC L o

Attach bo an Active Process

I e sleamsgeneric unpackingstargetzhmoleboxhunpackme. exe [0O0000BOO] - I

Fick DLL I

Imported Functions Found
Il FT hunk: 00001 0C8 MbBFunc: 8 [

imal: 8] walidvES

Show [nwalid I
Showe Suspectl

Clear Impoarts I

Log

rva: 00007000 formarded from mod:ntdllLdil ord: 01F2 name:RtlallocateHeap
rva: 000071 0E0 foarwarded from mod:ntdllL dIl ord: 0207 name:RtFreeHeap

[*

Current |rnport3
1 d I'

14T Infos needed

OEF IDDDDSDDD 1AT AutoSearch II

Few Import Infos [ID+&SCH+LOADER]
|:|"-.-"A IDDDDDDDD Size |000000SE —‘

R IDDDD'I ac4 Size IDUDDDD28 W Add mews zection
Load Tree I Sawve TleeI Get Imports || Fix D'urnp II

Clear Log I

Options I

E =it I

dumped_.exe

dumped_.dll

:3.S 5 LordPE s 1, 60 Sl DLL Ll Vs



Generic Unpacking >

[ PE Editor ] - e:\Mearnigeneric unpackingitargetsimolebox\unpack\dumped_. dll

Bazic PE Header Infarmation —
EntryPaint: 00003000 Subsystem: 0aoz J _-

Imageb aze: Im MumberfS ections: ooo3

Size0fimage: | 00013000 TimeD ateStamp: 4aF40220 Sections

BazelfCode: | 00003000 Size0fHeaders: 00001 000 ﬂj Directories

BasefData: 00001000 Characteristics: 2102 ... fLC

Sectiondlignment: Im Checksum: Im ﬂ <t

Eleaya . 00007000  SieeDf0ptionaHeader: |  DOED Q&mam
L]

Save

Magic: 0108 NumOfRvatndSizes: | 00000010 +| - |

ol ImageBase.s3g; Memory ;5 Jul ol (sidg aS (s> 55wl 1000000 Lo oanis Sl Jy1 ImageBase sy sw S jghilod

[ PE Editor ] - e:\Mearn\generic unpacking\targetsimolebox\unpack\dumped_. dll

B azic PE Header |nformation -
EntryPaint: 00002000 Subsyster: oaaz J Q

K.
Save
ImageB ase; O aF0oa0 w::tinns: noag
SizeDflmage:; lm TimeD ateStamp: lm Sections
BaseOfCode: 00003000  SizeOfHeaders 00001000 2 | +| | | Diectories
BaselfData: 0000 Q00 Characteristics: 2102 J FLC
Sectiondlignment; lm Checksum: IMH et

Filetlignment: 00001 000 Size0f0 ptionalHeader: OOED -
Magic: 0108 NumOfRvatndSizes: | 00000010 + | - | j‘ﬂ
L

:3.3 |, Directories aiy;S )8 ool Shy...Sccwns LB ool (s2dlg oL puopar 1L Ve

Directory Table ]

Directory Information
R, Size ok
ExportTable: | 00002000 | 00000036 .| L H| e
ImportTable: | 00012000 | 00000014 | ...| L H|
Resaurce: | 00000000 | ©00000000| | L[ H]|
E xception: | 00000000 | 00000000 || H|
Security: | Q0aoo0ooo | Qo0ooooo ﬂ
Relocatio: | 00011020 | 00000008 | ...| L H|
Debug: | 00000000 | 00000000 |, | L H]
Copyright: | 00000000 | 00000000 .| L H|
Globalptr: | 00000000 | 00000000
TkTable: | 00000000 | 00000000 .| L H|
LosdConfiz | 00000000 | 00000000 | L H|
Bourdimport: | 00000000 | 00000000 .| L| H|
IAT: | 00000000 | 00000000 H|
Delaimport. | 00000000 | 00000000 | L | H|
COM: | 00000000 | 00000000 .| L|H|
Ressrved: | 00000000 | 00000000 H|




Generic Unpacking

13w |, Export Table ;LS aoSs

ExportTable ]

— Expart Infarmatian

Ok
Offzet to Export T able: I Q0002000 MumberDFunctionz: I Q0000003 -
Characteriztics: I | NurmberOft ames: I 00000003

Baze: Q0000 Addrezz0fFunctions: Qoo02034
Mame: Addrezs0fMames: aoon202a
Mame String: I TUTSay0OU2 DLL Addrezz0fMamelrdinals: I o0oz2040

Ordinal | Fid, | Offzet | Function Mame

oot Qa00NCco Q0o0Co Stranget ezzages

nooz Q0003205 00003205 S ecrets

Qoo3 0003055 00003055 tutsS econdD IFunction

1] | [+]

TUTS4YOU2.DLL o ol slol o Gungeasiss csw lawo |, Juld cul TUTS4AYou2.dll oU UL )50 S LBiags w aS jghilos
128 Cowyd od b BB b g.ausS 0,033 55 L) b Vo © woul

= [E b B |

zarniGeneric Unpacking! Targets\MoleBoxUnpack

i
ler Tasks 3 ﬁ dumped_.exe ‘ﬁ TUTS4voUZ.di

= Falder

iis Folder to the
5 Folder
Run Trace asS s o3V 5350 aidlcowl Guod Jio od 1505 SU gs.cowl 0ui ghziwl  DLL 5l (680 dwiw (s aS ghailod

ehasiwl ey pwod 4 o |y ;505 DLL o1 95 counsdlS Vs 005, o | 59, s @ DLL: OEP @, aS s CALL ug>.ouS |,>!
© 30w L=l (sJSiio gud v bo JsB U oS

g q i
ﬁdumped_.exe ‘5| TUTS4voUZ i 5| TUTS4Y0U1.DLL ﬁ TUTS4voU3.di

hitp:/ffwww.tutsdyou.com/

'2 MaleBaox Pro 2.6.5,2570 UnPackiMe
[ ]

If you unpack it please write a tutorial and mail it to:

keddyrogers@buksdyau, com




Generic Unpacking - For Ne

oslaiwl Memory Breakpoint ;| owlss (s OEP 8L, SluauS 5L (aeuS 5L Ollylce ;> L=u>,5) OllyDBG |, , o 5,90 J18
130,15, |, INT3 Breaks ai;3 S Exceptions caoouwd 55 9 dwiu |, ALT 4+ O slaauds ol ewsS

{E} Debugging options ﬂ
Commands ] Drigasm ] CPU ] Hegisters] Stack, ] Analyzis 1 ] .&nalysisE] .-i‘-.nalysiSS]
Security ] Debug ] Eventz Exceptions l Trace ] SF# ] Strings] .ﬂ.ddresses]

[v |gnore memmany access violations in EERMEL32
|gnore [pass to program) following exceptiong:

[ INT3 breaks h

v Single-step bred

v temary access violation

v |nteger division by 0

v [revalid or privileged instruction
[v Al FPU exceptions

[v |gnore alzo following custom exceptions o ranges;

Add range |

Delete zelection |

|'=F‘I

ak. | Ihda | Caricel

Access slhasaol,y Slus ws,S 3LS Shy ,S) Ve >3 >l S S)laso ol Cowl $S00).26S LI FI L | aoly a2 g
SSlos culbwliow o &b ass 5l Sy ool Ve sg i Lvgel,d HIdEDBG SV oo 3.5,9] (s 39>9 @ |, violation on write
(.S Lo onlawl

ey i8] o Blasl 0o bl 5l Jud @l s aS culls o3t @ b awis b F9 S LU wuis

T B ) e W ) e T I LT

HHE4E 1 A8 MOP
E4E MNP
MOP

JMP SHORT BAE:

HEs CALL FAR E4BE&:

AOD DH, CH
FOP EDI
AHD

TR DSt [EDM+4

A= 9 1,138 Memory breakpoint on access S (PE Header ,u; isSow oudsl)ewl Code Sgixo aS (suicinSow Sy, 3 V>
DS L=l FO L ) asl




Generic Unpacking - For New

|, IAT Auto-search a_u;S g e |, OEP. oS (o 5L |, IMpOrtREC 32 9005050 ol 5L Vs © puduw, OEP aiugs
® 1S law S wowl asswslgs IMportREC auw (sw aS jghilod. s

(4271D6 s> Js0).209, o API &) ay aS (syld CALL | (S, Sy . Smwl 030l IAT ,w (sul @ ouiuns Caowl Ligs Guy
1330 |, Memory Address i3S Lauw 9 Follow in Dump i3S 9 03,5 wowl, SIS

Address |Malus HSCI| Comment
"

5]
5]
GE:
5]
=]
&
EF 4
a
5]
1
1
1
1
1
1
1
1

iy ou5,S PeSpPIN 5,90 55 aS oSy | SIS Uled owilei (s Gug...05,S PeSpin asS 05,5 |, )18 Ulowd od ;S (il S s
Pd A 9 3w |, OK o_dS. 3w |, Get API Calls aiusS uw 9 Advanced Commands aiu;3:05,S cawl, SIS ImportREC s
|, Create New IAT a3 S 3wl 0Lisk)auS uSud | wols J1B od a9 2wy |, (Cut Thunk)oay,w ow 5l 1, Invalid gilgs
(23

1S Ll | oo Sl L Vs

Teddy Rogers / SnD Team 2006
'f Enigma Protector 1,12 UnPackMe
L

Advanced Import Protection Enabled

If wou unpack, it please write a tukorial & mail it kome, .. 1)




Generic Unpacking >

Armadillo

Aol L SISl 03,8 JLsd |, Armadillo osla il 51 S p1aS (uugi ol aS pwapss 1L Jsl Armadillo 0,8 Syl s
Standard @S ks ,S1 (g pusls Ui 03 b i S8 000b 03,8 JUed | 1 aiusS (swolos aS pueil Bib (seiigdl (g
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0Ss wwols L 5l ey 9 2w |, New origin here ai;S g 05,5 cowl, SWS (4271B0)aol s 0anis 0aus;> OEP Sg, 50 Vw9
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Themida 1.9.1.0 UnPackMe
' (Anki-Debuager + Anki-Dumpers + Monitor Blockers Enabled)

If wou unpack, it please write a bukarial and mail ik ko

teddwrogers@tuks4you. com
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dumped__exe has encountered a problem and needs to
close. We are zorry for the inconvenience.

[f you were in the middle of zomething, the information pouw were warking on
might be lozt,

Please tell Microzoft about thiz problem.

YWe have created an emor report that you can send to us. We will treat
thiz report agz confidential and anonymous,

To zee what data this error report containg, click_here.

Debug | Send Eror Report
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90 (0 53 s Ol 51 5935950 395 basd aS 590 v 5,138 50,

L @S 50, ,8i859,0 8990 (xl 5528 oy aS ol @ 5k aoliy aS sulo; Leaslo (s 02w k_S)lJS).O) Aol Saas 5l cowd ol
S oslaiwl coauwd Ol Slaas 5l wls Aol b S sw 5bL

oS had. 05,8 Jled e |, Ol Sl uinSigy wswlod)es,S &, Enigma Protector U |, Juld S oo Virtual Machine sow s Sl
( © p>,S Emulate .Virtual Machine L |, la Function ;!

IDA Jio ,laowwl puws Sy 5l Veaso Virtual Machine 5JUl sl aidl).auS 56 (OllYICE xa>,5) OllyDBG s |, ,hai 5,90 Jul8eg>
(oun,S oslawl Olly 5l Izl bo (Jg.aisS (o o3laiwl

pS 1w [ 28l (o Blasil aoliypy s aS (sullas sl b sl ewsS osleiwl Memory Breakpoint ;1 pwlgi o OEP ,u8L Sl
|, Memory access violation a3 S b 88)asS putaii ;5 pusai dsiled |, Exceptions owwd g a3 |, ALT + O slaads
. (..\._J_)I))._J

Commands ] Dizasm ] CPLU ] Hegisters] Stack, ] Analyziz 1 ] .-’-'-.nalysisE] .-’-'-.nalysisS]
SecLrity ] Debug ] Eventz E xceptions l Trace ] SF= ] Strings ] Addreszes ]

[+ [gnaore memaony access violations in KERMEL3Z

|gnore [pass to program) following exceptions:
v IMT3 breaks
[v Single-step break
[ Memory access violation
v |nteger division by 0
[+ [revalid ar privileged instruction
[v Al FPU exceptions

v lgrnore alzo following custom exceptions o ranges:

Coo00mE (IkvVALID LOCK. SEQUEMCE) |

Add range |

Delete zelection |

k. | Undo | Eanu:el|

tdowy by Slas o3l @ boawds aolsl | aob,y Shift + FI L aasl 9 3uS L=l FO L |, aol,y Vs

] N -] W ) ] J J Jﬂﬂﬂu

130,135 Memory BP.cowl code Sgizxo (simisSow Sgy  9.00050 L ALT + M Slaads Vswgs
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Generic Unpacking - For Newb

Actualize:

Wiew in Disassembler

Dwrnp in CPU

Durnp

Search Ctr+E

[y uTaletalginigigipioia

Set break-on-access

Set memory breakpoink an wrike
Set access

13,5 5U |, IMpOrtREC g 1,8 wols o 51 Vs>

Imported Functions Found

+- kermel32 dil FThunk: 000Z261E0 MEFunc: 31 [decimal 49] valid YES

|AT Infoz needed
QEP (00001 7ED AT AutoSearch |

Rya [000261DC  Size |000000CC

10l 16C by b.cowl olacil Of Size Lolios,gl caows @ wew,)ys | IAT g9, J=xo IMportREC

[&AT Infoz needed

OEF (0000 7EQ AT AutoSearch |
Rid, [D002610C Size |E|E||:IEIEI1EI:

1S Ll L ol 9 0uS LuSud | 593 waols Ll Vs



Generic Unpacking

dumped__exe has encountered a problem and needs to
cloze. We are zorry for the inconvenience. e

If pou were in the middle of zomething, the information you were working on
rmight be lozt.

Pleasze tell Microzoft about thiz problem.

YWe have created an error report that you can send to uz. “We will treat
thiz report az confidential and anonymos.

To zee what data thiz emor report containg, chck here.

Debug | Send Emor Repart | Don't Send I

12.S U (agaisiungs 05,5 Slys ol ) | eans S Jy1 as Olly ul)aya> OllyDBG s |, oo

——e —_— —— — — e e )

Dizazzenbly

CALL DWORD PTR DS

CALL DWORD PTR DS: e . Ge i leHandlef>] Ge leHandleR

Q Don't know how to step because memory at address D0E4EDED is not readable. Try to change EIP or pass exception to program.

CALL ol J=I5 55 30U Uns Guaoiw axlgo Uas U aoluos L=l las Of 9w, 4018BE b ay aoliy (sudg...Sawiw o
oawys b cul 4 B oS s L=l FI L o,bes 9 oS (o wiliowl S, | anliyy g aoliS BP las ol Soy 0 sl

CALL DWORD PTR DS

o U puds s @olsl F8 b s 5 pugs CALL el U515 @ g puis csw Iy F7 gl CALL el 515 5 Uas puils csw locsgs
oS |y |y Uas



Generic Unpacking

Bion't know how ko step because memory at address O0E4EDE0 is not readable. Try ko change EIP ar pass exception to progre

F9 LJ O)ngbg Ob)j u)l.»._w| S) |) CL_olJ)._Jgp._;_)LLS/ S0 BP k> UJl Sg) u.u,:Obl.;Sl Ilasl CALL UJl J.>|b PR Uas> U g
spagy CALL ool J2Is @ U pwiy o 1) F7 as.pwilins, o ol @0 1) aoliy

IEE SHORT &

9... JMP 00E4ED80 ol 0ami aiings Wg>...a0gleo .S pauo0pd (=S 5| ® 218l (s Blasl 401195 5 (susy Sasy bas s Uas
Sy B i b i liy Vs iwgs.o0i (o Uas s bas ol 5 Ll 1.5l 599 Juld J5Is 5> 00E4ED8O (sl Mol
19,0 b Gl 4 (Sawicws aS |, Olly l) oans S5 Jubd 55 puwen. S Lhxl L 9 sbisy Blasl Uasisgs oo

1353 | F8 2SS Vs pugis wdgio bl 55 b oS Ll FO U 1 (o0mis Sy Jul8)aol, ¢ 2,138 BP s ol s



Generic Unpacking - For New

[ESP+281, EAX

FlIkR U= LEHA]

: [EBP
: [EBFP

E
IORD PTR DE [EE!DE.
5L |, Function e, aS ssiowd csuldaSau,ls 558 &150 55 aS (suldsS.s,ls 39>9 Csownsl Guzeod S5 oans Sy LB ..o s

> pu-)ls 5h8 il )y oo Decrypt slaas aS 59, (sw (s> @y aol s Decrypt JolS job ay aS aSiyl 5l asy...0iS (swo
1wy RETN @4 U awss |, F8 oS U

11, ERK

DWORD PTR DS: [EAK]

[EEF-181

1w F8 LS, Vi



Generic Unpacking - For New

AR N = ) __LZLJ_:H__J (77 P [ | ey ey |
DB SEEC

P
Mo EE F'
UE

EDI
EEII DWORD FTR : [EEFP-7@1
i

. DAF
. D4FFFFFF

. FiF 7
. F4FFFFFF &
SFFFFFF

@l Vs...000d 5 Giuse, bas iz T b g 000 5,138 50, aS (suldsS...059 Lo csdhol @by SoaSs,ls ,1,8 Ll s aS (suldas
S oslaswl 1S ol 5l wlgi (s

1S cswo Lzl [ 1S ol onS adlol 393 030 Syl L1 @ |, 1S el pwilys (s o a0l wais bl JSuine J> Slyugs
1355 o | Binary copy i3S puyw g Binary aisS ¢ 03, cowly SIS 905 1l o

Edit CEHHE
Assemble Fill with 00's
Label g Fill with MOPs
Camment
Breakpaink

o ko

Fallows in Durnp

Search For

Find references to

:(401190 b ,5).2.S Binary Paste oo Sl Ll )5 |, asS (ul Vs



Generic Unpacking >

Edit
Assemble Fill with 00's
Label g Fill with MOPs

Chrl+E

Carnrnent ; .
Breakpoint " Blnry copy
Run trace -

Mew origin here ChrlGray *

Go ko ,

Follows in Durnp »

I
EDI,DOWORD PTR S5: [EBF-7A]
ECH, 10}
ER¥, CCCCCCCD

E
DBEFFFFFF QWORD FTR
O4FFFFFF E OWORD FTR
D3FFFFFF OWORD FTR
OCFFFFFF OWORD FTR =
E OWORD PTR SS: [EEBP-2@1,
I=] ERX, OWORD PTR S5: [EBP+21]
E4FFFFFF DE?RE PTR SS5: [ERP-1C1, EH

S Mmoo I
=

55 Mio WYLo3,S Husi W Call Luw,sloaw Binary Copy wleMbl wg>.a.uS o5 ds U ) 1l 05,5 (suS aS g, (uldaS Vs...ugs
CALL : o0 qiings dmins (w0 dewsS 0S5 00 Sy Jub ay , 51 Lol CALL FF8FOADO : ooy asings 4011F3 las ;5 VU ug.ai
aial pd U (wigle gud 30l asS.asS ol wds U ey o 1) asS sy 9 2SS wow)s | S5 5)l90 ul pa... 004016F0

S bl L L cul 9 auS 0,03 | ol a2 9 3l

1l Gooran_Ware
File Help

Hello Reverser ;)

1S sgai Viues.003)S Cow)s | s 00 Sl Virtual Machine L aS |, aol,u sla Function 5l (xS bo waus aS jshiles
0309 Vs oS ;S8 B 36S Cow)d iy Guod U | s g 5o 10U wdgslianwl 05,5 | L8 ol s aaigw 5> LB S, as
S s waew | o1 ws,S (Sl Virtual machine > aS aoob
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Sl o)) g1 NSk a5 ¢Tib)s g ) OLSS

s FLAG.)

: 35S 5L PEID s b 5

% PED v0.94

File: |E:'|,Learn'l,Generin: Unpackingl TargetsiarmadilaiUnPackiMe, exe E
Entrypaint: | OO0B2000 EP Section: |, adata

File OFfset: | 00042000 First Bytes:

Linker Info: |583.52 Subsystem: |\Win3z

| trmadilla 3.7 - 4. - Silicon Realmns Toolworks

| MUl Scan I | Task'-.-'iewerl | Cptions I | About || Exit I

[ Stay on top
1wy b oauw ooy i aeS>

ection Yiewer [x

Narne WL OFfset | V. Size | R Offset | R. Size Flags LA
text 00001000 0004917F 00000000 60000020
rdata 00046000 OODOBEDS 00000000 40000040
.data 00057000 OOOOSBE4 00000000 0000040
Jidata 00060000 OODOZBEC 00000000 0000040
texti 00063000 000SO000 00001000 E0000020
.adata OOCE3000 00010000 00042000  0OOODOOO  EOOOO020
.datal 000C3000 00020000  0OD4FOD0  OOOOAOO0  COOOOO40
.pdata DODE3000  DODG0OOD  DOOSS000  DOOSS000  COODOO40
———— o ASmmn [ninininl=Tnlnln} [ninipl=RRuinlnl [nlnipipl=Tnlnly} AnnnmnAn —

Close

U Yo oo losaino GuinSaw ). 035l sxwogi Flags 5,50 55 bolcesls zuogi ... g V.Offset caouwd o> 5500 5> W8
g s 031> Ul Flags ,> wlasxwiuo (Wl yd as >)l> 9
13uS Lkl |, Section tool aiy;S Pluging caoowd 55 9 3w | o,y ol
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o

4 Section Tool ~ UnPackMe.ex

004 F0

o590

Mew Section Mame

m 590 Liest oy e ] Space Size 200

Add Mew Section | | Ewpand Last Section |

| Search Caves | |

SIS text inSiw Sg,y s oo Jbo ae e b oeiSow Ul wlasaiw 3wlgi (sw.amsS Cowly, SWS aS (siuiSow 58 Sy, Vs
oS s c;.wb

Edit Section Header

Mare :

Raw Offset 1 500000000

Raw Size: (00000000

irtual Offset : 500001000

Virtual Size : [$0004917F

Flags : 60000020
Set Flags
[ Shareable in memary [~ Has comdat data
[w Executable as code [ Has commenks or info
v Readable [ Mot inimage
Writabl
M ezl [v Has executable code
[ Has ext elocs [ Has initialised data
| Discardable [ Has uninitialised data

[ Can't be cached

Don't pad to bound
[ Mok pageable [ Don't pad to baundary

Alignrment :  |Default vl
Save Cancel

oiSow Flag au olbwlg> 1L ws, S Inline Patch g9go 3. cows Writable ¢oiSew ool a8 L 390 w Uas s aolyads
(.awS Save |, JuB g awjy |, Writable aigsS S il 55 (susy).auS Writable | ooisew ol o o3V S 9.0l b 560
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033 Inline Patch slp )& sLAS B38L.Y

&S 1S iy | sul> OlYDBG 5 Lot aSiul,ouiS (80159 Ll 53 | 0laulsS @S ol 5o s (sulaad @ Lo 03,S Tnline Patch 55
Ly il als 5959 180 el 1aid Lol ol oS0l sl Slad Lol a8 cannsi ol 2 Juseoil als se55 b0 el

Entrypoint: | Q00&0LCD0
File Cffset: |I:II:||:|28EDEI
Linker Info: | 5.0

|L|P'X 0.89.6-1.02 ) 1.05 - 1.24 -= Markus & Laszlo

| Pk Scan I | Task'u'iewerl | Cpkions I |

About

Exit |

[~ stay on top

|, Cave Finder aiusS 5 05, awly SLdS Lo opisSew 5l (50 Sgy 0 sl Slad 8L S|y Vsawips | o0 osls wlin aeSs

B
Section Yiewer X
Mame | W, Offset | Y, Size | R. Offset | R. Size | Flags |
P=0 00001000 Qoos4000 000o0z00  Qoooaoo0 EQOQOO0E0
b Qao45a00 00029000 Qaooo200  O0R29nn
rsrc O0OsEDQD  Qo0oE000 O0029z00 Disassemble 040
F.aw Durnp
Zave Finder
Entropy
Hex Wiewer
Cave Info i|
Section Rw'a Offset Size
Pl 000sDES] 00029091 ooooolaer
JFsrc 00075aD06 00030 Da oooooLza

© wl 05,3 |ayy 75AD6 ¢ 6DEIL Sla Guwysl > (sl Slad .rsrc g UPXT uinSew 95 55 ol duis (s aS ghilosd
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Loader calw clShis. W

Ldlgs Loader sg>9 a>gi0 CRC Check U a,giSig,y ,iS|.cmiesls vl allao (ol )5 aS (saxl) ool @ o,lg0a Loader wslw
Sl CRC Check 5l Lo,y Vg os0.5,S 5, pd |, Anti-Loader sla g, ol Wb gy © 1585 swi |) aolp Sh=l o5l g soi
rcwl osls &l sd> o, JSiio ol SLy Dup2 awl o ausS (s oslaiwl Loader (sulwliow

Offset Patchdata

Target File
File: | .
Old Filesize | Mew Filegize |
[ (3 Mormal File
CEe s [ enable CRC32 check

) Virtualdddress Mode [PE file]
[] don't check oniginal [old) bytes

Compare Files

Original File: |
1 : C
Fatched File: | anRerE
: Add and Edit
TWirtual Address 0ld Byte New Byte lffsat -
Original Byte |

Fatched Bute |

| Edt | | add |

[ Femove ] [I:Iear List]

b ermonddress: |

Memaoniialue; |

!

izl [F-:ullu:uw i I:III_I,u:II:ug] [ Cancel ] [ 5 ave ]

i e et s

CRC 1= as Dword ,lase U lowi.s,S 5, |, W Anti-Loader 39 swo 0l b aS caowl (saubBoposls wlin YU jueai 45 aS (sul>
© xS 5, 1, ,5 > Anti-Loader <ol aoly b audsy aoby a | 390 (s aiigy Check

oady ABEL a |, ad aol,s Caption aSil e ul.s,ls Anti-Loader us,S 5, Sy sili® o ABEL Loader awl

© asS gy pd |y 590 (5w plxil CRC Check aS (sul> 1b.sl lg> W Giug,y il 5l plaSxes S|
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A )l 038)5 Lisls OUSkLe.IC

18,8 16 51 canys canls 5 Ol b a0 (s a3l (555T abiSaw Vgoso) o

ERROR B3

Q Couldn't grab process mematy i

wols Sl 0,Lgs 9 o |, Correct ImageSize asysS g 05, cwl, SIS L 5,90 S8 Sy, 5o LOFAPE aoliy 5> )lgo ol 5>
S Gl LB 5l x93

T T A A T

nhaenenc unpacking durnp Full...

dumnp partial, ..
dump regiarn. ..
eSize |

nhgenenic unpacking  2ctive dump engine * Boon
dovezaystemn3Zhatdll pririty y 10000
dovghaystem 32k ern A000
et | Correck Imagesize BOOD
dovishspstemaZimpert |nad into PE editor,.. (kemp file) 1000 [

AwS oslaiwl PeTools L LordPe I wowl juipy. 00685 oslaiwl OllyDump ;I DLL sla Ju18 0SS wls Sl 0SS sew

© o>

D (ad> sw wsulbs> Guzod Import Table sg0 bl @)adn swley Guxod Su LU L Dump Syipouo >

dumped.exe - Application Error E

Q The application Failed ko initialize properly (D:oc0000005), Click on O to terminate the application,

;oo Don't send L

Dumped.exe ha: encountered a problem and needs to
cloze. We are sorry for the iInconvenience.

[f you were in the middle of something, the infarmation vou were working on
riight be lost.

Pleaze tell Microsoft about thiz problem.

“Wwe hawve created an eror report that pou can zend to us. e will treat
thiz report az confidential and anonymous.

To zee what data this error report containz, click here.

Debug | Send Eror Bepart | Don't Send I
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10ain old o)y LB sy ady (swoleay uxod cols Jul8 S

E:\L earn\Generic Unpacking\Targets\Enigmal_

@ E:'LearnyGeneric Unpacking! Targets\Enigma’ G, is not a valid Win32 application,

OMAW )5)5 adbs).o

JJs uod au...(Code Redirection), S5 (suinisSow U S (sw Jbio |y aoly SaasS ;1 (svowwd 9 1l (s LSy S wldgl a8
3l oasds Jsiie bl 0 W3S aS (xisiiSew puilsi cso JSaio ol J> Shueseud s bl o0 Sl bepus,S Suil [, Ll sads
© puiS Wlol o1t ol Ll @ |,

a5 s |, Save data to file aiy;S Juuw ¢ Backup aiu3S:05,S cowl, SIS OllyDBG s inSew S5 ws,S Save sl

Backup Zreate backup
Copy Load backup from File
Binary

Aszemble
Label

Carmenkt
Breakpoint
Hit trace

3w |, Load Section from disk aiu;S ¢ 05,5 cawl, SIS Vsaw; s |, Sections aiu;S ¢ 3uS (sw 3L LordPe

PE Editor ] - e:\learn\generic unpacking\targets\enigmal_

WO ffeet WSize ROFfzet RSize Flags

et 00007 000 00&7FO00 00001 &00 DOE7ES00 E00000Z0
0030000 00001000 00EYFEQO 00000200 E0Q000040
00&31000 000F 4000 00&30000 D00F3400

00775000 Q00SA000 00 i i
e O0S0FOO0  OoO0a0o0 g St sectien header...
00818000 00077000 00 hesxedit section. .

0O0S3F000 00001000 1]

1

lnad section From disk, ..

S| N | - -

save section bo disk, ..

moe MurnOFfR watnds

add section headear
wipe seckion header

© 218> (s Wl @ | auS adlol adlgs (s aS (siniSow Ay 9
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ODbgScript english plugin by E3
site : http://odbgscript.sf.net

1. About OllyScript
2. Status
2.1 What's new ?
3. Documentation
3.1 Language
3.1.1 Reserved variables
3.1.2 Commands
3.2 Labels
3.3 Comments
3.4 Menus
3.5 Script Window
Integration with other plugins
Contact me
License and source code
Thanks!

~ o U1

ODbgScript is a plugin for 0OllyDbg, which is, in our opinion,

the best application-mode debugger out there. One of the best
features of this debugger is the plugin architecture which allows
users to extend its functionality. ODbgScript is a plugin

meant to let you automate OllyDbg by writing scripts in an
assembly-like language. Many tasks involve a lot of repetitive
work just to get to some point in the debugged application. By
using my plugin you can write a script once and for all.

v1.54
ODbgScript has a new site and SVN system : http://odbgscript.sf.net

v1.0
OllyScript becomes ODbgScript with the new GUI Window

v0.9

OllyScript has now been downloaded more then 10000 times! That means more then
2Gb of raw

scripting power flowing down the optic cable veins of the Internet. Not bad if
you ask me!

The development of the plugin has been a bit slow, I've got a job programming
xray systems

which has taken a lot of time. Sorry about that.

TODO:

Memory BP reason (to enhance)
BEGINSEARCH working ?

More Search Reference commands
Get Trace Addr

2.1 What's new?





1.64 (30 May 2007)

+! Added ability to call ODBGScript command(s) from OllyDbg Conditional Log
Breakpoints

+! Added CALL command to call Labels (use RET to return)

+ Added FINDCALLS command to find (and filter) intermodular calls.

+ Added GBPM command to get last memory breakpoint address, beta function
affected on GBPR call

+ Script keeps breakpoints on reload if bp script lines were not modified.

+ Edit script line (to do temporary fix, not saved on disk)

+ Added GREF alone (to get lines count in reference window)

* Enhanced Script window Focus

* Error messagebox no more modal

* Fixed 1.63 bug witn pointers containing operator (now accept all operators)
1.63 (29 May 2007)

+ Added MEMCPY function, and optimized MOV [dst], [src],size

+ Added ASM third parameter to get alternative code bytes.

+ GREF command to get Addresses from Reference Window (for FINDCMD, FINDCMDS)
+ CMP size parameter, to compare byte/word values

+ Restored "Run Script" command in Ollydbg Main menu (without MRU)

+ Added UNICODE (0/1) command to set Unicode Mode (for future unicode support)
* First TICK value fixed

* ASM command was logged

* Rewrote FINDCMD (S), now use Findallsequences ODBG API, can use R8, R16, R32

keywords
* RET Script is reset after "Script finished" message, no more modal.

1.62 (26 May 2007)

+ Indent/color ASM Blocks (EXEC/ENDE)

+ Added GCI parameter COMMAND to get asm command string (like OPCODE), SIZE,
CONDITION, TYPE

+ TICK without variable set time from start in text, in "%d ms" format. log
purpose.

+ Added SCMP, SCMPI size parameter, to compare addr data.

* DF/SF flags fixed

* EOB with EXEC/ENDE fixed

* After Error Script Cursor, also added "!" symbol in front of line

* Fixed SUB <reg> command

* Fixed Value History in commands using DoMOV

1.61 (23 May 2007)

+ Script Window can now display comments (only comments with ";")

+ BD (Disable Breakpoint, without deleting it)

+ JG/JGE (clone of JA/JAE)

x TICK precision is now microseconds and get time since script startup, second

var for relative time

* Fixed ASM dw parameters with letter like this one : asm Jjmpaddr, "MOV DWORD PTR
SS: [ESP+D], eax"

* On Startup, cursor is now on first code line (if labels/comments)

* fixed bug when affecting dword to string variable, was no more possible

.60 (18 May 2007)

Added ;Asm Comments

REFRESH command, to redraw memory map, module, and disasm windows

GMA command, Like GMI, but get Module Info by its name

OPENDUMP command, to create new dump window

BPGOTO command, assign a label to a breakpoint by its address

LOGBUF command to log string or buffer variable like a memory dump (wrapped)
Added ERUN command to replace ESTO in the future (mnemonic problem with STO)
Scroll to Label (in context menu)

+ 4+ o+ e





+ JZ, JNZ added (clone of JE/JNE)

x Buffer read speed optimisation

x ALLOC, FREE can now refresh the memory window, was a problem with LIB, used
new VC7 PDK

* Cursor on Running command displayed correctly

* ASM, ASMTEXT now format correctly DWORDs args to be assembled

* "BUF/STR dw" now reverse bytes of the dword

* "mov data, [eax+10], 4" works and will assign dword only if data variable was
not a string

* PUSH, POP Command fixed

.55 (14 May 2007)

Added Sub Context Menu in Disasm

Added HISTORY command to enable/disable value History (run faster)

Added BEGINSEARCH and ENDSEARCH to optimize "find commands"

Added GCI Command to Get info on disasm command

Added GRO Command Get Relative Offset ("procedure+offset")

Added TAB key to Step in Script (S key could "assemble" if ASM window get
focus)

+ Added PAUSE key (everywhere) to Pause Script on next command when Application
is Running

x BPHWS second parameter is now optional (default "x")

+ + o+ + e

* Comments // in /**/ bloc fixed

* EXEC/END hex dword variables with letter as first char fixed

* label script position fixed

* negative values crash fixed

* eilp could now be affected without problems

* Resume on Script breakpoint fixed (SPACE)

Note: GAPI function could be deleted, hnhu... has not finished the code

1.54.3 (13 May 2007)

+ BUF, STR commands added to convert string to buffer or buffer to string
+ GMI new constants added, (imports, exports, reloc, name, version) see
documentation

+ Added Length Information and Hex value to String Variables in Context Menu
+ Enhanced Internal Buffer/String Concatenation : mov test, ##+"123" give
#3132334# in test

+ Compare Buffer/String is now working

+ Begin Buffer+DW and String+DW (function ADD)

+ Buffer/String Variable Editor is now Binary editor

- Removed MRU menu and some commands from Main Olly Menu

* Internal compare between different types (except buf/str) returns error -2
* Better support in Log Window and Context menu of strings containing "\0"

* removed 0 prefix of dword values in LOG and EVAL commands (%8X to %X)

* OPENTRACE now also opens trace window if not opened

* READSTR documentation update, but this function could be renamed/removed

* FIND commands fix, bad address parameter results O

1.53.3 (9 May 2007)

+ WRTA has now a third parameter for separator (default \n)

* ASK dlg is now TOPMOST
no more modal and fixed the crash on close if box was not closed properly
* Added fixes and news from 1.53 Chinese version

pop, push, test, xchg commands.

findcmds (Search for command sequence) .

Added BPX and BPD functions

Added the OPENTRACE function (to open run trace)
Added the GAPI function (assign address API)
Supports 1l6bit registers (ax, bx)

+ + + 4+ + +





+ Added the FINDCMD function (search for command);
* GN, GCMT, ASM

* Removed 0 prefix for Hex values in results/values
* MSG, MSGY no more modal

Other differences with Chinese Version

MRU "Bug" not modified
I've made two MRU lists for a good reason, olly doesnt refresh Main Menu
Inline operators are still working in this branch of OdbgScript
Weird ESP Menu not added (i dont know what it is)
ADD doesnt supports dw+string itoa concatenation

1.50.3 (8 May 2007)
* 4-bytes alignment and speed optimization (thanks Human)
* Changed URL to http://www.woodmann.com/forum in About Box
* Added fixes and news from 1.50 Chinese version

*ASM

*EXEC, ENDE

+GMI (added DATABASE, RESBASE, RESSIZE constants)

*GN

*LEN bad operand fix

+DIV,MUL commands

+READSTR to copy a string (it is possible with MOV too)

+NEG, NOT asm commands (real asm code)

+ROL, ROR asm commands but looks like same as SHL, SHR

*RTU

*ADD, SHL, SHR, SUB, XOR results to script window
Notes : There are some differences between versions

WRTA doesnt add CR to lines (binary writing)

1.48 (27 May 2006)
+ Added ability to move script execution cursor, double click on a line.

1.47 (06 Feb 2006)
* Fixed GPI command
GPI CURRENTDIR returns path of debugged app. if empty

1.46 (28 Jan 2006)
* GMEMI,GMI,GPI constants were strings in last versions, no more string quotes
needed

.45 (22 Jan 2006)

Added BPHWCALL to clear all hardware breakpoints

Fixed problems with leading 0 on reversed integers data in find commands
GMEMI and GMI constants are now in case insensitive

ASK Cancel button now pauses the script (was abort before)

* ok ok 4 B

.44 (21 Jan 2006)

Enhanced GCMT to retrieve automatic comments or comments from analysis
Added ITOA and ATOI commands

Added GPI (getprocessinfo) command (see docs for info)

GPA now uses LoadLibraryEx to fix a Comctl32 double load

* 4+ + e
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.43 (13 Jan 2006)
Added GCMT to retrieve comment at specified addr
* Fixed LM function

+

=

.42 (07 Jan 2006)
+ Script Auto Reset if debugged app is restarted





* Better script uppercase support
* Problem with strings containing brackets

1.41 (21 Dec 2005)

+ Support for Integer operands in Float Operations (first operand need to be a

float)

+ Added Edit Variable dialog for Float vars

# log default type (pointers) is set to DW, was Float in 1.40
# enhanced focus with 0Ollydbg breakpoints

1.40 (20 Dec 2005)

+ Added Float variables, registers st (0) <-> st(7), and "in line" operations
*/)

Float operations must contain float operands only

Float syntax : mov flt, 5.0

enhanced script window focus

fixed progress window data if script reloaded is smaller than old one

+ ==

.39 (20 Dec 2005)

Fixed Ask memory alloc problem

Always Re-focus to Script windows on "Step" from script.
Fixed cursor on ret/abort

H o oHE

.38 (19 Dec 2005)

Added optional LOG command parameter to set log prefix, "" to disable
Log windows Auto Scroll

Added LC to clear main log window

LCLR command clears now the script log only

Script cursor is now normal

The Log Window is no more called with Script Window from main menu
Fixed bugs in mov command with pointers and buffers

Fixed bug with hex buffer variables containing bytes < 0x10 (no pb with
onstants)

(internal) added backup system for sources in post-link batch

S W= HE 4 4+

.35 (12 Dec 2005)

Added maxsize optional third parameter to mov Command
Added Clear Log Command

Enhanced Support of "dump" variables

fixed some log problems

=+ A+ o+ e

.34 (06 Dec 2005)

Added Mark for pointers in values column

Added Icons to Windows

Added Script Log Window

Fixed Manual Command when no debugged app or no script loaded.
Modified Load into Run in main and Disasm Menu

Added Version ressource, and cleaned source architecture

H o H o+ +

.33 (06 Dec 2005) (Quick Fix version)

Some fixes

Added some constants in code

Fixed a big bug with string operands containing dword operator

EREE

.32 (05 Dec 2005)

Execute Script Command Manually is now possible

LCLR command to clear log window

LOG is now highlighted and displays also message in OllyDbg Status bar
Updated this Documentation and added a neutral sample script

Abort Command enhancement

HH o+ + e
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.31 (05 Dec 2005)

Added support of operators in pointers ex: [eax+l]

Added support of operator + for strings

Decimal values are now supported, with the point (ex: 102.)
Variables Menu in Script Window to show/edit variables
Edit Script Command in Script Window Context Menu

Modified script window hotkeys, and added Pause

SCMPI & SCMP now compares only strings

30 (04 Dec 2005)
Added support of reg8 & reglé6 registers

(al,ah...dl,dh, ax,bx,cx,dx,bp, sp,si,di)

+

Added support of operators (+-*/&|"><), operators don't have priority, it's

made from left to right

#+ + + 4+ + + A+

HH o+ + O + + +

e i

1
+

">" and "<" are shr and shl, "*" for xor, "&" for and, "|" for or.

Variables are now also declared by the destination of mov, if they don't exist
Added Result column

Value column keeps history of values

Enhanced Style of Script Window (current line, Jjumps, labels, same values)
Added KEY to send custom key shorcut to ollydbg (global KEY_DOWN)

Added TC to close and delete runtrace

Fix MRU when a filename contains a comma or { }

.29 (03 Dec 2005)

Added LEN to get string length
Added REV to reverse dword bytes
Added HANDLE to find a window handle (like "Edit" Boxes) in debugged

pplication

Script is kept on debugged program restart/change
Fixed FIND commands to search dwords variables
MRU on DISASM window is now the real one

.28 (26 Nov 2005)

Added "Load Script" in DISASM Context Menu

Added "ALLOC size" and "FREE addr, size" to (un)allocate memory page
Modified Run Script to Load in Main MRU

MRU is no more showing full path of scripts

ASK now returns string len in $RESULT_1

.27 (25 Nov 2005)

Added REF to get References to selected command

Added OPCODE command to get command bytes, text and size at specified address
Better comments handling

Better #inc handling (using also current script path)

PREOP now works in memory block, not only in code block

.26 (24 Nov 2005)

Added Optionnal Start Address to "FINDMEM what [, StartAddr]" (to continue

global search)

+

#+ + + o+ e

Added PREOP command to get previous command address before specified address

.25 (22 Nov 2005)

Added FINDMEM to search into the whole memory

Added WRT (write a file) and WRTA (append) commands: WRT file, data

Added GMEMI function (Memory Block Informations)

GPA now returns 0 and continue if the API is not found, S$RESULT_2 set to Proc

name if found.

#
#
#

fixed 0llyDbg focus problem
fixed path of created files when full path given
fixed FIND binary wildcards, broken in 1.24





1.24 (19 Nov 2005)

+ FIND and FINDOP supports strings and string vars arguments

+ MSG and MSGYN have now Cancel button to pause script (MSGYN returns 2 if
canceled)

# Script will now pause instead of stop when error is returned from commands

+ Script Breakpoints (to "debug" a script)

+ Added Real "Load Script" to start paused (script window)

+ Added Step/Resume and Hotkeys (script window)

1.23 (14 Nov 2005)

+ Enhanced String by Address support for commands (ex: gpa

[nAddr], "KERNEL32.DLL")

+ 1lm, load Dump file to mem: lm, 0x401000, 0x100, "test.bin" (MetaCore)

# fix the dm, 1lm, dmp, dpe 's default dump path to debugging app's path.
(MetaCore)
# fix dm, ...the open file parameter is incorrect, will add mess "Oa 0d" at each
lines tail. (MetaCore)
# fix all dump related function's parameter check, so when the real mem is
smaller then gived

dump length, will not add mess data at the end, and the S$result also catched
the real dump size. (MetaCore)

1.22 (11 Nov 2005)
+ Added SCMP and SCMPI for string comparaison (SCMPI for case insensitive)

# Restored CMP string comparaison to case sensitive
1.21 (8 Nov 2005)

+ Remember Script Window Position & State

+ Automatic Scroll to follow script

+ Context Menu (Real MRU/Follow) in Script Window

# Fix table refresh

# CMP string compare is now case insensitive

1.20 (7 Nov 2005)

+ Script Window with wvalues and eip

+ CMP now accepts strings from address

=

.10 (5 Nov 2005)
+ MRU List

[y

.0 (4 Nov 2005)
ODbgScript (VC6 Based)

=

.92

New commands: ASK, BPL, BPLCND, COB, COE, EVAL, EXEC/ENDE, GN, TICND, TOCND
Execution of code in the target process context

String concateration with ADD or EVAL

Input box

Logging breakpoints

Removal of EOB and EOE

Tracing with condition

Get name of address

ASM now returns assembled length in S$RESULT

Fixed pause crash bug

Fixed bug with JBE, hopefully it was the last of the Jxx bugs
OllyScript now REQUIRES OllyDbg v1.10. No other versions are officially
supported.

= HH+ 4+ + 4+ + + 4+ +O

3. Documentation





Example script (sample.osc) is available with this release.
The script will break on LoadLibray call to debug a SHELL32.DLL function.
Try it on mspaint.exe

3.1 Language

The scripting language of OllyScript is an assembly-like language.

In the document below, src and dest can be (unless stated otherwise):
— Constant in the form of a hex number withot prefixes and suffixes (i.e. 0OFF,
not O0xOO0FF or OOFFh)
For decimal values, use the point (i.e. 100. 128.)
— Variable previously declared by VAR, or are declared with MOV
- A 32-bit register (one of EAX, EBX, ECX, EDX, ESI, EDI, EBP, ESP, EIP).
A 16-bit register (one of AX, BX, CX, DX, SI, DI, BP, SP)
A 8-bit register (one of AL, AH, ... DL, DH)
- A memory reference in square brackets (i.e. [401000] points to the memory at
address 401000,
[ecx] points to the memory at address ecx).
- A flag with an exclamation mark in front (one of !CF, !'PF, !AF, !ZF, !SF,
IDF, !OF)
- Sometimes byte strings are required. those are scripted as #6A0000# (values
between two #) and
must have an even number of characters.
Some byte strings can contain the wildcard '?', for exampla #6A??00# or
#620000#
— A combinaison of this values with operators

You can use operators in your scripts, +-*/&|”">< for dword and + to concatenate
strings.

- Operators > and < are shr and shl (>> and << in C/C++)

- Operator ~ is XOR

- Operator & is AND

- Operator | is OR

3.1.1 Reserved variables

Return value for some functions like FIND etc.
SRESULT_1 and SRESULT_2 are available for some commands.

SVERSION
Contains current version of OllyScript
Example

cmp $VERSION, "0.8"

ja version_above_08

3.1.2 Commands

Includes a script file in another script file
Example:
#inc "anotherscript.txt"

#LOG





Enables logging of executed commands.
The commands will appear in OllyDbg log window, and will be prefixed with -->
Example:

#log

ADD dest, src
Adds src to dest and stores result in dest
Example:
add x, OF
add eax, x
add [401000], 5
add y, " times" // If y was 1000 before this command then y is "1000
times" after it

AT
Executes "Animate into" in OllyDbg
Example:

ai

ALLOC size
Allocate new memory page, you can read/write and execute.
Example
alloc 1000
free SRESULT, 1000

Analyze module which contains the address addr.
Example:
an eip // Same as pressing CTRL-A

AND dest, src
ANDs src and dest and stores result in dest
Example:

and x, OF

and eax, x

and [401000], 5

AO
Executes "Animate over" in 0llyDbg
Example:

ao

ASK question
Displays an input box with the specified question and lets user enter a
response.
Sets the reserved SRESULT variable (0 if cancel button was pressed).
You have also the length in S$SRESULT_1 (divised by 2 for hex entries)
Example:

ask "Enter new EIP"

cmp $RESULT, O

je cancel_pressed

mov eip, S$RESULT





ASM addr, command [,version]

Assemble a command at some address.

Change version number (0,1,...) to get alternative code bytes, if possible.
Returns bytes assembled in the reserved S$SRESULT variable
Example:

asm eip, "mov eax, ecx"

Assemble a text asm file at some address.
Example:
asmtxt EIP, "myasm.txt"

ATOI str [, base=16.]
Converts a string to integer
Returns the integer in the reserved SRESULT variable
Example:
itoa "EF"
itoa "10", 10.

Clear unconditional breakpoint at addr.
Example:

bc 401000

bc x

bc eip

Disables breakpoint at addr.
Example:

bp 401000

BD 401000

BEGINSEARCH [start]
Create a Copy of Debugged App Memory, Find commands will use this data faster.
You need to use ENDSEARCH before writing to memory and to free this memory copy.
Optimization time is 20% for 5000 loops... but could maybe be optimized
Example:
mov count, O
mov start, eip
beginsearch start
next:
find #00#, start
cmp S$SRESULT, 0
je end
mov start, SRESULT+1
add count, 1
Jmp next
end:
endsearch
msg count

Set unconditional breakpoint at addr.
Example:





bp 401000
bp x
bp eip

Set breakpoint on address addr with condition cond.
Example:
bpcnd 401000, "ECX==1"

BPD callname

Remove breakpoint on dll call set by BPX

BPGOTO addr, label
Automatic Jump at label on Breakpoint (Standard(INT3) and Hardware) .
EOB Like Command
Example:
bphws addr
bpgoto addr, MyLabel
NextBP:
RUN

MyLabel:
Jjmp NextBP

BPHWC addr
Delete hardware breakpoint at a specified address
Example:

bphwec 401000

Set hardware breakpoint. Mode can be "r" - read, "w" - write or "x" - execute
(default) .
Example:

bphws 401000, "x"

BPL addr, expr
Sets logging breakpoint at address addr that logs expression expr
Example:
bpl 401000, "eax" // logs the value of eax everytime this line is passed

BPLCND addr, expr, cond
Sets logging breakpoint at address addr that logs expression expr if condition
cond 1is true
Example:

bplcnd 401000, "eax", "eax > 1" // logs the value of eax everytime this
line is passed and eax > 1

BPMC
Clear memory breakpoint.
Example:

bpmc





Set memory breakpoint
Example:
bprm 401000, FF

BPWM addr, size
Set memory breakpoint
Example:

bpwm 401000, FF

BPX callname

Converts string/dword
Example:
mov s, "123"
buf s
log s // output

CMP dest, src [,size]

Compares dest to src.

on read. Size 1is size of memory in bytes.

on write. Size is size of memory in bytes.

call

variable to a Buffer

"#3132334#

Works like it's ASM counterpart.

see SCMP to compare strings or memory data

Example:
cmp y, X
cmp eip, 401000
je label
cmp Ccx, X, 2
je label

CMT addr, text

Inserts a comment at the specified address

Example:

cmt eip, "This is the entry point"

COB
Makes script continue
Example:

COB

COE
Makes script continue
Example:

COE

DBH

Hides debugger
Example:
dbh

DBS

execution after a breakpoint has occured

execution after an exception has occured

(removes EOB)

(removes EOE)





Unhides debugger
Example:
dbs

Substracts 1 from variable
Example:
dec v

DIV opl, op2

Sets opl with opl/op2
Example:
div var, 2

DM addr, size, file

Dumps memory of specified size from specified address to specified file

path set from opened app.)
Example:
dm 401000, 1F, "c:\dump.bin"

DMA addr, size, file

Dumps memory of specified size from specified address to specified file

appending to that file if it exists
Example:
dma 401000, 1F, "c:\dump.bin"

DPE filename, ep

Dumps the executable to file with specified name.

Entry point is set to ep.
Example:
dpe "c:\test.exe", eip

EOB label

Transfer execution to some label on next breakpoint.

Example:
eob SOME_LABEL

EOE label

Transfer execution to some label on next exception.

Example:
eob SOME_LABEL

ERUN

Executes SHIFT-F9 in OllyDbg. Run with Ignore Exceptions

Example:
erun

ESTI
Executes SHIFT-F7 in OllyDbg.
Example:

esti

(default





ESTO
Executes SHIFT-F9 in OllyDbg. (OLD COMMAND, COULD BE REMOVED, USE ERUN)
Example:

esto

EVAL
Evaluates a string expression that contains variables.
The variables that are declared in the current script can be enclosed in curly
braces {} to be inserted.
Sets the reserved SRESULT variable
Example:
var x
mov x, 1000
eval "The value of x 1is {x}" // after this SRESULT is "The value of x is
1000"

EXEC/ENDE
Executes instructions between EXEC and ENDE in the context of the target
process.
Values in curly braces {} are replaced by their values.
Examples:
// This does some movs
mov x, "eax"
mov y, DEADBEEF
exec
mov {x}, {y} // mov eax, ODEADBEEF will be executed
mov ecx, {x} // mov ecx, eax will be executed
ende

// This calls ExitProcess in the debugged application

exec
push 0
call ExitProcess
ende
ret

FILL addr, len, value

Fills len bytes of memory at addr with value
Example:
£i11 401000, 10, 90 // NOP 10h bytes

Searches memory starting at addr for the specified value.

When found sets the reserved $RESULT variable. SRESULT == 0 if nothing found.
The search string can also use the wildcard "??" (see below).
Example:

find eip, #6A00E8# // find a PUSH 0 followed by some kind of call
find eip, #6A??E8# // find a PUSH 0 followed by some kind of call

FINDCALLS addr [,name]

Find all intermodular calls (dll calls) in the disasm area.

You can filter results by label (case insensitive) with the optionnal second
parameter.

Reference Window is used and its content changed





Then can use GREF to get results count and retrieve them.

Example:
findcalls eip, "exit"
gref
msg S$RESULT

FINDCMD addr, cmdstr

Search for asm command(s), you can search for series also with ";" separator.
This command uses "Search for All Sequences" 0Ollydbg function so could find
relative calls/jmp

Reference Window is used and its content changed

You can use GREF to get next results in disasm window range

Example 1:
mov line, 1
findemd eip, "xor R32,R32"
next:
gref line
cmp SRESULT, 0
je finished
inc line
Jmp next
finished:

Example 2:
findcmd 401000, "nop;nop;nop"
msg $RESULT

FINDCMDS (this function name could be deleted in future versions)

Same as FINDCMD

FINDOP addr, what

Searches code starting at addr for an instruction that begins with the specified

bytes.

When found sets the reserved $RESULT variable. SRESULT == 0 if nothing found.
The search string can also use the wildcard "??" (see below).

Example:

findop 401000, #61# // find next POPAD
findop 401000, #6A??# // find next PUSH of something
findop 401000, "1" // = #61#

FINDMEM what [, StartAddr]

Searches whole memory for the specified value.

When found sets the reserved $RESULT variable. SRESULT == 0 if nothing found.
The search string can also use the wildcard "??" (see below).
Example:

findmem #6A00E8# // find a PUSH 0 followed by some kind of call
findmem #6A00E8#, 00400000 // search it after address 0040.0000

FREE addr [, size]
Free memory bloc allocated by ALLOC (or not).
If size not given, drop whole memory bloc.
Example

alloc 1000





free SRESULT

GAPI addr #BETA#

## Chinese Translation ##

Obtains the code place API call information

The API information saves in preservation variable S$SRESULT.
If the symbolic name is a API function, then

SRESULT saves the API information

SRESULT_1 save link base/storehouse (for instance kernel32)
SRESULT_2 save symbolic name (for instance ExitProcess).
SRESULT_3 save calling location (for instance call XxXxxX)
SRESULT_4 save destination

Notice: This and the GN difference is GN must point to the IAT address
But GAPI gives the code address to be possible directly to obtain API
Also has, if you have gotten down the software break point in here, please first
clear the break point to use this sentence again, because the software break
point modified the code is CC
If here does not clear here the software break point, will create this not to be
able the very good recognition.
Example:

GAPI 401000 (call kernel32.ExitProcess)

GAPI the EIP // examined whether the current code is API calls, is not
then returns to 0

GBPM (beta)

Get last memory breakpoint address, affects $RESULT with dword wvalue

GBPR
Get last breakpoint reason, affects $RESULT with dword wvalue
Example:
GBPR
cmp SRESULT, 10
je SelectNormalBP
cmp $RESULT, 20
je SelectMemBP
cmp $RESULT, 40
je SelectHwBP
Jjmp NextBP

GCI addr, info
Gets information about asm command
"info" can be
- COMMAND for asm command string (like OPCODE)
— DESTINATION for Destination of jump/call/return
- SIZE for number of command bytes
- TYPE for asm command string (one of C_xxx, see OllyDbg Plugin API)

Example:
GCI eip, DESTINATION

GCMT addr

Gets the comment, automatic comment or analyse's comment at specified code
address

GMA name, info





Calls GMI, but parameter is short name of the module

GMEMI addr, info
Gets information about a memory block to which the specified address belongs.
"info" can be MEMORYBASE, MEMORYSIZE or MEMORYOWNER (if you want other info in
the future versions plz tell me).
Sets the reserved SRESULT variable (0 if data not found).
Example:

GMEMI addr, MEMORYBASE // After this $RESULT is the address to the memory
base of the memory block to which addr belongs

GMI addr, info
Gets information about a module to which the specified address belongs.
"info" can be
MODULEBASE, MODULESIZE, CODEBASE, CODESIZE, MEMBASE, MEMSIZE,
ENTRY, NSECT, DATABASE, RELOCTABLE, RELOCSIZE
RESBASE, RESSIZE, IDATABASE, IDATATABLE, EDATATABLE, EDATASIZE
and strings NAME, PATH, VERSION

(if you want other info in the future versions plz tell me).
Sets the reserved SRESULT variable (0 if data not found).
Example:

GMI eip, CODEBASE // After this $RESULT is the address to the codebase of

the module to which eip belongs

Gets the symbolic name of specified address (ex the API it poits to)
Sets the reserved SRESULT variable to the name. If that name is an API
SRESULT_1 is set to the library (ex kernel32) and SRESULT_2 to the name of the
API (ex ExitProcess).
Example:

gn 401000

Executes to specified address (like G in SoftIce)
Example:
go 401005

Gets the address of the specified procedure in the specified library.
When found sets the reserved $SRESULT variable. SRESULT == 0 if nothing found.
Useful for setting breakpoints on APIs.
Set third param to 1 if you want to keep library in memory
Example:

gpa "MessageBoxA", "user32.dl11" // After this SRESULT is the address of
MessageBoxA and you can do "bp SRESULT".

Gets process information, one of
HPROCESS, PROCESSID, HMAINTHREAD, MAINTHREADID, MAINBASE, PROCESSNAME , EXEFILENAME, CUR
RENTDIR, SYSTEMDIR

GREF [line]





Get Address from Reference Window at Line. First line is 1 because 0 is CPU
Initial EIP.
Without parameter, GREF results the Reference Window number of entries.

Example:
FINDCMD "push eax"
GREF 1
msg SRESULT
GREF 2

msg $RESULT

GRO addr

Get Relative Offset

When found sets the reserved $RESULT variable. SRESULT == 0 if nothing found.

HANDLE x, vy, class

Returns the handle of child window of specified class at point x,y (remember:

hex values).

HISTORY (0,1)
Enables or Disables Value history in Script Progress Window, could optimize
loops
Example:
history 0 //disable
history 1 //enable

Adds 1 to variable
Example:
inc v

ITOA n [, base=16.]
Converts an integer to string
Returns the string in the reserved SRESULT variable
Example:
itoa F
itoa 10., 10.

Use this after cmp. Works like it's asm counterpart.
Example:
ja SOME_LABEL

JAE label
Use this after cmp. Works like it's asm counterpart.
Example:

jae SOME_LABEL

JB label

Use this after cmp. Works like it's asm counterpart.
Example:
jb SOME_LABEL

JBE label

in





Use this after cmp. Works
Example:
jbe SOME_LABEL

JE label

(J2)

Use this after cmp. Works
Example:
je SOME_LABEL

JMP label

Unconditionally jump to a
Example:
jmp SOME_LABEL

JNE label

(INZ)

Use this after cmp. Works
Example:
jne SOME_LABEL

KEY vkcode [, shift [,

like it's asm counterpart.

like it's asm counterpart.

label.

like it's asm counterpart.

Emulates global keyboard shortcut.

Example:
key 20
key 20, 1 //Shift+space
key 20, 0, 1 //Ctrl+space
LBL addr, text

Inserts a
Example:
1bl

eip, "NiceJump"

LC

Clear Main Log Window

LCLR

Clear Script Log Window

Get length of a string
Example:
len "NiceJump"
msg S$RESULT

LM addr, filename

size,

load Dm file to mem

label at the specified address

IM is the opposite of the DM command

Example:

Im 0x401000, 0x100,

[,prefix]

"test.bin"





Logs src to OllyDbg log window.
If src is a constant string the string is logged as it is.
If src is a variable or register its logged with its name.
You can replace default prefix with the optional second parameter.
Example:
log "Hello world" // The string "Hello world" is logged
var x
mov x, 10
log x // The string "x: 00000010" is logged.
log x, "" // The string "00000010" is logged.

LOGBUF var [,linecount [,separator]]

Logs a string or buffer like a memory dump, usefull for long data

MOV dest, src [,size]
Move src to dest.
Src can be a long hex string in the format #<some hex numbers>#, for example
#12344#.
Remember that the number of digits in the hex string must be even, i.e. 2, 4,
8 etc.
Example:
mov x, OF
mov y, "Hello world"
mov eax, ecx
mov [ecx], #00DEADOOBEEFO0O0#
mov !CF, 1
mov !DF, !PF
mov [403000], "Hello world"

MEMCPY dest, src,size
Copy app. memory from "src" address to "dst" address.
This function is same as mov [dst], [src],size
Example:

gma "OLE32",CODEBASE

mov base, SRESULT

gma "OLE32",CODESIZE

mov size, SRESULT

alloc size

mov dst, SRESULT

MEMCPY dst,base, size

free dst
MSG message
Display a message box with specified message
Example:

MSG "Script paused"

MSGYN message
Display a message box with specified message and YES and NO buttons.
Sets the reserved S$RESULT variable to 1 if YES is selected and 0 otherwise.
Example:
MSGYN "Continue?"

MUL opl, op2





Sets opl with opl*op2
Example:
mul opl, 10

ORs src and dest and stores result in dest
Example:

or x, OF

or eax, X

or [401000]1, 5

OPCODE addr
OPCODE sets the $RESULT variable to the opcode bytes, $RESULT_1 variable to
mnemonic opcode (i.e. "MOV ECX,EAX")
and $RESULT_2 to the length of the opcode.
If an invalid opcode appears, SRESULT_2 should be 0.
addr is increased by the length of the opcode (disassemble command) .
With this function you can step forward through code.
Example:
opcode 00401000

OPENDUMP addr [,base,size]

Create a new Dump Window with data at address.

OPENTRACE

Pauses script execution. Script can be resumed from plugin menu.
Example:
pause

Retrieve dword from stack

PREOP addr
Get asm command line address Jjust before specified address.
Attention: Will not give real executed command eip before the jump.
Example:

preop eip

Add dword to stack





READSTR str, len

Copy len chars of str into SRESULT

REF addr
REF addr works as "Find references to .. Selected command" and "Find
references", Ctrl R, in OllyDbg.
SRESULT variable is set to the first reference addr
SRESULT_1 to the opcode (text asm command)
SRESULT_2 to the comment (like reference window) .
Repeat "REF addr" until SRESULT=0 to get next refs
Example:
continue:
REF eip
log SRESULT
log $RESULT_1
log $RESULT_2
cmp $RESULT, 0
jne continue

REPL addr, find, repl, len
Replace "find" with "repl" starting at "addr" for "len" bytes.
Wildcards are allowed
Example:
repl eip, #6a00#, #6bLO00#, 10
repl eip, #?27200#, #272014#, 10
repl 401000, #414#, #904#, 1F

RET
Exits script.
Example:

ret

REV what
Reverse dword bytes.
Example:
rev 01020304
//SRESULT = 04030201

ROL op, count

Assembly Operation "rol eax, cl"
save in the target (first) operand.

ROR op, count

Assembly Operation "ror eax, cl"

Example:
mov x, 00000010
ROR x, 8

RTR

Executes "Run to return" in OllyDbg, [Ctrl+F9] operation.
Example:
rtr





RTU
Executes "Run to user code" in 0OllyDbg, [Alt+F9] operation.
Example:

rtu

RUN
Executes F9 in 0llyDbg, you can also use ERUN to ignore exceptions
Example:

run

SCMP dest, src [,size]
Compares strings dest to src. Works like it's ASM counterpart.
Example:

cmp x, "KERNEL32.DLL"

cmp [eax], "Hello World", 11.

je Label

SCMPI dest, src [,size]
Compares strings dest to src (case insentitive). Works like it's ASM
counterpart.
Example:
cmp sVar, "KERNEL32.DLL"
cmp [eax], "Hello", 5
jne Label

SETOPTION
Open the 0OllyDBG Options Window, to change debugging parameters.
Script will continue on close.

SHL dest, src
Shifts dest to the left src times and stores the result in dest.
Example:

mov x, 00000010

shl x, 8 // x is now 00001000

SHR dest, src

Shifts dest to the right src times and stores the result in dest.
Example:

mov x, 00001000

shr x, 8 // x is now 00000010

STI

Execute F7 in 0OllyDbg. STep Into.
Example:

sti
STO

Execute F8 in 0OllyDbg. STep Over.
Example:
sto

STR wvar





Converts variable to a String (buffer or dword)

SUB dest, src
Reduce src from dest.
Example:

sub x, OF

sub eax, x

sub [401000]1, 5

TC
Cancels run trace in OllyDbg
Example:

tc

TEST dest, src

Performs a logical AND of the two operands updating the flags register without
saving the result.

(Modifies Flags: CF OF PF SF ZF (AF undefined))

TI
Executes "Trace into" in OllyDbg, CTRL-F7 in OllyDbg.
Example:

ti

TICK [var [,reftime]]

Set variable with script execution time (microsec)

if reftime parameter is set, set SRESULT with time since reftime.

if no parameter is set, function set $RESULT with execution time in text, in
"<ssss mmm> ms" format

var is declared automatically.

Example:
tick time
msg time //time since script startup
tick time,time
msg SRESULT //time since last TICK, DWORD value

TICND cond
Traces into calls until cond is true
Example:
ticnd "eip > 40100A" // will stop when eip > 40100A

TO
Executes "Trace over" in OllyDbg
Example:

to

TOCND cond
Traces over calls until cond is true
Example:
tocnd "eip > 40100A" // will stop when eip > 40100A





UNICODE enable
Set Unicode Mode, not used for the moment
Example:

UNICODE 1

VAR
Declare a variable to be used in the script.
Example:

var x

XOR dest, src
XORs src and dest and stores result in dest
Example:

xor x, OF

XOor eax, X

xor [401000], 5

XCHG dest, src

Exchanges contents of source and destination.

WRT file, data
Write to file (replace existing one) the only accepted symbol is "\r\n"
Numbers are wrote as strings... for the moment
Example:
wrt "out.txt", "Data:\r\nOk\r\n"
wrt sFile, ebx

WRTA file, data [, separator]
Append to file, default separator is "\n"
Example:

wrta sFile, "hello world"

wrta sFile, ABCD, ""

wrta sFile, "Windows CR, "\r\n"

3.2 Labels
Labels are defined bu using the label name followed by a colon.
Example:

SOME__LABEL:

3.3 Comments

Comments can be put anywhere and have to start with ";" or "//".
Comment lines starting with ";" will be displayed in script window.
Block comments between "/*" and "*/"

3.4 Menus

The main OllyScript menu consists of the following items:

— Run script...: lets the user select a script file and starts it
- Abort: aborts a running script

- Pause: pauses a running script

— Resume: resumes a paused script





- About: shows information about this plugin

3.5 Script Window

The Script Window was introduced with ODbgScript, it enables you to debug
and see progression of your script.

You can set script breakpoints, debug the script, edit wvariables and also
execute commands manually.

4. Integration with other plugins
You can call OllyScript from your plugin and make it execute a script.
Use something like the source code below:

HMODULE hMod = GetModuleHandle ("ODbgScript.dll");
if (hMod) // Check that the other plugin is present and loaded
{

// Get address of exported function

int (*pFunc) (char*) = (int (*) (char*)) GetProcAddress (hMod,
"ExecuteScript");
if (pFunc) // Check that the other plugin exports the correct function
pFunc ("myscript.txt"); // Execute exported function

5. Contact us
To contact us you can post your question in the forum or go on IRC
and message Epsylon3 or SHaG on EFnet.

You can also use Sourceforge.net Forums or Bug Trackers

6. License and source code

Soon I'm going to armadildo this plugin and charge an awful lot of money
for it! :P Seriously, you are free to use this plugin and the source code
however

you see fit. However please name me in your documentation/about box and if
the project you need my code for is on a larger scale please also notify
me — I am curious.

7. Thanks!

I'd like to thank all the wonderful people who reported bugs, wrote scripts,
came
with improvement ideas etc.

R@dier for the great dumping engine.

shERis, nick_name, MetaCore, XanSama, arnix, hilal23, bukkake, Human, hnhugiong
for ideas and bug report on the new ODbgScript

And of course Olly for this great debugger!






// PeX 0.99 OEP Finder

// by FEUERRADER [AHTeam]

// http://ahteam.org



/*

    IMPORTANT NOTE: before using this script, CHECK following option -

     Menu -> Options -> Debugging options -> Exceptions -> INT3 breaks   

    Script willnot work if u do not do that!!!!

*/



var s



eob Break 

eoe exp1

mov s, eip

add s, 01

bphws s, "x"

run



exp1:

esto



Break:

eob Break2 

bphwc s

findop eip, #EB01#

bphws $RESULT, "x"

run



Break2:

bphwc $RESULT

sto

sto

sto

sto

sto

cmt eip, "OEP"

ret




EZIP Inline Patcher.exe




Binary Copy/paste this bytes at 460F2D:

---------------------------------------------------------------------------------------------------------------------------

B8 00 10 40 00 80 38 E8 74 0A 3D 2B 0F 46 00 74 3D 40 EB F1 8B 58 01 03 D8 83 C3 05 B9 14 08 46

00 83 C1 04 81 F9 28 0F 46 00 74 E5 39 19 75 F1 8B 58 01 80 78 FF 90 74 09 8B F0 66 C7 06 FF 15

EB 07 50 48 8B F0 58 EB F2 89 4E 02 EB C3 90 90

---------------------------------------------------------------------------------------------------------------------------


 



dumped__1.udd



SYNCOR11.udd



dumped__1.bak
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