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Hashem(S) 

 
ϪϣΪϘϣ���

ϩΩΎϔΘγ΍�ϩίϭήϣ΍�ΕΎΤϔλ�ί΍ASP.NETί΍�̶̰Ҩ��ΪϴϟϮΗ�ϞҨΎγϭΏϭ�̵ΩήΑΎ̯�̵Ύϫ�ϪϣΎϧήΑ(Applitaction)�Ζγ΍��̶ϟϭ
Τϔλ�ϦҨ΍ΪηΎΑ�̶ϣ�ϥ΍ϭ΍ήϓ�̵ΎϬϔόο�̵΍έ΍Ω�ΕΎ�΍�ΎΗ�ΪηΎΑ�̶̰Ϥ̯�ΎϬΘҨΎγ�ϥΎΣ΍ήσ�̵΍ήΑ�Ϊϧ΍ϮΘΑ�ϪϟΎϘϣ�ϦҨ΍�ϡέ΍ϭΪϴϣ

ΩϮη�̶Σ΍ήσ�ήΗϻΎΑ�ΖϴϨϣ΍�ΐҨήο�ΎΑ�̶ΗΎΤϔλ����
�ΖϴϨϣ΍�ζҨ΍ΰϓ΍�ΪҨΎηΏϭ�̵ΩήΑέΎ̯�̵Ύϫ�ϪϣΎϧήΑϧ�Ϣθ̩�ϪΑ�ϥ΍ΪϨ̩��̶ϟϭ�ΪҨΎϴ�ΪҨΎη�ϥ΍ή̰ϫ�ΫϮϔϧ�̵ΎϬϫ΍έ�ί΍�̶̰Ҩ

�ΰҨΰϋ�����ΪηΎΑ�̶ϣ�Ύϣ��̶Σ΍ήσ�Ώϭ�̵ΩήΑΎ̯�̵Ύϫ�ϪϣΎϧήΑΎΑASP.NETΖδϴϧ�ϥΎγ΁�ϥΎϨ̪ϧ΁��̶Σ΍ήσ�ωϮϧ�ϦҨ΍
�Ϫ̯�Ζγ΍�ή̯Ϋ�ϞΑΎϗ�ϦҨ΍�ϦϤο�έΩ�ϢϴϨ̯�έΎ̯�Ϣϴϧ΍ϮΗ�̶ϣ�ΎϬϧ΁�ΎΑ�Ύϣ�ΎҨ΁�Ύϣ΍�ϩέ΍Ω�̵ΩΎҨί�̶ϔΨϣ�ΕΎϧΎ̰ϣ΍�ϭ�ΖϴϨϣ΍

ΪϧήΗϮϠΟ�Ύϣ�ί΍�ϡΪϗ�̮Ҩ�ϪθϴϤϫ�Ύϫή̰ϫ���
�ΖγΎϫή̰ϫ�έΎ̯�εϭέ�ϦΘδϧ΍Ω�ΎϬϧ΁�ΎΑ�ϪϠΑΎϘϣ�̵ΎϬϫ΍έ�ί΍�̶̰Ҩ�ϩ΍έ�ϦΘδΑ�ΎΑ�ϻΎΣ�ΫϮϔϧ�̵ΎϬηϭέ�ϦΘδϧ΍Ω�̶ϨόҨ

Ζϓή̳�΍έ�ΎϬϧ΁�ϮϠΟ�̵ΪΣ�ΎΗ�ΩϮη�̶ϣ�Ύϫ����
Ҩί�̵Ύϫ�ϪΧΎη�ΎϬϫ΍έ�̶γέήΑϥ΍ϮΗ�̶ϣ�Ϟ̯�έϮσ�ϪΑ�Ύϣ΍�ϩέ΍Ω�̵ΩΎ�́�Ζγ΍�εϭέ���

��
� �
� �

�εϭέϝϭ΍�  Cross - Sit Scripting �XSS���
ϼΘΧ΍�ΩΎΠҨ΍�εϭέ�ϦҨ΍�Ώϭ�ΕΎΤϔλ�έΩ�ϝΎΑASPςγϮΗScriptΖγ΍�΍ήΟ΍�ϞΑΎϗ�̵Ύϫ�XSS�εϭέ�ϦҨήΘθϴΑ�ί΍�̶̰Ҩ

ΪηΎΑ�̶ϣ�ϪϠϤΣ�ϪϠϤΣ�̵΍ήΑ�ή̰ϫ�̮ҨXSS̮Ҩ�ϖҨέΰΗ�ΎΑ�̶ΘΣ΍έ�ϪΑScript�ΖϤδϗ�ϖҨήσ�ί΍�Ώϭ�ϪΤϔλ�ϥΎϴϣ�έΩ
�έ΍ήϗ�ϪϠϤΣ�ΩέϮϣ�΍έ�ΎϤη�ϪΤϔλ�Ϊϧ΍ϮΗ�̶ϣ�ϡίϻ�ϥΩή̯�̮̩�ϥϭΪΑ�ΪϴҨΎΗ�ϪϤ̯Ω�̮ϴϠ̯�ϭ�ϥ΍ήΑέΎ̯�̵Ύϫ�̵Ωϭέϭ

ΪϫΩ�̶όϗϮϣϩ΍ήϤϫ�Ϫ̯�Ύϫ�ϩΩ΍Ω�Ϫ̯�Script�ήΑέΎ̯�ήϫ�̵΍ήΑ�Ϊϧ΍ϮΗ�̶ϣ�ϩΩ΍Ω�ϦҨ΍�ΩϮη�̶ϣ�ϩήϴΧΫ�ΎҨϮ̡�Ώϭ�έΩ�Ζγ΍
ΩϮη�έΎΑ�ζΑϭ�ή̳έϭήϣ�έΩ�ή̴ҨΩ���

ήΘϬΑ�ϥΪϴϤϬϓ�̵΍ήΑXSSϣϢϴϧί�̶ϣ�̶ϟΎΜ���
ΩϮθϴϣ�ϝ΍Ϯγ�ήΑ�έΎ̯�̮Ҩ�ί΍�Ϫ̯�Ώϭ�ϪΤϔλ�̮Ҩ�έΩUser Name�ϪΤϔλ�έΩ�̵έΩΎ̯�έΩ�΍έ�ΩϮΧ�ϦҨ΍�ϖҨήσ�ί΍�ΪϨ̯�Ωέ΍ϭ

έΩΎ̯�Ϟ̰η˺�ϴΘϗϭ�Ϫ̰�έΩ�ήΑέΎ̯�ϡΎϧ�̵ΎΟ�ϪΑ�Ϣϴϧ΍ϮΗ�̶ϣ�Ύϣ�ϝΎΣ�ϢϴϨ̯�̶ϣ�̮ϴϠ̯�΍έ�ϪϤ̯Ω�ϢϴϨ̯�Ωέ΍ϭ�΍έ�ήΑέΎ̯�ϡΎϧ�Ύϣ
έϮΘγΩ�ςΧ�̮Ҩ�έΩΎ̯ScriptϞΜϣ�̵΍ήΑ�ϢϴϨ̯�Ωέ΍ϭ���Ϟ̰η˻���

��
<script> alert (�HELLO THERE�); </script>��

 
���
��
��
��
��
��
��
��
��
��
��
��   ���
��

Ҩ΍�Ϫ̯�̶ϧΎϣί�ΩέϮϣ�έΩϦScriptϪϤ̯Ω�ϥΩί�ΎΑ�΍έClick �΍ήΟ΍ϭ�ΩϮη�̶ϣ�Ϟ̰η˼�ΪҨ΁�̶ϣ�ΪҨΪ̡���
��
��
��
��
��
��
��
��

̰ηϞ˺��ηέ�̮Ҩ�ϥΩή̯�Ωέ΍ϭ�ϩΩΎϣ΁�ϪΘ̯�̵ήΘ̯΍έΎ��Ϟ̰η˻��Ζδϴϧ�̵ήΘ̯΍έΎ̯�ϪΘηέ�̮Ҩ�ϦҨ΍�����������������Ϫ̰ϠΑ
�ΎΑ�ϪϠϤΣ�̮ҨScript  Ζγ΍����

��

Ϟ̰η˼��̮ϴϠ̯�ί΍�ΪόΑ�Scriptϡήϓ�έΩ˻��
��

Ύϣ΍� ΩϮΑ� ϝΎΜϣ� ̮Ҩ� ϦҨ΍Script�Ϫ̯� Ωέ΍Ω� ΩϮΟϭ� ̵Ύϫ
�̶ϣ� ΎϬϧ΁� ί΍�̶πόΑ�̶ΘΣ� Ϊϧΰϴϣ� ̵ΩΎҨί� Ε΍έΎδΧ

έ΍ΪϘϣ�ΪϨϧ΍ϮΗCookieϭ�̵Ύϫ �΍έ�ϥ΍ήΑέΎ̯�ΕΎϋϼσ΍�ΎҨ
Ϫ̯�ί΍� ή̳΍�̶ΘΣ� Ϊϧ΍� ϩΩή̯� ϩΩΎϔΘγ΍� έϭήγ�ϦҨ΍� ί΍�

ΪϨηΎΑ�ϩΩή̯�ϩΩΎϔΘγ΍�ή̴ҨΩ�̵ΎϬΘҨΎγ��ϪϧΎΘΨΒηϮΧ
έΩASP.NET V1.1�ΪηΎΑ� ̶ϣ� ϢΘδϴγ� ̵΍έ΍Ω� �

Ϊϧ΍ϮΗ�̶ϣ�Ϫ̯Script�ϡΎϐϴ̡� ϭ�ΪϨ̯�̶ҨΎγΎϨη�΍έ�Ύϫ
�Ϟ̰η̊�ΪϫΩ� ̶ϣ� ΍έ��ϢΘδϴγ� έΩ� έΎΘΧΎγ� ϦҨ΍

̶ϧϭέΩASP.NET V1.1�Ϫ̯�ϩΪη�ϪϴΒόΗ��
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� ���
<%00script> alert (�HELLO THERE�); </script> 

 
Ζϓή̳�΍έ�ϞϣΎ̯�ΫϮϔϧ�ϮϠΟ�ΩϮη�̶ϣ�Ϣϫ�ϢΘδϴγ�ϦҨ΍�ΎΑ�β̡�έϭήγ�ϥΩή̯�ϩΩΎϔΘγ΍�ΏϮΧ�εϭέ�̮Ҩεϭέ�ί΍� 

HTML ENCODE()�ΰϣέ�ϪΑ�΍έ�Ύϫ�̵Ωϭέϭ�Ϫ̯�Ζγ΍�ϦҨ΍�εέΎ̯�Ϫ̯�Ζγ΍�Ϊ̯�ΎΑ�ΪϨ̯�̶ϣ�ϞҨΪΒΗ���̵Ύϫ�ϪΘηέ�
HTML ENCODEΪηΎΑ�̶ϣ��ΩϮη�̶ϣ�̵έ΍ά̳�ΰϣέ�ήҨί�ϊΑΎΗ�ί΍�ϩΩΎϔΘγ΍�ΎΑ�ήΑέΎ̯�̵Ωϭέϭ�ϝΎΣ���

Private Sub Button1_Click(ByVal sender As System.Object,ByVal e As System.EventArgs)_ 
 Handles Button1.Click 
lblMessage.Text = Server.HtmlEncode(txtName.Text) 
End Sub 

 
 
 
 
 
 
 
 
 
 
 
��
��

ϡϭΩ�εϭέ:�SQL LNJECTION��
ϡΎϧ�ΎΑ�ϑϭήόϣ�ΖҨϮϠ̢δ̯΍�̮Ҩ�ΎΑ�Ϫ̯�ϩΩΎγ�έΎϴδΑ�εϭέ�ϦϴϣϭΩSQLΪηΎΑ�̶ϣ��ϥ΁�ί΍�Ύϫ�ή̰ϫ�ήΘϤ̯�Ϫ̯�ϦҨ΍�ΐϟΎΟ

γ�ΎΑ�̵Ύϫή̰ϫ�ϦϴΑ�έΩ�ςϘϓ�εϭέ�ϦҨ΍�ϢҨϮ̴Α�ήΘϬΑ�ΪϨϨ̯�̶ϣ�ϩΩΎϔΘγ΍ΎϬҨ΍�ϪϓήΣ�ήϴϏ�ΎΗ�Ωέ΍Ω�Ν΍ϭέ�ϪϘΑΎ���
�ϪτϘϧ�ϦҨ΍�Ϫ̯�̵Ω΍ήϓ΍�Ω΍ΪόΗ�Ϫ̯�ήΘΒϟΎΟ�Ϣ̯�έΎϴδΑ�ΪϨϧ΍Ω�̶ϣ�΍έ�ϒόοΪϧ΍�ϩΪϴϨθϧ�ϥ΁�ϩέΎΑέΩ�̶ΘΣϭ�ΪϨΘδϫ��ϻΎΣ

̮Ҩ�ϥΩή̯�Ωέ΍ϭ�ΎΑ�Ϫ̯�εϭέ�ϦҨ΍�ΎΑ�έΎ̯�ίήσ�ϝΎΜϣ�̮Ҩ�ΎΑ�ΪҨέ΍ά̴ΑSQLϢϴϫΪΑ�ϩΎΗϮ̯�̶ΤϴοϮΗ�΍έ�ΪϨ̯�̶ϣ�έΎ̯�Ζγ΍����
̵΍ήΑ�Ϫ̯�ϢҨέ΍Ω�ϪΤϔλ�̮Ҩ�ΪϴϨ̯�νήϓLogin�ϥΪη�Ϟλϭ�ΪҨΎΑUsernameϢϴϨ̯�Ωέ΍ϭ�΍έ�ΩέϮδ̡�ϭ���

Ҩ�ΎҨϮ̡�Ώϭ�ΕΎΤϔλ�έΩϊΑΎΗ�̮�Function� Ωέ΍Ω�ΩϮΟϭ�̶ϟϮϤόϣ�έΎϴδΑ�ΖҨΎγ�ϥΎΣ΍ήσ�ήΘθϴΑ�η�ϩίΎΗ�ΎλϮμΨϣωϭή�ϪΑ�
̶Σ΍ήσΎϬΑϭ�έΩ�̶ΗΎϋϼσ΍�̮ϧΎΑ�̵Ύϫ�ϪϣΎϧήΑ�Ϊϧ΍�ϩΩή̯��ΪϨδҨϮϧ�̶ϣ�ήҨί�ΕέϮλ�ϪΑ�̶όΑΎΗ���

Private Sub btnLogin_Click(ByVal sender As System.Object,ByVal e As System.EventArgs) _ 
Handles btnLogin.Click 
SqlConnection1.Open() 
Dim str As String = "SELECT * FROM Users WHERE UserID='" _ 
& txtName.Text & "' AND Password='" & _ 
txtPassword.Text & "'" 
Dim comm As New SqlCommand(str, SqlConnection1) 
Dim reader As SqlDataReader = comm.ExecuteReader() 
If Not reader.HasRows Then _ 
Response.Write("Login failed. Please try again") 

ΎΑ�ΫϮϔϧ�̵ϮϠΟ�Ϊϧ΍ϮΘΑScript�ϦҨ΍�ΕέϮμΑ�ϥ΁�εϭέ�Ϊϧήϴ̴Α�΍έ
̵ΪϴϠ̯�ϪϤϠ̯�ϪΑ�Ϫ̯�Ζγ΍!script��̶ϣ�̵Ωϭέϭ�ϪϤϠ̯��έΩ�΍έ

ΪϫΩ�̶ϣ�ϡΎϐϴ̡�ϥ΁�ϦΘϓΎҨ�ΕέϮλ�έΩϭ�ΩΩή̳���
�ˮ�΍ή̩�ΪϴҨϮ̳�̶ϣ�Ζδϴϧ�̵Ϯϗ�Ϣϫ�ϥΎϨ̪ϧ΁�ϢΘδϴγ�ϦҨ΍�Ύϣ΍
�ϢΘδϴγ�ϦҨ΍�ΩϮη�̶ϣ�̶ΘΣ΍έ�ϪΑ�Ϫ̯�Ζγ΍�̶ҨΎϬϫ΍έ�ϥϮ̩

Ω΍Ω�ΐҨήϓ�΍έ��ΎϬϫ΍έ�ϦҨ΍�ί΍�̶̰Ҩ�ϼΜϣ̮Ҩ�ϥΩή̯�ϪϓΎο΍�ΎΑ�
ήΘ̯΍έΎ̯NULL������ϞΒϗ�ί΍ScriptέϮΘγΩέΩ<Script>�̵΍ήΑ

�ΩϮη�̶ϣ�ϞΒϗ�ϝΎΜϣ����
�� Ϟ̰η̊  

ΏϮΧ�̳΍ϻΎΣή̮ҨήΑέΎ̯ScriptΩέ΍ϭΪϨ̯�HTMLENCODE�
�ϭ�ϩΩέϭ΁�έΩ�̵ήΘ̯έΎ̯�ϪΘηέ�Ϟ̰η�ϪΑ�΍έ�ϥ΁�ϪΘϓή̳�΍έ�̵Ωϭέϭ

ΕέϮλ�ϪΑ�Ϫϧ�ΪϫΩ�̶ϣ�ϥΎθϧ�ή̳�έϭήϣ�έΩ��ή̳΍�ΎϤη�̶Ҩ΍ήΟ΍
φϓΎΤϣ�ΖϴλΎΧ�ΪϴΘγ΍ϮΧ�̶ϠϴϟΩ�ήϫ�ϪΑ�έΩASP.NETV1.1�

΍έΖϴλΎΧ�Ζγ΍�̶ϓΎ̯�ΪҨί΍ΪϨϴΑ�έΎ̯�ί΍�ValidateRequet�ϪΑ�΍έ
ΖϟΎΣFalse�ΪҨέϭ΁�έΩ����Ϟ̰η̋���

�ήϴϏ�̶ΘγΩ�ΕέϮλ�ϪΑ�΍έ�ΖψϓΎΤϣ�ΖϴλΎΧ�ΖϟΎΣ�ϦҨ΍�έΩ
�ϢϴϨ̯�̶Ϥϧ�΍έ�έΎ̯�ϦҨ΍�ΩΎϬϨθϴ̡�Ύϣ�Ύϣ΍�ϢϴϨ̯�̶ϣ�ϝΎόϓ

�ϢΘϔ̳�Ωήϴ̴Α�έΎ̯�ϩίΎΗ�̵Ύϫ�ή̰ϫ�̵ϮϠΟ�Ϊϧ΍ϮΘΑ�ΪҨΎη�ϩήΧϻΎΑ
ΪҨΎη�ςϘϓ�ΪҨΎη������� 

Ϟ̰η̋  
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While reader.Read() 
Response.Write("Hello " & reader("UserName")) 
End While 
End Sub 

                                   ��������������������������
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̵΍ήΑ�΍έ�εϭέ�ϦҨ΍�ήҨί�έΩLoginϢҨ΍�ϩΩή̯�̵ίΎγ�ϩΩΎϴ̡���
��

Private Sub btnLogin_Click(ByVal sender As System.Object,ByVal e As System.EventArgs) _ 
Handles btnsecureLogin.Click 
SqlConnection1.Open() 

 Dim str As String = "SELECT * FROM Users WHERE " & _ 
"UserID=@userID AND Password=@password" 
Dim comm As New SqlCommand(str, SqlConnection1) 
comm.Parameters.Add("@userID", txtName.Text) 
comm.Parameters.Add("@password", txtPassword.Text) 
Dim reader As SqlDataReader = comm.ExecuteReader() 
If Not reader.HasRows Then Response.Write("Login failed. Please try again") 
While reader.Read() 
Response.Write("Hello " & reader("UserName")) 
End While 
End Sub��

�έΩ�ϥ΍ήΑέΎ̯�ςγϮΗ�ϩΪη�Ωέ΍ϭ�ΕΎϋϼσ΍�̶̳ΩΎγ�ϪΑ�Ϊ̯�ϦҨ΍�έΩ
�Ύϫ�ϪΘηέ�̵ΎϬϟϮϣήϓ�ί΍�ϭ�Ζγ΍�έΎ̰η΁�Ώϭ�ϪΤϔλ�̵ϭέ

έΩSQL�ϦΘϓή̳�̵΍ήΑ�Ζγ΍�ϩΪη�ϩΩΎϔΘγ΍�̶δҨϮϧ�ϪϣΎϧήΑ�̵΍ήΑ
ήΑέΎ̯�̵Ύϫ�ϩΩ΍Ω���

΍�ϦҨήΘϤ̯�ΕΎΤϔλ�̶Σ΍ήσ�έΩ�ΪҨΎΑ�ϪΤϔλ��έΩ�ϥ΍ήΑέΎ̯�ί΍�ΕΎϋϼσ
Ύϫ� ΖҨΎγ� ̶πόΑ� έΩ� ϼΜϣ� ΩϮθϧ� ΝέΩUsername�ϥ΍ήΑέΎ̯�

Ζγ΍� κΨθϣ��Ωέ΍ϭ� ήΑέΎ̯� Ϫ̯� ̵Ωϭέϭ� ϝϮσ� ϝήΘϨ̯� ϩ΍έ� ϦҨήΘϬΑ
�ΪΣ� ί΍� ήΗ� ̶ϧϻϮσ� ̵Ωϭέϭ� ϢҨϮη� ϦΌϤτϣ� ΎΗ� Ζγ΍� ΪϨ̯� ̶ϣ

ΪηΎΒϧ� ϝϮϤόϣ� ��ϭέ� Ύϣ�̶̳έΰΑ� ήτΧ�ΐΗήϣΎϧ� ΎϫΪ̯�ϦҨ΍� ΩϮΟϭ� ΎΑ
ΪϨ̯�̶ϣ�ΪҨΪϬΗ�Ψθϣ� ϥ΍ήΑέΎ̯� ϡΎϧ�̶Θϗϭ�̵΍ήΑ�̶ϨόҨ� ΪηΎΑ�κ

�ϢҨΩ΍Ω�ϡΎΠϧ΍� ΍έ� έΎ̯�ϒμϧ�Ύϫ�ή̰ϫ����̶ҨΎϫ�ΰϴ̩�ΪϴηΎΑ�ϦΌϤτϣ
�ΕΎϋϼσ΍�̮ϧΎΑ�ϪΑ�ϭ�ΪϨϨ̯�Ωέ΍ϭ�ΩέϮδ̡�̵ΎΟ�ϪΑ�ΎϬϧ΁�Ϫ̯�Ωέ΍Ω�ΩϮΟϭ

ΪϨΑΎϴΑ�ΖγΩ�ΎϤη��ϞΜϣ�̵΍ήΑ�Ϟ̰η̌����
̵ΪϴϠ̯�ϪϤϠ̯�ΪϨ̩�ϥΩή̯�Ωέ΍ϭ�ΎΑ�Ϟ̰η�ϦҨ΍�έΩSQL�ϥ΍ϮΗ�̶ϣ

έ΍ϭ�ΩέϮδ̡�ϦΘη΍Ω�ϥϭΪΑ�ϭ�Ωή̯�̵έΎ̰ΘγΩ�ϭέ�ΕΎϋϼσ΍�Ϊη�Ω���
�Ύϫή̰ϫ�Ϫ̯�̶ҨΎϫ�ΖҨϮϠ̢δ̯΍�ί΍�ή̴ҨΩ�̶̰Ҩ�ϪϠϤΣ�̵΍ήΑ�ϥ΁�ί΍

ΪϨϨ̯�̶ϣ�ϩΩΎϔΘγ΍SQL UnionΖγ΍��ΪϨ̯�̶ϣ�έΎ̯�ΕέϮλ�ϦҨ΍�ϪΑ
έΩ�ϩΪη�Ωέ΍ϭ�̵ήΘ̯΍έΎ̯�ϪΘηέ�ϝΎΒϧΩ�ϪΑ�Ϫ̯Username�ΩέϮδ̡�ΎҨ

ϪϤ̯Ω�ϥΩί�ΎΑ�ϥ΁�΍ήΟ΍�ϭClick�Ϟ̰ὴ��ϭ�ϢϬϣ�ΕΎϋϼσ΍�ϥ΍ϮΗ�̶ϣ
Ωή̯�ΖϓΎҨ�έΩ�έϭήγ�ΩέϮϣ�έΩ�̵ΩΎҨί���

Ϊ̯SQLUnionΪηΎΑ�Ϊϧ΍ϮΗ�̶ϣ�ήҨί�ΕέϮμΑ���
xyz' union select @@servername, @@servicename, 
@@version ���

̵Ύϫ�ϪΘηέ�̵ΪϨΒϟϮϣήϓ�̵ϭήΑ�ΏϮΧ�έΎϴδΑ�εϭέ�̮ҨSQL�
ωϮοϮϣ�ί΍�ϩΩΎϔΘγ΍ParametersέΩSQLCommandΖγ΍��ΖϠϋ

Ϫ̯�Ζγ΍�ϦҨ΍�ϩΪη�ΩΎΠҨ΍�ήΒόϣ�ϦҨ΍�̵ήΗήΑADO.NET�Ϊϧ΍ϮΗ�̶Ϥϧ
̶ϨϴθϧΎΟ�ϞϤϋ�Substitution�΍έΪϫΩ�ϡΎΠϧ΍���ήΒόϣ�ϦҨ΍�έΩ

̵ΎϫήΘϣ΍έΎ̡SQL Server�̶ΑΎҨ�ΎτΧ�ϭ�̶ϨϴθϧΎΟ�ϞϤϋ�ΎΟ�ϥΎϤϫ
ΪϫΩ�̶ϣ�Υέ�ΪϴҨΎΗ�ΎҨ�ϭ���

��

Ϟ̰η̌���ΩέϮδ̡�ϦΘη΍Ω�ϥϭΪΑ�ήΑέΎ̯�ϡΎϧ�ϦΘη΍Ω�ΎΑ�
ΪϧϮη�Ωέ΍ϭ���

 

Ϟ̰ὴ���ϡήϓ�έΩ�ΩέϮδ̡�̵ΎΠΑ�ήΑέΎ̯Login�̮Ҩ
Ε΍έϮΘγΩ�ϪΘηέSQL�ΕΎϋϼσ΍�ϥΩή̯�έΎ̰η΁�̵΍ήΑ

ϩΩή̯�ϩΩΎϔΘγ΍�ϪϠϤΣ�̵΍ήΑ�ϡίϻ� 
 

mailto:comm.Parameters.Add("@userID",
mailto:comm.Parameters.Add("@password",
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Hashem(S) 
��

ϡϮγ�εϭέ��Ύϫ�̵Ωϭέϭ�ΪϴҨΎΗΏϭ�βҨϮϧ�ϪϣΎϧήΑ�ΩϮΧ�ςγϮΗ�ήΑέΎ̯�̵��
�΍έ�ΎϬϧΎϤϫ�Ϊϧ΍ϮΘΑ�ςϘϓ�ήΑέΎ̯�ΎΗ�ϢϴϫΩ�έ΍ήϗ�ϥ΍ήΑέΎ̯�έΎϴΘΧ΍�έΩ�΍έ�ϩΪη�Ϧϴόϣ�ζϴ̡�ί΍�̶ΗΎϋϼσ΍�ΪҨΎΑ�εϭέ�ϦҨ΍�έΩ

ΪϨ̯�ΏΎΨΘϧ΍�ϭ�Ωέ΍ϭ��ϭ�Ύϫ�έΎΑ�ϝϭή̰γ΍�ί΍�ϩΩΎϔΘγ΍�ΎΑ�εϭέ�ϦҨ΍�έΩcheck box �ϥΩή̯�ΩϭΪΤϣ�ϭ�Ύϫ�̵Ωϭέϭ�έΩ�Ύϫ
ΰ̳�έ΍ΪϘϣ�ϥΩ΍Ω�έ΍ήϗ�ϭ��̵Ωϭέϭ�̵Ύϫ�ϪϨҨΎϫ�̵Ωϭέϭ�έΩ�νήϓ�ζϴ̡���ζϴ̡�ϞΑΎϗ�̵Ύϫ�̵Ωϭέϭ�̵΍ήΑ�εϭέ�ϦҨ΍�Ύϣ΍

ϞΜϣ�Ωέ΍Ω�ΩήΑέΎ̯�ΩϭΪΤϣ�ϭ�̶ϨϴΑ��ϭ�ήϬη�ϡΎϧ�ϭ�έϮθ̯�ϡΎϧ�ϭ�ΪϟϮΗ�ΦҨέΎΗ��������
�ϥ΁�̵΍ήΑ�έϭήγ�έΩ�Ϣϫ�ϭ�ΖϨҨϼ̯�έΩ�Ϣϫ�Ωή̯�ϩΩΎϔΘγ΍�̶ϨϴΑ�ζϴ̡�ϞΑΎϗ�ΖϟΎΣ�ί΍�ϥ΍ϮΗ�̶Ϥϧ�Ϫ̯�̵Ύϫ�̵Ωϭέϭ�έΩ

ϭέϭΪϴϫΩ�έ΍ήϗ�έϭήγ�̮ϧΎΑ�έΩ�ϭ�ΖϨҨϼ̯�̵Ωϭέϭ�έΩΎ̯�έΩ�νήϓ�ζϴ̡�έ΍ΪϘϣ�̮Ҩ�̵Ω���
��
��
��

ϡέΎϬ̩�εϭέ��ϥΩή̯�ρϮϠΨϣ�εϭέ�ί΍�ϩΩΎϔΘγ΍(Hahsing)�ϩΪη�ϩήϴΧΫ�̵ΎϫΩέϮδ̡ 
εϭέ�ί΍�ϩΩΎϔΘγ΍�έϭήγ�̶ΗΎϋϼσ΍�̮ϧΎΑέΩ�Ύϫ�ΩϮδ̡�ϩήϴΧΫ�̵΍ήΑ�ΏϮΧ�εϭέ�̮ҨHashing�ϢϫέΩ�Ζγ΍����

HashigΖγ΍�εϭέ�ϭΩ�̵΍έ΍Ω���
̮Ҩ�ή̡�εϭέ�΍ΩΎϫ�ϩΩ΍Ω�εέΎ̴ϧ�̵΍ήΑ�εί�ΰϣέ�ϥϭΪΑ�̵Ύϫ�ϦΘϣ��ΎΑ�Ωήϓ�ϪΑ�ήϔΤϨϣ�̶ΘҨΎΑ�ϪΘηέ�̮Ҩ�ί΍�έΎ̯�ϦҨ΍�̵΍ήΑ

ΩϮη�̶ϣ�ϩΩΎϔΘγ΍�ΖΑΎΛ�ϝϮσ�ΖΑΎΛ�ϝϮσ�ΎΑ�̶ΘҨΎΑ�ϪΘηέ�ϦҨ΍�ϪΑHashΪϨҨϮ̳���
ϡϭΩ�ΎΘδҨ΍�εϭέ�ΩϮη�̶ϣ�ϩήϴΧΫ�ϭ�̵έ΍ά̳�ίήϣ�ΪΘϣ�̮Ҩ�ςγϮΗ�ΕΎϋϼσ΍�ϡΎϤΗ�εϭέ�ϦҨ΍�έΩ����

�̮ϧΎΑ�έΩ�ΎϫΩέϮδ̡�ϩήϴΧΫ�ΩέϮϣ�έΩείέ΍�ϩΪη�ϩήϴΧΫ�ΕΎϋϼσ΍�ϦҨ΍�Ζϔ̳�ΪҨΎΑ�ΕΎϋϼσ΍Hash�Ύϫ�ΩέϮδ̡�ί΍�̮Ҩ�ήϫ
ΗϻΎΑ�̵ήΗήΑ�ϭ�Ζγ΍Ωέ΍Ω�ΩέϮδ̡�̵ΎϨϬ̡�ϩήϴΧΫ�̵΍ήΑ�̵ή��ΩϮΧ�ΩέϮδ̡�ήΑέΎ̯�̮Ҩ�Ϫ̰ΘϗϭΑ�΍έ̵΍ήLogin�Ωέ΍ϭ�ϥΪη

είέ΍�ΪϨ̯�̶ϣHashείέ΍�ΎΑ�β̢γ�ϭ�ϩΪη�ϪΒγΎΤϣ�ΩέϮδ̡HashΩϮη�̶ϣ�ϪδҨΎϘϣ�ϩΪη�ϩήϴΧΫ����
ϧ΍ϭ�΍ήϓ�Εϼ̰θϣ�ίΎΑ�Ύϣ΍�̶Ϡλ΍�̵ΎϫΩέϮδ̡�ϪΑ�Ζγ΍�ΖγέΩ�ΪϨΑΎҨ�ΖγΩ�ΕΎϋϼσ΍�ϪΑ�Ύϫή̰ϫ�ή̳΍�Ζγ΍�̶

ΩϮΧ�̵΍ήΑ�ήΑέΎ̯�ΪϨ̩�ΩΎΠҨ΍�ΎΑ�ΎҨ�ΪϫΩ�ήϴϴϐΗ�΍έ�ΎϬϧ΁�έ΍ΪϘϣ�Ϊϧ΍ϮΗ�̶ϣ�ίϮϨϫ�̶ϟϭ�Ωέ΍Ϊϧ�̶γήΘγΩ�ΎΘδҨ΍�ΖϟΎΣ�έΩ��
ΪΑΎҨ�ΖγΩ�̵έ΍ά̳�ΰϣέ�ϝϮϣήϓ�ϪΑ���

̵ίΎγ�ϢϫέΩ�̵ΩΪϋ�ϢΘҨέϮ̴ϟ΍ί΍�ΪϨ̯�̶ϣ�ϩΩΎϔΘγ΍�ήҨί�ϊΑΎΗ�hash��SHA1γ΍��ϩΪη�ϩΩΎϔΘ���
��

 Public Function ComputeHashValue(ByVal data() As Byte) As Byte() 
Dim hashAlg As SHA1 = SHA1.Create 
Dim hashvalue() As Byte = hashAlg.ComputeHash(data) 
Return hashvalue 
End Function��

��
είέ΍�ϪΑ�ϞҨΪΒΗ�ϻΎΑ�ϊΑΎΗ�̶ϧ΍ϮΧ΍ήϓ�ΎΑ�΍έ�Ύϫ�ΩέϮδ̡�ΩϮθϴϣHashή̯Ω���

Dim hashValue() As Byte 
hashValue = ComputeHashValue(Encoding.ASCII.GetBytes(txtPassword.Text)) 

��
ΩήΑ�έΎ̯�ϪΑ�ΩέϮδ̡�ςϘϓ�ΎҨ�ϭ�ΕΎϋϼσ΍�ϪϤϫ�̵΍ήΑ�΍έ�έΎ̯�ϦҨ΍�ΩϮη�̶ϣ���

��
��
��

ϢΠϨ̡�εϭέ��̵ήҨά̡�ΫϮϔϧ�ί΍��̵ήϴ̳�ϮϠΟ�̵΍ήΑ�ϢϬϣ�̵Ύϫ�ϩΩ΍Ω�̵έ΍ά̳�ΰϣέ��
�ϪΤϔλΎϬΑϭΩήΑΎ̯�̵Ύϫ�ϪϣΎϧήΑ�ϭ��Ώϭ�̵ϩΪη�ϪΘΧΎγ�ΎΑASP.NETΪϨϧ΍ϮΗ�̶ϣ��ϊϗ΍Ϯϣ�̶πόΑ�έΩ��ϩήϴΧΫ�̵΍ήΑ

ΪϨηΎΑ�Ϊϴϔϣ�ΕΎϋϼσ΍�ϼΜϣ�Ύϫ�ϪΘηέ�ϩήϴΧΫ�̵΍ήΑ�ΕΎϋϼσ΍�̵ΎϬ̰ϧΎΑ�έΩ�ϞҨΎϓ�ί΍Web.config�ϪΑ�ΖΒδϧ�ήΘόҨήγ
Hard-code̵ΩήΑέΎ̯�̵Ύϫ�ϪϣΎϧήΑ�έΩ��ϞҨΎ̢ϣΎ̯�ϭ�ΕΎΣϼλ΍�ϭ�Ε΍ήϴϴϐΗ�ΪҨΎΑ�ϪθϴϤϫ�έϭήγ�̶ΗΎϋϼσ΍�̵ΎϬ̰ϧΎΑ�έΩ

ϧ΍�ΩΪΠϣϩΩΎγ�̵ήΘ̯΍έΎ̯�ϪΘηέ�ΕέϮλ�ϪΑ�ΕΎϋϼσ΍�ϩήϴΧΫ�ϦҨ΍ήΑΎϨΑ�Ω΍Ω�ϡΎΠ��̶ΗΎϋϼσ΍�Ϊϧ΍ϮΗ�̶ϣ�̵ήΘ̯΍έΎ̯�ϪΘηέ�ϦҨ΍
�ΪϨηΎΑ�Ύϫ�ΩέϮδ̡�ΎҨϭ�ϥ΍ήΑέΎ̯�ΩέϮϣ�έΩ�ϞҨΎϓ�έΩWeb.config�ΩϮη�̶Ϥϧ�ΩΎϬϨθϴ̡�ϼλ΍�ϭ�Ζγ΍�̭ΎϧήτΧ�έΎϴδΑ�̵έΎ̯

ϞҨΎϓ�Ϫ̯�΍ή̩Web.configΕ΍ΪϨΘδϣ�έΩ�Document�XML Ύϓ�ϦҨ΍�Ϫ̯�ϩΪη�ϩήϴΧΫ�Ζγ΍�ϩΩΎγ�̶ϨΘϣ�ϞҨΎϓ�̮Ҩ�ϞҨ
ϥ΍ή̴ҨΩ�αήΘγΩ�έΩ�̶ΘΣ΍έ�ϪΑ�ϭ�ΰҨΰϋ�̵Ύϫή̰ϫ�����Ωήϴ̳�̶ϣ�έ΍ήϗ����

ϢϬϣ�̵Ύϫ�ϩΩ΍Ω�̵έ΍ά̳ΰϣέ�ϥΎγ΁�ϭ�ϩΩΎγ�ϩ΍έ�ϪҨ�ΪϨ̯ΎϧήτΧ�Ϣϫ�Ύϫ�ϥΎϤϫ�̶ϫΎ̳�ϥϮ̩�ϢϬϣ�ήϴϏ�ϭ��ϪΑ�ϥ΁�ϩήϴΧΫ�ϭ
ϞҨΎϓ�ϥΎϴϣ�έΩ�̶ϨΘϣ�ΰϣέ�ΕέϮλWeb.configΖγ΍���

Ωέ΍Ω�ΩϮΟϭ�̵ίΎγ�ϥΎϬϨ̡��̵΍ήΑ�ϢΘҨέϮ̴ϟ΍�ϭΩ�� 
������˺�ϥέΎϘΘϣ��Symmetric�����������������˻�ϥέΎϘΘϣΎϧ��ASymmetric���
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Hashem(S) 
˺-ϥέΎϘΘϣ�ϢΘҨέϮ̴ϟ΍��Ύϫ�ϩΩ΍Ω�ϪϤϫ�̵έΎΑ�̭ήΘθϣ�ΪϴϠ̯�̮Ҩ�ί΍�ϩΩΎϔΘγ΍�ΎΑ�ΕΎϋϼσ΍�ΰϣέ�ϥΩή̯ίΎΑ�ϭ�̵έ΍ά̳�ΰϣέ�

ϥ΍ήΑέΎ̯�ϪϤϫ�ϭ��ˮˮˮˮ΍ή̩�ΪηΎΑ�̶ϣ�̵ήΘϤ̯�ΖϴϨϣ΍�̵΍έ΍Ω�β̡�Ζγ΍�ϪϨҨΰϫ�Ϣ̯�ϭ�ϩΩΎγ�έΎϴδΑ�εϭέ�ϦҨ΍
ϔϧ�ϥϮ̩�̶ϣ�ΕέΎϬϣ�̶Ϥ̯�ϭ�ΩϮΧ�̵΍ήΑ�ήΑέΎ̯�ΪϨ̩�ϥΩή̯�ΖγέΩ�ΎΑ�Ύϣ�ϞҨΎϓ�ϪΑ�̶γήΘγΩϭ�ΫϮϔϧ�ί΍�ΪόΑ�ή̳�ΫϮ

�Ζϗϭ�ϥ΁�ϭ�ΪϨ̯�ϒθ̯��̶ΘΣ΍έ�ϪΑ�΍έ�Ύϣ�ΰϣέ�ΪϴϠ̯�Ε΍ήϴϴϐΗ�ϩΪϫΎθϣ�ΎΑ�Ϊϧ΍ϮΗ����� 
��
˻-ϥέΎϘΘϣ�Ύϧ�ϢΘҨέϮ̴ϟ΍��ΪϴϠ̯�ΪϨ̩�ΎΑ�ΕΎϋϼσ΍�̶ҨΎθ̳�ΰϣέ�ϭ�̵έ΍ά̳�ΰϣέ��ΪϴϠ̯�ΪϨΘδϫ�ϪΘγΩ�ϭΩ�ΎϫΪϴϠ̯�ϦҨ΍

̶μΨη�̶ϣϮϤϋ�ΪϴϠ̯�ϭ�Ύϫ�ϩΩ΍Ω�̵έ΍ά̳ΰϣέ��̵΍ήΑ�ςϘϓ�Ϫ̯�ΪϨ̯�̶ϣ�ϩΩΎϔΘγ΍�̶ϣϮϤϋ�ΪϴϠ̯�̮Ҩ�ί΍
β̰ϋ�ήΑ�ϭ�ΪϨ̯�̶ϣ�ϩΩΎϔΘγ΍�̶μΨη�ΪϴϠ̯�̮Ҩ�ί΍�̶ҨΎθ̳ΰϣέ��̵Ύϫ�̶̳Ϊϴ̪ϴ̡�̵΍έ΍Ω�ϢΘҨέϮ̴ϟ΍�ϦҨ΍

Ζγ΍�ϝϭ΍�ωϮϧ�ϪΑ�ΖΒδϧ�̵ήΘθϴΑ�ΖϴϨϣ΍�̵΍έ΍Ω�β̡�ϪϨҨΰϫ�ή̡�ϭ�Ζγ΍�̶ΗΎΒγΎΤϣ� 
��

Ζδϴϟ˺�Ύϧ�ϪΑ��̵΍�ϪҨ΍έ΁�ΪϫΩ�̶ϣ�ζҨΎϤϧϡRijndael�ϭ�ϪΘϓή̳�έ΍ήϗ�ϥέΎϘΘϣ�̵έ΍ά̳ΰϣέ�ϢΘҨέϮ̴ϟ΍�έΩ�Ϫ̯�΍έΖδϴϟ˻ 
ϡΎϧ�ϪΑ�̵΍�ϪҨ΍έ΁�ΪϫΩ�̶ϣ�ϥΎθϧRSAΖγ΍�ϪΘϓή̳�έ΍ήϗ�ϥέΎϘΘϣ�Ύϧ�̵έ΍ά̳�ΰϣέ�ϢΘҨέϮ̴ϟ΍�έΩ�Ϫ̯�΍έ���

̵ΎϬΘδϴϟ�έΩ�ΪϴϨϴΑ�̶ϣ�ήҨί�έΩ�Ϫ̯�̶όΑ΍ϮΗ�˺ϭ˻�̶Ϡ̰η�ϪΑ�Ώϭ�̵ΩήΑέΎ̯�̵Ύϫ�ϪϣΎϧήΑ�έΩ�Ύϫ�ϩΩ΍Ω�̵έ΍ά̳�ΰϣέ�ΚϋΎΑ�
ϞҨΎϓ�ϭ�ιϮμΨϣXMLΩϮη�̶ϣ�Ζδϴϟ˼�ϩΩΎϔΘγ΍�ϊΑ΍ϮΗ�ί΍�Ϫ̯�Ζγ΍�ϥΎΒϴΘθ̡�ϊΑΎΗ�̮Ҩ�ΪϴϨ̯�̶ϣ�ϩΪϫΎθϣ�Ϫ̯�
�Ζδϴϟ�έΩ�ϩΪη˺ϭ˻ΩήΑ�̶ϣ�ϩήϬΑ���

ΩϮη�̶ϣ�̶ΘҨΎΑ�ϪҨ΍έ΁�ϪΑ�̵ήΘ̯΍έΎ̯�ϪΘηέ�ϞҨΪΒΗ�ΚϋΎΑ�ϥΎΒϴΘθ̡�ϊΑΎΗ�ϦҨ΍�̵ήΘ̯΍έΎ̯�ϪΘηέ�ϞҨΪΒΗ��1 2 3 4 5 6��
̶ΘҨΎΑ�ϪҨ΍έ΁�ϪΑ{1,2,3,4,5,6}���

ίΎϴϧ�ϥέΎϘΘϣΎϧ�̵έ΍ά̳�ΰϣέ�̵΍ήΑ̶ϣϮϤϋ�̵ΎϫΪϴϠ̯�ϩΪϧίΎγ�ΪϨϣ(Public Key)ϭ�ΪϴϠ̶̯μΨη�(Private Key)�
ϢϴΘδϫ���

��
===========For Asymmetric use=============                                           ��
Dim publicKey, privateKey As String 
Dim RSA As New RSACryptoServiceProvider() 
publicKey = RSA.ToXmlString(False) ' get public key 
privateKey = RSA.ToXmlString(True) ' get private key 
��

==========Asymmetric Encryption===========��
Dim cipherText as String = AsymmetricEncryption _ 
(txtAsyPlainText.Text, publicKey) 
��

==========Asymmetric Decryption=============�������������������
Dim plainText as String = AsymmetricDecryption _ 
(txtAsyCipherText.Text, privateKey) 

 
��

�ΎΑ�̵ΪϴϠ̯�ϪΑ�ϢҨέ΍Ω�ίΎϴϧ�ϥέΎϘΘϣ�̵έ΍ά̳�ΰϣέ�̵΍ήΑ˺̌ϭ�ΖϴΑ�̶ϫΩ�έ΍ΪϘϣ�έ΍ΩήΑ�(IV)� 
��

===========Symmetric============= 
Dim Key, IV as String 
Key="1234567890123456" 
IV ="1234567890123456" 
Dim cipherText As String = SymmetricEncryption _ 
(txtSyPlainText.Text, Key, IV) 
��
===========Symmetric============= 
Dim plainText as String = SymmetricDecryption _ 
(txtSyCipherText.Text, Key, IV) 

��
̵ΎϬϣΎϐϴ̡�΍ήҨίSOAP�Simple Access ProtocolήΑ�̶ϨΘΒϣ�Ϟ̰Ηϭή̡�XML�ΎϬϫΩ΍Ω�ωϮϧ�ϭ�ϪΘϓΎҨ�έΎΘΧΎγ�ΕΎϋϼσ΍�ϝΩΎΒΗ�̵΍ήΑ

Ώϭ�έΩ��ϥϭΪΑ�ϦΘϣ�έΩ�ΩϮη�̶ϣ�ϩΩΎΘγήϓ��ΰϣέ�ϡήϓ�ί΍�ΪϨϨ̯�ϩΩΎϔΘγ΍�ϦϴϨ̪Ϥϫ�ΪϨϧ΍ϮΗ�̶ϣ�Ώϭ�̵ΎϬδҨϭήγ�ΰϣέ
ί΍�ϩΩΎϔΘγ΍�νϮϋ�έΩ�ϩΪη�̵έ΍ά̳SSL�Secure Sockets LayerΖ̯ήη�ςγϮΗ�Ϫ̯�̶Ϡ̰Ηϭή̡��Netscap�̶Σ΍ήσ�

�ϭ�ΕΎϧΎ̰ϣ΍�̵΍ήΑ�̶ϟϭ�ϩΪη�̶Σ΍ήσ�̶ϟΎϣ�̵Ύϫ�έΎ̯�̵΍ήΑ�ϭ�ΩϮη�̶ϣ�ϩΩΎϔΘγ΍�̶ϣϮϤϋ�ΪϴϠ̯�ΎΑ�̵έ΍ά̳�ΰϣέ�̵΍ήΑ�ϭ�ϩΪη

������ϥέΎϘΘϣΎϧ�ί΍�ϩΩΎϔΘγ΍

�ϥέΎϘΘϣΎϧ�̵έ΍ά̳�ΰϣέ
�����������������

���ϥέΎϘΘϣΎϧ�̶ҨΎθ̳�ΰϣέ
�������������������������������� 
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Hashem(S) 
ή̴ҨΩ�̵ΎϬδҨϭήγΪϨ̯�̶ϣ�έΎ̯�Ϣϫ���̵΍ήΑ�ϥ΍ϮΗ�̶ϣ�̵έ΍ά̳�ΰϣέ�ί΍�ΪϨ̯�̶ϣ�̵έ΍ΪϬ̴ϧ�̶σΎΒΗέ΍�̵Ύϫήϴδϣ�Ωϭέϭ�ί΍

ϩέΎϤη�ϞΜϣ��ϢϬϣ�ΕΎϋϼσ΍�ί΍�̵έ΍ΪϬ̴ϧcredit cardΩή̯�ϩΩΎϔΘγ΍�ΩϮη�̶ϣ�ϥ΍ή̴ҨΩ�ΪҨΩ�ί΍�Ύϫ���
��
��
��

Ϣθη�εϭέ���̵ήΘδϴΟέ�έΩ�ϢϬϣ�ΕΎϋϼσ΍�ϩήϴΧΫ��
΍�ΪϧϮη�̶ϣ�Ωέ΍ϭ�̶ΘγΩ�ΕέϮλ�ϪΑ�Ϫ̯�̵ΎϫΩ΍Ω�̵έ΍ά̳�ΰϣέ�̵΍ήΑ�ϩΩΎϔΘγ΍�ϢϬϣ�ΕΎϋϼσ΍�ϩήϴΧΫ�έΩ�̵ήΘδΟέ�ί

Ωή̯��ϩ΍έ�ί΍�ίϭΪϨҨϭ�έΩ�Ύϫ�ϪγΎϨη�ϝϮΒϗ�ΎΑ�ϥΎΗ�ΕΎϋϼσ΍�̮ϧΎΑ�ϪΑ�ΎϤη�έϭήγ�Ώϭ�̵ΪϨΑή̰ϴ̡�̵΍ήΑ�Ϧ̰Ϥϣ�ϝΎΜϣ�̵΍ήΑ
έϭΩLoginΪҨϮη�̶ϣ�ΎΑ�Ώϭ�̵ΩήΑέΎ̯�̵Ύϫ�ϪϣΎϧήΑ�ί΍�ϪθΑ�ϩΩΎϔΘγ΍�ΎϤη�̵ΪϨΑή̰ϴ̡�έΩ�Ϧ̰Ϥϣ�ϦϴϨ̪Ϥϫ�ϭ�

ί΍�ϩΩΎϔΘγ΍,Impersonate�̮Ҩ�κϴμΨΗUserϢϴϨ̯�έ΍ήϗ�ήΑ�΍έ�ρΎΒΗέ΍�ϦҨ΍�ιΎΧ�ΩέϮδ̡�ϭ���
<identity impersonate=�true� 
username=�someuser� 
password=�tosecret� 
/> 

ϩήϴΧΫ�ϦҨ΍ήΑΎϨΑUsernameέΩ�ΩέϮδ̡�ϭWeb.config�ΎΘΒδϧ�έΎ̯�̮Ҩ�Ωέ΍Ω�ήτΧ�έΎϴδΑ�̵έΎ̯�ΰϣέ�ϥϭΪΑ�ϦΘϣ�Ϟ̰η�ϪΑ
�ΐγΎϨϣ�ϥΩή̯�ϩήϴΧΫί΍Username�ΩέϮδ̡�ϭΖγ΍�̵ήΘδϴΟέ�έΩ���

έΩ̵ϭήϴ̡��̵ήγ��ϩΪη�ϡΎΠϧ΍�̵ΎϫέΎ̯�ϞҨΎϓ�έΩ�ΕΎϋϼσ΍�̮ϧΎΑ�έΩ�Ύϫ�ϪΘηέ�ϩήϴΧΫ�̵΍ήΑWeb.config�ί΍�ϩΩΎϔΘγ΍�ϭ
έ΍ΰϓ΍�ϡήϧASPNET_SETREG.exeϥ΍ϮΗ��̶ϣ�Ζγ΍�ΖϓΎγ�ϭή̯Ύϣ�Ζ̯ήη�ϝϮμΤϣ�Ϫ̯�Username�΍έ�ΩέϮδ̡�ϭ�

ΩϮϤϧ�ϩήϴΧΫ�̵ήΘδϴΟέ�έΩ���
�� ΩϮϠϧ΍Ω�̵΍ήΑaspnet_setreg.exeϴϧ΍ϮΗ�̶ϣ�Ωή̯�ϪόΟ΍ήϣ�ήҨί�αέΩ΁�ϪΑ�Ϊ� 

 
329290us;Q-kb;en=aspx?scid.default/com.microsoft.support://http��

��
�� ϥΎΗήΗϮϴ̢ϣΎ̯�ίϭΪϨҨϭ�̵΍ήΑ�ΪҨΪΟ�ήΑέΎ̯�̮Ҩ�ϦΘΧΎγ��ϥΩή̯�΍Ϊλ�ΎΑ�Ϣϧ΍ϮΗ�̶ϣ�Ϧϣ 
��ASPNETUSER���Username�ΩέϮδ̡�ΎΑ�secret���
�� ΕέΎΒϋ�ϥΩή̯�ϪϓΎο΍<appSetting>ϞҨΎϓ�ϥΎϴϣ�έΩWeb.config�ϢϴϨ̯�̶ϣ�ϩήϴΧΫ�΍έ�ήϴϴϐΗ�ϦҨ΍� 
 

<configuration> 
<appSettings> 
<add key="Distributor" value="workstation id=F16;packet size=4096;integrated 
security=SSPI;data 
source=F16;persist security info=True;initial catalog=Distributor" /> 
</appSettings> 

��
���������Ύϣ�Ϊ̯�ϦҨ΍έΩ,ϞҨΎϓ�έΩ�Ϫ̯΍έ��Ϧϴόϣ�̵ήΘ̯΍έΎ̯�ϪΘηέ�Ϣϴϧ΍ϮΗ�̶ϣ�Ύϣ�Web.config�ΖϓΎҨ�ίΎΑ�΍έ�ϩΪη�ϩΩΎϔΘγ΍

�ϢϴϨ̯���
��

Dim connStr As String = ConfigurationSettings.AppSettings("Distributor") 
Dim Conn As New SqlConnection(connStr)��
��

�� �ί΍�ΩϮη�̶ϣ�Ϫ̯�̵ή̴ҨΩ�ϩΩΎϔΘγ΍aspnet_setreg.exe�ϥΩή̯�ϪϓΎο΍�Ωή̯�Username�ϪΑ�ΩέϮδ̡�ϭ�
�έΩ�Ϫ̯�ήΑέΎ̯�ϥ΍ϮϨϋASP.NI�̵ήΘδΟέ�έΩ�ήΑέΎ̯�̶ϓήόϣ�̵΍ήΑ��� 

C:\>aspnet_setreg -k:Software\ASPNetApp\Identity -u:ASPNETUSER -p:secret 
��

�� ϭ�έΩ�ΩϮη�̶ϣ�ϦϴϨ̪ϤϫΖϓή̳�ΖϨҨή̡�ϪΤϔλ�έΩ�̶ϧϻϮσ�̵ΎϬϣΎϐϴ̡�ί΍�ίϭΪϨҨ���ϦϴҨΎ̡�έΩ�̶ϣ�΍έ�̶ϣΎϐϴ̡
�ϩήϴΧΫ�̶ϨΘϣ�ϞҨΎϓ�έΩ�΍έ�ςΧ�ϭΩ�ϦҨ΍�ςϘϓ�Ϫ̯�ϢҨέ΍Ω�ίΎϴϧ�Ύϣ�Ζγ΍�ϪϴϘΑ�ί΍ήΘ̴ϧέ�ή̡�ϥ΁�ςΧ�ϭΩ�Ϫ̯�ΪϴϨϴΑ

ϢϴϨ̯� 
Please edit your configuration to contain the following: 
userName="registry:HKLM\Software\ASPNetApp\Identity\ASPNET_SETREG,userName
" 
password="registry:HKLM\Software\ASPNetApp\Identity\ASPNET_SETREG,password" 
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Hashem(S) 
The DACL on the registry key grants Full Control to System, Administrators, and Creator Owner. 
If you have encrypted credentials for the <identity/> configuration section, or a connection string 
fo 
<sessionState/> configuration section, ensure that the process identity has Read access to the 
registry key. Furthermore, if you have configured IIS to access content on a UNC share, the 
account u 
access the share will need Read access to the registry key. 
Regedt32.exe may be used to view/modify registry key permissions. 
You may rename the registry subkey and registry value in order to prevent discovery.��

�� ϞҨΎϓ�ϞΤϣMachine.configέΩ���
  

C:\WINDOWS\Microsoft.NET\Framework\v1.1.4322\CONFIG��
 

ϥΩή̯�Ρϼλ΍�ϭ�Ζγ΍�������!identity�ϞҨΎϓ�έΩMachine.configΖγ΍�ήҨί�ΕέϮλ�ϪΑ���
��

<identity impersonate="true" 
userName="registry:HKLM\Software\ASPNetApp\Identity\ASPNET_SETREG,userName" 
password="registry:HKLM\Software\ASPNetApp\Identity\ASPNET_SETREG,password" 
/> 

��
ϞҨΎϓ�έΩ�ήϴϴϐΗ�ί΍�̵ήϴ̳ϮϠΟ�ΎΑ�Ϣϴϧ΍ϮΗ�̶ϣ�Ύϣ������Machine.configϞҨΎϓ�έΩ�ΕΎΣϼλ΍�ϪϠϴγϭ�ϪΑWeb.config�έΩ

ΎϬϧ΁�̵Ύϫ�ϪγΎϨη�ϭ�ϥ΍ήΑέΎ̯�ή̴ҨΩ�ΖҨϮϫ�ϥΩή̯�Ϧϴόϣϭ�ΎϤη�̵Ύϫ�ϪϣΎϧήΑ���
��

�� έΩ�ήҨί�αέΩ΁�ϪΑήΗϮϴ̢ϣΎ̯�έΩ�ϥ΁�ΖϴλΎΧ�ϭ�̵ήΘδΟέ�έΩ�ήϴϴϐΗ�ωϭήηRegistery Editor�ϢҨϭέ�̶ϣ���
��

HKEY_LOCAL_MACHINE/SOFTWARE/ASPNetApp/Identity/ASPNET_SETREG��
 
��

��
��
��
��
��
��
��
��
��
��
��
��
��
��
��
��
��
��

� ���
��
��
��

Ϟ̰ή����ί΍�ϩΩΎϔΘγ΍Registery Editor��
ΪϴϨϴΑ�̶ϣ�̵ήΘδϴΟέ�έΩ�΍έ�ϩΪη�ΩΎΠҨ΍�Ε΍ήϴϴϐΗ��

 

�ί΍�ϩΩΎϔΘγ΍�ΎΑRegedt32�έΩ�Ϫ̯�Ϟ̰η�́�ΪϴϨϴΒϴϣ���
����̵ϭέ�̮ϴϠ̯�Ζγ΍έ�ϻΎΣ�ΪϴϠ̯�̵ήΘδϴΟέ��

 ASPNET_SETREG ϭ�ϩΩή̯Permission�ΏΎΨΘϧ΍�΍έ
ϢϴϨ̯�̶ϣ��έΩ�ήΑέΎ̯�̮Ҩ�ϥΩή̯�ϪϓΎο΍ASPNET�ϭ

ΖϤδϗ�έΩ�ϥ΁�ϦΘη΍ά̳Read permission��Ϟ̰η�έΩ̂�

ΪϴϨϴΑ�̶ϣ���
 
�������ήΑέΎ̯�ϥΩ΍Ω�ΖΒδϧ�ASPNETUSERϪΑFull 

ControlΖϤδϗ�έΩMachine Account�̵΍ήΑ
ϞҨΎϓ�ϪΑ�ΖγέΩ�ϭ�ϢϴϘΘδϣ�̶γήΘγΩ�

�Temporary ASP.Net� έΩ���
��

C:\WINDOWS\Microsoft.NET\Framework\�
v1.1.4322. 

���������̮Ҩ�ϢϴΘδϧ΍ϮΗ�ϪϣΎϧήΑ�ϦҨ΍�ί΍�ϩΩΎϔΘγ΍�ΎΑ�
Ύ̯�ΪϴϟϮΗϡΎϧ�ΎΑ�ήΑέASPNETUSER��̵ήΘδϴΟέ�έΩ

ϻΎΑ�ΖϴϨϣ΍�ΎΑ�ϩΩή̯�ΪϴϟϮΗ���
 

Ϟ̰η̂���Read permission�ϥΩ΍Ω�έ΍ήϗ�ϭ�ήϴϴϐΗ�
ASPNET�έΩPermissionΎϫΪϴϠ̯�ϥΪϧ΍ϮΧ�̵΍ήΑ��
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Hashem(S) 
��

ϢΘϔϫ�εϭέ���ί΍�ϞΒϗ��̵έ΍Ω�ϢΘδϴγ�ΪϨ̩�ϡΎΠϧ΍DeployΏϭ�̵ΩήΑέΎ̯�̵Ύϫ�ϪϣΎϧήΑ���
΢ϴοϮΗ���

�̵έ΍Ω�ϢΘδϴγHousekeeping���Ο�ΎҨ�ΖϋΎγ�̵ίΎγίϭέ�ϪΑ�ϞϴΒϗ�ί΍�̵Ύϫ�ϦϴΗϭέ�ϩΪη�Ω΍ί΁�̵Ύϫ�ϪψϓΎΣ�̵έϭ΁�ϊϤ
ΩϮη�̶ϣ�̶Σ΍ήσ�ϪϣΎϧήΑ�̮Ҩ�̵΍�ϩΩ΍ΩέΎΘΧΎγ�ΎҨ�ϪϣΎϧήΑ�̮Ҩ�΍ήΟ΍�ςϴΤϣ�ϢΘδϴγ�ϦΘη΍ΪϬ̴ϧ�ΐΗήϣ�̵΍ήΑ�Ϫ̯���

ϪϠΣήϣ�ϪΑ�ϪϠΣήϣ�̵ήϴ̴Β̡(tracing)έΩ�Ώϭ�̵ΩήΑΎ̯�̵Ύϫ�ϪϣΎϧήΑ�έΩASP.Net�ϥΩήΑέΎ̯�ϪΑ�ΎΑ�Ζγ΍�ϩΩΎγ�έΎϴδΑ
ΕέΎΒϋ<trace>ϞҨΎϓ�έΩWeb.configΕ΍έϮΘγΩ�έΩ�ϪϓΎο΍�ϪΑΖγ΍�ϪΤϔλ���Ϊϧ΍ϮΧ�ΎΑ�̶ϧ΍ϮΗ�̶ϣϮΗ�̶όϗϮϣ�ϦҨ΍ήΑΎϨΑ

Deploy�Ύϫ�ϪϣΎϧήΑ�έΩ�Ϫ̯�̵Ϯη�ϦΌϤτϣ tracing�ί΍��Ϫ̯�ϪϣΎϧήΑ�΢τγ�ϭ�ϪΤϔλ�΢τγ�̵ϭΩήϫ�έΩ�ϥΪη�ϝΎόϓ�ήϴϏ
�ϢϴϨ̯�ϩΩΎϔΘγ΍�ήҨί�Ϊ̯���

��
<trace enabled="false" requestLimit="10" pageOutput="false" traceMode="SortByTime" 
localOnly="true" /> 

��
Ϊϣ�ϥΩή̯�εϮϣΎΧ�ϦϴϨ̪Ϥϫ�ϭdebugϞҨΎϓ�έΩWeb.cofigΪ̯�ΎΑ���

��
<compilation defaultLanguage="vb" debug="true" />��

 
ΕέΎΒϋ�έΩ<customErrors>έΩWeb.config�ΪηΎΑ�ϥΎΗΩΎҨΖϟΎΣ�έΩ�΍έ�Ϊϣ�έ΍ΪϘϣ�Ϫ̯�RemoteOnly��ϪΑ�ΪϴϫΩ�έ΍ήϗ
ήҨί�ΕέϮλ���

��
<customErrors mode="RemoteOnly" /> 

��
ϣ�έ΍ΪϘϣ�ΪηΎΑ�έ΍ΪϘϣ�Ϫγ�Ϊϧ΍ϮΗ�̶ϣ�Ϊ���

�������������������������˺���on�� =ΪϫΩ�̶ϣ�ϥΎθϧ�̵ΩΎϋ�ΕέϮλ�ϪΑ�΍έ�ΎϬϣΎϐϴ̡�ϪθϴϤϫ��̶Ϙϓ΍ϮΗ���
�������������������������˻���off� �̵Ύϫ�ΎτΧ�ΕΎϋϼσ΍�ΕΎϴҨΰΟ�ϪθϴϤϫ�ASP.NetΪϫΪϴϣ�ϥΎθϧ�΍έ���
�������������������������˼���RemoteOnly� � ϐϴ̡�̵ΩΎϋ�ζҨΎϤϧέΩ�ΪϨϨ̯�΍ήΟ΍�ΪϨϧ΍ϮΗ�̶Ϥϧ�ϥ΍ήΑέΎ̯�ςϘϓ�ΎϬϣΎ��

������������������������������ϩΩϭΪΤϣ�ϥΎϣ�έϭήγ�Ώϭ���
��

ΩϮθϧ�ϩΩ΍Ω�ζҨΎϤϧ�ϥ΍ήΑέΎ̯�ΕΎϋϼσ΍�ΕΎϴҨΰΟ�Ϫ̯�ΩϮη�̶ϣ�ΚϋΎΑ�ϥϮ̩�ϢϨ̯�̶ϣ�ΩΎϬϨθϴ̡�΍έ�ϢϴψϨΗ�ϦҨ΍����
ϥΩή̯�ϑάΣ�έΎ̯�ϦҨήΘϤ̯�Ϫϧ�ϭ�ϦҨήΧ΁Solution̵ΎϬϠҨΎϓ�ϭ�ProjectϡήϓέΩdeployment severΖγ΍��ήΘϠϴϓ�Ύϣ�ή̳΍

ISAPI��ϞҨΎϓ�̮Ҩ�ήΘϠϴϓ�ϦҨ΍DLLϪ̯�IIS ΖϓΎγϭή̯Ύϣ�ϥ΁��̵ΎϬΘγ΍ϮΧΩ�̶ΘγέΩ�̶γέήΑ�ϭ�̶ΠϨγ�έΎΒΘϋ΍�̵΍ήΑ�΍έ�
ISAPI�ςγϮΗ�̶ΘϓΎҨέΩIISΪϨ̯�̶ϣ�ϩΩΎϔΘγ΍�ή̰ϫ�ϦҨ΍ήΑΎϨΑ�ϢϴϫΪϧ�έ΍ήϗ�΍έϫ�ϭ�ήΑέΎ̯�ϡΎϧ�ΪϨϧΰϴϣ�αΪΣ�ϩΩΎγ�̶ϠϴΧ�Ύ

έΩ�Ύϣ�̵ΎϬϣήϓ�ϪΑ�ϦΘη΍Ω�ϢϴϘΘδϣ�̶γήΘγΩWebBrowserΎϫ���
��
��
��

ϢΘθϫ�εϭέ���ϩΩΎϔΘγ΍�ί΍Session�Ϫϧ�Ύϣ΍�Ύϫ�Cooki-less SessionΎϫ���
ϦΘη΍ΪϬ̴ϧ�ϪΑ�ϢϴηΎΑ�ϪΘη΍Ω�ΝΎϴΘΣ΍�Ύϣ�Ϫ̳΍SessionωϮοϮϣ�ί΍�ϩΩΎϔΘγ΍�ήΑέΎ̯�̮Ҩ� Session�ϩήϴΧΫ�̵΍ήΑ

ϥ΁�ωϮοϮϣSessionέΩASP.NetϩΪη�ϩήϴΧΫ�Ύϫ�̶̯Ϯ̯�ί΍�ΪϨ̰ϴϣ�ϩΩΎϔΘγ΍έΩ�Session ID�,̶̯Ϯ̯��Ωέϭ΁�̶ϣ�ΖγΪΑ�
ϣ�Ϫ̯�̵΍ΰϴ̩ϴΑΎΩϮη�̶ϣ�ϝΪΑ�ϭ�Ωέ�έϭήγ�ϭ�ΖϨҨϼ̯�Ϧ�ωϮοϮϣSession�̶ΗΎϴΣϭ�αΎδΣ�έΎϴδΑ�ΕΎϋϼσ΍�̵΍έ΍Ω

ΩϮη�̶ϣ�ϩήϴΧΫ�έϭήγ�ϑήσ�έΩ�Ϫ̯�ΕΎϋϼσ΍�ςϘϓ�ϭέ�ϦҨ΍�ί΍Session ID�Ϫϧϭ�Ϊϧ΍�ϩΪη�ϪΘη΍ά̳�υΎϔΣ�ϥϭΪΑ�Ϫ̯�
ϢϬϣ�ϭ�αΎδΣ�ΕΎϋϼσ΍���

ASP.Netί΍�ΪϨ̯�̶ϣ�̶ϧΎΒϴΘθ̡�Cookie-less Sessionο΍ήψϧ�ϪΑ�Ζγ΍�Ϧ̰Ϥϣ�Ϫ̯ϪϓΎ�temping��ϦҨ΍ήΑΎϨΑ�ΪҨΎϴΑ
ϥϮηΎϫή̳έϭήϣ�έΩ�ϭέ�Ύϫ�̶̯Ϯ̯�ϢΘδϴγ�ΪϨϨ̯�̶ϣ�ϝΎόϓ�ήϴϏ�ΎϫήΑέΎ̯�ί΍�̶ϠϴΧ��ωϮοϮϣ�ΩϮη�̶ϣ�ϩΩΎϔΘγ΍

Cookie-less Sessionί΍�ϩΩΎϔΘγ΍�ΎΑ�ΪϨϧ΍ϮΗ�̶ϣ�Ύϫ�ή̰ϫ�ϝΎΣ�ϦҨ΍�έΩ�Ύϫή̰ϫ�ςγϮΗURL�̵έ΍Ω�αήΘγΩ�έΩ�ϮΗ�Ϫ̯�
�ϡΎΠϧ΍�΍έ�ΪϨϨ̰Α�ΪҨΎΒϧ�Ϫ̯�̵έΎ̯�Ύϫ�ή̳έϭήϣ�̵ήϴ̳έΎ̯ϭΪϨϫΩ�̶ϣ���

ί΍�Ωή̯�̵ήϴ̳ϮϠΟ�ϪθϴϤϫΪҨΎΑ�έΎ̯�ήΧ΁�έΩCookie-less SessionϦϴϤϫ���
Ζη΍ΩήΑήΧ΁����
ήΧ΁�έΩ�ή̯άΗ�Ω�̶ϣϫϮΗ�̶ϣ�ΎΗ�Ϣ΍�ϭ�Ϫ̰Βη�ΩέϮϣ�έΩ�̶ҨΎϬΑΎΘ̯�ΪϴϨ̯�ϪόϟΎτϣ�Ϊϴϧ.NET�ϭ�XML���

��

ΎϤη�ΖϴϘϓ΍Ϯϣ�ϭ�̵ίϭήϬΑ�Ϊϴϣ΍�ΎΑ��
ηΎϫϢ 


