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definitions

* Malware: Software designed to infiltrate or
damage a computer system without the
owner’s consent. It's a mix of malicious

and software.
http://en.wikipedia.org/wiki/Malware

* Refers to other similar terms, bot, virus,
worm, spyware, adware , ....
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definitions

* Laboratory: (or lab), a facility that
provides controlled conditions in which
scientific research , experiments and
measurement may be performed , again
http://en.wikipedia.org/wiki/Laboratory
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What's a malware lab ?

* Systems /place that provides:

* Controlled environment : All the
information must be recorded for later
usage.

* Isolated: The malware must not be allowed
to contact with any external source , but...

* Full simulation: The laboratory must
provide all the resources needed by the
malware.
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Why we need a malware lab ?

* Analysis of unknown files

* Public information from antivirus &
Security Companies is not complete

* Private information about the malware
required a expensive paid service.

* Customized malware would target small
organization.
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How can we get the malware ?

* Unfortunately malware are quite easy to
obtain:

" Spamtrap

*  From honeypots

= Received from another CSIRT or group

= From our costumer, when handling an incident
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Spamtrap 23 Hiheese  red.es

B New Microsoft Windows Update Security 1 y YRILUI B[] 5

File Edt ‘Wiew Insert Format  Tools  Actions  Help

b Reply | 1 Reply to Al | 23 Forward | ) ¥Ry X ¥ - N | @ g

From: cxfvfo@microsaft,com Sent; Wed 3/5/2006 901 PM .

* Malware received by
Cei

Subject:  Mew Microsoft Windows Update Security YRILURSITR e m a i I
[

New Microsoft Windows Update Secunty,

z);i;};ismgyourhﬂﬁcrosoﬂWmdows Copy you need to verify your ema address ° FI I"St US ed by
worms, now used to
propagate bots and
Tovy hyon vt -l s, ik b bank keyloggers.

Microsoft Windows Secunity Update o o S e a rC h fo r
“http:/.* d

Troubleshooting: p : . { J C m n exe
If clicking on the link above does not work, try the followmg; =

N |.scr} in you spam
Select and copy the entire binke
Openab indosw and paste the link in the address bar f' Id
C]?flrclgor;‘?ciiry‘;?r If;bajargf ];S):esseEnteru;r I:eimn.ess ) O e r'

Mlake sure to sign out of Passport and also clear your Browser "Cookies”,
Toumay be asked to sign m with a Microseft NET Passport. When wou get prompted

-

at
- >
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Malware from Honeynets

* Recovered from complete machines

* Automated capture systems.
= Nepenthes, http://nepenthes.mwcollect.org
* Vulnerable service simulation (Ex: MS-RPC)

* ...and the good news are...

= Do NOT execute the buffer overflow code

= Parse the attack and simulate an infected
system

" Download and store those interesting
payloads
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http://nepenthes.mwcollect.org/

Malware from the web

* Web pages that contains malicious code:

= Intruder change web pages
> Add a obfuscated Javascript code

= End users browsers will execute the code
and download the binary

" Used this year with the MS-SQL worms .

* Mpack & friends to control the web pages
and users infected

* Also exploit at the document format level
(PDF) at the end used to download a
binary.
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Getting binaries from outside

* Instead of blocking
malicius trafic (ex
& Port 445/TCP) , redirect

g \‘}‘r‘g{fiTCCP it to a nepenthes

kpl boXx
erimetral &8 * Use DNAT in your
rF:)uter el ﬁ

nepenthes box to
accept and simulate
Nepenthes the victims

Box o N]_O,OOO files /day

Internal
( network

3
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From our costumer

* Perhaps the most difficult.

* Phone calls to help desk,
=  Why my computer is running slowly ?

* from outside:
" Your computer is scanning me ....

* Or from you own sensors
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Malware identification tool: S€CCheck

* Freeware tool from MyNetWatchman
=  http://www.mynetwatchman.com/tools/sc

* Analyzes the system and generates a
plain-text report:
" Processes running
= QOpen files
» DLL information (used by processes)
= Network information
" Running services

* Some worth tool to send your users to
provide you that useful information
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http://www.mynetwatchman.com/tools/sc

Other similar tools

* Hijack-it,
= http://www.merijn.org/index.php

* Sysinternal tools
= http://www.microsoft.com/technet/sysinternals

* Foundstone tools
= http://www.foundstone.com/index.htm?subnay
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http://www.merijn.org/index.php
http://www.microsoft.com/technet/sysinternals/default.mspx
http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/freetools.htm

INTEL RAPIER

* Group a lot of forensic tools together

* Allow automatic recovering of evidences
from a suspected compromised machine.

* Can be expended to include more tools:
* See http://code.google.com/p/rapier/ and

http://www.first.org/conference/2006/pro«

* Good to teach users a recovery
procedure.
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Lab elements

* Victim machines : In which the malware
can be run.

* Support tools for building the lab

* Network simulation: One of more elements
that simulate internet for the malware.

* Analysis tools : that can be used to analyze
the malware.
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Virtualization

* So how many machines do we need for our
lab ?

* Hardware is not only expense, but
= Difficult to maintain
" Too much space ..

* Virtualization software can be used to
reduce this cost.
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Virtualization software

- run different virtual machines at the same
time.

= Run unmodified version of most operating
system

= Allow to have different , isolated networks for
the machines.

=  Machines can be connected to the real
interfaces.

" Provide a “redo option” to restart the virtual
machines

<3 RS



Virtualization Software

VMWARE,

=  http://www.vmware.com , commercial, but
with free & demo products

Parallels

=  http://www.parallels.com , similar to vmware,
has a Mac OS x86 version

Qemu

= http://fabrice.bellard.free.fr/gemu/ ,
opensource can run in diferent architectures

Bochs

= http://bochs.sf.net , first one , full software
emulation
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http://www.vmware.com/
http://www.parallels.com/
http://fabrice.bellard.free.fr/qemu/
http://bochs.sf.net/

Virtualization problems

* Malware is incorporing code to detect
virtualization environment.

= Check for some special drivers
= Check for some special devices.

= Red Pill from Joanna Rutkowska
» http://invisiblethings.org/papers/redpill.html

* Sometimes we need to try with another
virtualization software or use real
machines.
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http://invisiblethings.org/papers/redpill.html

Real Machines

* Automatic clean up of the machines
* Dual boot:

= Boot to windows, next boot with linux, infect
the machine

= Reboot

= Boot to Linux, recover the installed files,

registry changes, and rewrite the Windows
section , next boot to windows

 http://www-128.ibm.com/developerworks/linux/library/l-oss
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http://www-128.ibm.com/developerworks/linux/library/l-osswitch/

Network simulation

* Most of the malware need internet
connection to their controlled system.

= Internet connection
= DNS connection
= Irc, web, smtp, server

* The information sent by the malware must
be recollected by the simulated network
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Internet in a box

* Normal machines:

= Has only a default route to internet
" A DNS server
= A mail server.

* We can configure a linux/Unix box that
" Accept traffic like a router
= Respond to the DNS queries
= Accept traffic to some services

<3 RS



Analysis tools

. leferent kind of tools:

Behavior analysis, executed in the test
machine, to o taln information about the
execution of the binary.

= Static tools to perform static analysis of the
file, (dissasembly) .

= External tools:
> Provide information about the tools

<3 RS



Remote analysis tools

* Qutside the lab, public or private service
providing automatic analysis of the files.

* Advantage:
=  Fast analysis of the file
=  Most of them keep the information for later referral.

* Disadvantages:
" Moving to pay services
= Sometimes don't provide the required information
= Malware can detect some of the systems

<3 RS
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Remote: virustotal.com
http://www.virustotal.com
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Mozilla Firefox

Archivo Editar Ver |r Marcadores Herramientas Ayuda
<}Z| - L:" - l@ [ X @ Ifj hitp:/fwww virustotal com/vt/enjresultadof?esh ||3 Or (G |
AE

Complete scanning result of "TIM Foto.Menssagem.exe”, received in VirusTotal at

06.05.2007, 20:32:08 (CET).

Antivirus Version Update Result ||

AhnLab-V3 2007.5.31.2 06.05.2007 |no d

AntiVir 7.4.0.32 06.05.2007 |TR/Spy.Banker.Gen

Authentium 4938 05.23.2007 |n

Avast 4.7.997.0 06.05.2007

AVG 7.5.0.467 06.05.2007

BitDefender 1.2 06.05.2007

CAT-QuickHeal : 06.05.2007

ClamAY devel-20070416 06.05.2007

Driveb 4,33 06.05.2007 |n

eSafe 7.0.15.0 06.05.2007 |suspicious Trojan/Worm

eTrust-Vet 30.7.3693 06.05.2007 |n

Ewido 4.0 06.05.2007

FileAdvisor 1 06.05.2007

Fortinet 2.85.0.0 06.05.2007

F-Prot 4.3.2.48 06.05.2007 |n

F-Secure 6.70.13030.0 06.05.2007 |Trojan-Spy.Win32.Banker.anv

Ikarus T3.1.18 06.05.2007 |Trojan-Spy.Win32.Banker.anv

Kaspersky 4.0.2.24 06.05.2007 |Trojan-Spy.Win32.Banker.anv

McAfee 5045 06.05.2007 |no |

Microsoft 1.2503 06.05.2007 |n

NOD32v2 2310 06.05.2007 |a variant of Win32/5py Banker.CHC

Norman 5.80.02 06.05.2007 |n f

Panda 9.004 06.05.2007 |Suspicious file

Prevx1 V2 06.05.2007 |no vi ]

Sophos 4.18.0 06.01.2007 |Mal/DelpBanc-A

Sunbelt 2.2.907.0 06.04.2007 |VIPRE.Suspicious

Symantec 10 06.05.2007 |no found

TheHacker 6.1.6.129 06.04.2007 |n

VBA32 3.12.0 06.04.2007 |suspected of Trojan-5py.xBank.52

VirusBuster 4.3.23.9 06.05.2007 |nc

Webwasher-Gateway 6.0.1 06.05.2007 |Trojan.Spy.Banker.Gen

Aditional Information |

File size: 1930752 bytes | ka2
[a] [T
Terminado e Si L:'?j

* Analyze a file

against a battery of

antivirus.

* Don't perform any
analysis of the file

* Detection rate

varies due to
encryptatation

techniques used to

avoid antivirus


http://www.virustotal.com/

Why antivirus fails ?

* Most malware is encrypted / packed to
avoid analysis.

=  UPX, http://upx.sf.net

= Not possible to direclty perfom analysis based
on pattern matching .

= Cryptographic checksum (MD5, SHA1, fails)

* Malware change every few hours
" Need to recover all the files and analyze it.
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http://upx.sf.net/
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Building the lab ..
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About the lab

* Simple Lab
= For analyzing behavior of Windows Malware
= (Can be run in your own laptop (with memory)

* Caution before executing the malware
= (Check that all the machines are in the correct
network

"= Check that the lab is not connected to any
other network.

" Check that you are executing the malware in
the correct machine
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Lab hardware

* Intel based:

* Machine with

- Membory for running three virtual machines
" Network interfaces

= Disk space for storing virtual machines ~
3Gb.

* Additional hardware/software
=  Emulator of other hardware
= Real machines
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Virtualization software

* Vmware is the most used :

" Workstation , you can build the lab in your

own laptop, or deskop , but requiere a
licence.

= Server, free, you can install the lab in a
remote machine and handle the binaries
remotely.

* Only two machines:

"  One to simulate the net
= Another to execute & analyze the tool

<3 RS
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Example lab

Test machine Linux server
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Configuring the lab
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Setting up our lab:

VMWare Network configuration
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Create or choose a non
used VMWare vmnet
host-only network for
both the linux and
windows hosts

Kill or stop the dhcpd
server on VMWare host

Maybe a vmware-
config reconfiguration
could be necessary

File Edit View WM Team Tabs Help

Power Off  Suspend | Power On Reset

Snapshot Revert  Snapshot Manager -

@ Home x |(T} Linux Server X |@ Maquina de analisis |

State: Powered On
Guest 05: Red Hat Linux

Version: Current virtual machine

| P Power on this virtual machine

| [ Edit virtual machine settings

Configuration file: fopt/temp/linuxserver/Linux Server.vmx

Memory

P

e

128MB

& Hard Disk (SCSI 0:0) 2,0GB
%CD—ROM 1(IDE 1.0) Using drive /dev/cdrom

| {81 Clone this virtual machine | &Flopw . E e

thern sing network /dev/vmnetl
Qust o Presem —
Type here to enter notes for this virtual [+] | © Sound Adapter Using device /dev/dsp
machine. '@ Mouse Auto detect

& Processors 1
[+]

/4 Your version of VMware Tools is out of date. (SR =R%Y LC)




Setting up our lab: Linux server

(1)

* Used to perform simulated interaction
between the Malware and external
systems

* Provides common services needed by the
Malware:
" DNS server
"  Web server
= IRC server
= DHCP server (not needed)

* Use a free address range
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Setting up our lab: LINUX server (II)

* After booting the linux system you will
have:

" Fixed IP address ej. 192.168.100.10

"= DNS server configured to anwser with this IP
address to all queries.

= IRC servers configured in standard ports.
* Typical tools (tcpdump, ssh, netcat, etc)

installed.
* Additional servers, FTP, HTTP, etc.

<3 RS
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Configuring a DNS root server

/I named.conf for the whole internet

optons *Configuration file is

directory "/var/named";

dump-file "/var/named/data/cache_dump.db"; “/e tC / n a m e d . CO n f”

statistics-file "/var/named/data/named_stats.txt";
¥
controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };
\\ 77

Fone *Set up the root ".

type master;

e, zone to be answered

channel query_logging {
file “/var/log/named_log”;

version 3 size 10M; .Logs a” queries tO

print-category yes;

print-severity yes; O n e fl | e

print-time yes;

<3 RS



DNS: Universal resolver

* Configuration file is

$TTL 86400 n

@ INSOA@ roof( /Var/n,c'}med/fake'
42 serial master
3H ;refresh
oM rﬁth * Set up the
W expiry corresponding fake
1D) ; minimum DNS zone

INNS @ * All queries will reply

_IN A LINUX_SERVER_IP the same IP address
. IN MX10 LINUX_SERVER_IP
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Network traffic

* Configure the default route of the windows
machine to point to the Linux box

* You can use "DNAT"” in the linux box to
accept traffic destined to other IP address.

= Iptables -t NAT -A PREROUTING -d 0.0.0.0/0
-i ethO -j DNAT -to ipaddress

* Same thing can be done for port ranges

<3 RS



Windows machine

* Unpatched Windows machine.
" To execute the malware
= To analyze the malware

* Tools installed in the machine

= Regshot
http://regshot.blog.googlepages.com/regshot
" LordPE

http://scifi.pages.at/yoda9k/LordPE/info.htm
= Binhex , from foundstone tools

= Ollydbg , http://www.ollydbg.de
http://ollydbg.ispana.es

= Idapro, http://www.datarescue.com/idapro

ZIRIS



http://regshot.blog.googlepages.com/regshot
http://scifi.pages.at/yoda9k/LordPE/info.htm
http://www.ollydbg.de/
http://ollydbg.ispana.es/
http://www.datarescue.com/idapro

Analyzing a malware

 We are going to use a malware recovered
from a nepenthes box.

Obtain external information about the malware.

Execute the malware in the lab to obtain some
information

Examine with a dissasembler to obtain more
information
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Virustotal.com
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trii WirusTotal - Mozilla Firaefox
Archive Editar Ner Ir Marcadores Herramientas ~Ayuda
R e -
QZI - LI:,‘J - l%‘ [ | @ [E’i http - ffwww virustotal comfvtfen/resultadof?b51 ]E] @ ir [|G|

—

Complete scanning result of "example.exe", received in VirusTotal at 06.06.2007, |STATUS: FINISHED|
20:52:57 (CET).

Antivirus Version Update Result

AhnLab-\V3 2007.5.31.2 06.05.2007 |Win32/IRCBot.worm.Gen
Antivir 7.4.0.32 056.06.2007 |Worm/Rbot. 90668
Authentium 4.93.8 05.23.2007 |W32/Sdbot.LZA

Awvast 4.7.997.0 06.06.2007 |Win32:5dBot-gend4

ANG F.5.0.467 056.06.2007 |IRC/BackDoor.SdBEot.ILM
EBitDefender F.2 056.056.2007 |Generic.Sdbot.9856E501
CAT-QuickHeal 9.00 06.06.2007 |Backdoor.Rbot.gen
Claman, devel-20070416 06.06.2007 |Trojan.Mybot-2924
Driweb 4.33 06.06.2007 |Win32 HLLW.MyBot.based
eSafe 7.0.15.0 06.06.2007 |Win32.Rbot.asu
eTrust-Vet 30.7.3696 06.06.2007 |Win32/Rbot.ELUH

Ewido 4.0 06.06.2007 Backdoor.Rbot.aeu
FileAdvisor 1 05.06.2007 High threat detected
Fortinet 2.85.0.0 06.06.2007 |W32/REBotltr.bdr

F-Prot 4.3.2.48 06.05.2007 |W32/Sdbot.LZA
F-Secure 5.70.13030.0 06.06.2007 Backdoor.Win32.Rbot.asu
Ikarus T3.1.1.8 06.06.2007 |Backdoor.Win32. Wootbot
Kaspersky 4.0.2.24 06.06.2007 |BackdoorWin32.Rbot.asu
McAfeea 5047 06.06.2007 Generic Packed

Microsoft 1.2503 06.06.2007 Backdoor:Win32/Rbot!8FF3
NOD32v2 2313 06.06.2007 |probably a wvariant of Win32/Rbot
Morman 5.80.02 06.05.2007 |W32/Spybot.SVH

FPanda 9.0.0.49 056.06.2007 W32/Gaobot.gen.worm
Prewxl w2 05.06.2007 Covert.Sys.Exec

Sophos 4.18.0 06.01.2007 |W32/Rbot-Gen

Sunbelt 2.2.907.0 06.04.2007 BackdoorWin32.Rbot.aeu
Symantec 10 05.06.2007 W32.Spybot.Worm
TheHacker 6.1.6.130 06.06.2007 |Backdoor/Rbot.gen
VBASZ2 3.12.0 06.06.2007 |BackdoorWin32.Rbot.gen
VirusBuster 4.3.23:9 06.06.2007 Worm.RBot. JCW
Webwasher-Gateway 5.0.1 05.06.2007 Worm.Rbot. 90568

[Aaditional Information

[«

| D
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Remote: Norman Sandbox

* First remote malware analysis tool
= http://www.norman.com/microsites/nsic/en-us

* Two level model.
" Free, small report by email.
= Paid service: detailed information

;-\’ ZIRIS


http://www.norman.com/microsites/nsic/en-us

Norman Sandbox s .S

*norman.txt (~) -

Archivo Editar Mer Buscar Herramientas Documentos Ayuda

7 *norman.txt x

lexample,exe : INFECTED with W32/Spybot.gend4 (Signature: W32/Spybot.SWVH) | =4
[ DetectionInfo ]
* Sandbox name: W32/5pybot.gend
* Signature name: W32/Spybot.SVH
[ General information ]
* Drops Tiles in SWINSYS% folder.
* *%| pcates window “"NULL [class mIRC]" on desktop.
* File length: 90668 bytes.
* MD5 hash: 3e7da8308T3cS5cT4rdlfTd0239%art6bdcd.
[ Changes to fTilesystem ]
* Creates Tile C:A\WINDOWSA\SYSTEM3IZ\mwupdate32.exe.
* Deletes Tile 256.
[ Changes to registry ]

* Creates value "microsft windows updates"="mwupdate32.exe" in key "HEKLM\Software\Microsoft\Windows“CurrentVersion\Run".

* Creates value "microsft windows updates"="mwupdate32.exe" in key "HKLM\SoTtwarewMicrosoft\Windows\CurrentWersion
“RunServices”.

* Sets value "restrictanonymous”"="" in key "HKLM\System\CurrentControlSet\Control\LlLsa".

* Sets walue "restrictanonymoussam”="" in key "HKLM\System\CurrentControlSet\ControliLsa".

[ Network services ]

* looks Tor an Internet connection.
Connects to "dad.darksensui.infe" on port 9136 (TCP).
Connects to IRC Server.
IRC: Uses nickname NeTx|B03400.
IRC: Uses username ezkieyac.
IRC: Joins channel ##NeTx## with password wayne.
IRC: 5ets the usermode for user NeTx|803400 to +x+1i.
Attempts to delete share named "IPC$" on local system.
Attempts to delete share named "ADMIN$" on local system.
Attempts to delete share named "C%" on local system.

* Attempts to delete share named "D$%" on local system.
[ Process/window infTormation ]

* Creates a mutex new.

* Will automatically restart after boot (I'll be back...).
[ Signature Scanning ]

* CiA\WINDOWSASYSTEMIZ2\mwupdate32.exe (90668 bytes) : W32/Spybot.SWVH.

3 RIS
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Remote: cwsandbox
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ViewMalware - Mozilla Firefox

Archive Editar Ver |r Marcadores

Herramientas Ayuda

<Z| - I:D> - %1 f\:'_) @ [Elhttp //research sunbelt-software com/ViewMalware aspx?id=591651

Advisories | Spyware Information | Browse Threats | False Positive | ThreatMet | Listing Criteria

Sandbox Result

1

Sandbox Submit a File Repori

| Spyware Resources

ID 591651
Comment None
Flag 1

Analysis Summary:

Analysis Date

5/16/2007 1:20:30 PM

Sandbox Version

1.115

Filename

3e7daB308f3coer4fd1fd023 9afcbdcd. exe

Technical Details:

Analysis Number 1
Parent LD 0
Process ID 564
Filename c:\temph\3e7daB308f3c5cf4fd1fd02 39aftbdcd.exe
Filesize 20668 ytes
MDS5 3e7daB308f3c5cf4fd1fd023 9afEbdcd
Start Reason AnalysisTarget
Termination Reason NormalTermination
Start Time 00:00.188
S u TR ML T nA
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http://research.sunbelt-software.com/ViewMalware.aspx?id=591651
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Remote: Anubis

red.es

Anubis: Analyzing Unknown Binaries - Mozilla Firefox

Archivo Editar NYer Ir Marcadores Herramientas Ayuda

<= - ED:- - %‘ ® @ [k http:/fanalysis.seclab tuwien.ac . atfresult. php?taskid=5e787c8b81e57r74d9501c 96673 ]E] @ Ir [C,L

Anubis: Analyzing Unknown Binaries

Sample

Infos Report

Home Maws Links

Analysis Report for example.exe

Table of Contents

1. General Information
2. example.exe
2.a) Registry Activities
2.b) File Activities
2.c) Process Activities
2.d) Other Activities
3. mwupdate32.exe
.a) Registry Activities
.b) File Activities
.c) Process Activities
.d) Metwork Activities
.2) Other Activities

[FIRL ST TR TR 1]

1. General Information

[ ] e

Information about Anubis' invocation
Time needed: 121 s

6/6/2007, 8:50:04 PM

= =

Report created:

ai 2

S i
4 111

Terminado

’T}
b
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http://analysis.seclab.tuwien.ac.at/result.php?taskid=5e787c8b81e57f74d9501c966734d74d&refresh=1&embedded=1
http://analysis.seclab.tuwien.ac.at/result.php?taskid=5e787c8b81e57f74d9501c966734d74d&refresh=1&embedded=1

How this tools works ?

* Use a virtual machine to execute the
malware.

= Perform automatic check
» Windows registry
» File system changes
» Network activity

= DLL hoocks

» Replace operating system API
» Malware calls the API

» The new dll log the call and execute the windows
API
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Capturing the traffic:

* BEFORE launching the "malware” we
need to launch tcpdump in the Linux VM
box to record the traffic

* Tcpdump -n -s 2000 -w /tmp/capture

* Useful information to get:
" Host that it is used by the botnet
" Ports being used to connect to services
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BehaVIOUI‘-based tOO|S: ﬁ?ae’ MINISTERIO

RegShot iz Biheese  red.es

* Using Regshot we can

* check the changes
when

* running a file:
* Change file path to c:12 = -
* First “shot” e | ]|

 Execute the file

* Second “shot” and

Add comment into the log:

Time:30547ms
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file:///../c:/

Behaviour-based tools:

RegShot example

MINISTERIO

e,
S EGA D DE INDUSTRIA, TURISMO red eS
8§/l Y COMERCIO °

*HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
microsft windows updates: "mwupdate32.exe"

*HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunS
ervices\microsft windows updates: "mwupdate32.exe"

*HKEY_USERS\S-1-5-21-1409082233-1078081533-725345543-1004\Softwar
e\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700-
EF1F-11D0-9888-006097DEACF9 }\Count\HRZR_EHACNGU:P:\znyjner\fcrpvzra
gf\rknzcyr.rkr: 01 00 00 00 06 00 00 00 DO AF DO A4 45 20 C6 01

*HKEY_USERS\S-1-5-21-1409082233-1078081533-725345543-1004\Softwar
e\Microsoft\Windows\ShelINoRoam\MUICache\C:\malware\speciments\exampl
e.exe: "example"
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Support tools:
tcpdump example

MINISTERIO

3.,
: ?  DE INDUSTRIA TURISMO red eS
> Y COMERCIO °

* 01:25:42.120500 IP 192.168.150.254.1029 > 192.168.150.2.domain: 24256+
A? dad.darksensui.info. (37)

. 0x0000: 0050 5601 0203 000c 29d5 7e15 0800 4500 .PV.....).~...E.
. 0x0010: 0041 282c 0000 8011 642e cO0a8 96fe c0a8 .A(,....d.......

. 0x0020: 9602 0405 0035 002d 9d6e 5ecO0 0100 0001 .....5.-.n".....

. 0x0030: 0000 0000 0000 0364 6164 0ab4 6172 6b73 ....... dad.darks
. 0x0040: 656e 7375 6904 696e 666f 0000 0100 01 ensui.info.....

. 21:25:42.253265 IP 192.168.150.2.domain > 192.168.150.254.1029: 24256* 1/1/0
° 192.168.151.2 (65)

. 0x0000: 000c 29d5 7e15 0050 5601 0203 0800 4500 ..).~..PV.....E.
. 0x0010: 005d 018a 4000 4011 8ab4 c0a8 9602 cOa8 .]..@.@.........

. 0x0020: 96fe 0035 0405 0049 87c5 5ec0O 8580 0001 ...5...I..~.....

. 0x0030: 0001 0001 0000 0364 6164 0ab4 6172 6b73 ....... dad.darks
. 0x0040: 656e 7375 6904 696e 666f 0000 0100 01cO0 ensui.info......

. 0x0050: 0c00 0100 0100 0151 8000 04c0 a897 0200 ....... Q...

. 0x0060: 0002 0001 0001 5180 000100 ...... Q...

° 01:25:42.334090 IP 192.168.150.254.1107 > 192.168.151. 2 9136: S
4021988678:4021988678(0) win 64240 <mss 1460,nop,nop,sackOK>

0x0000: 0050 5601 0203 000c 29d5 7el5 0800 4500 .PV.....).~...E.
0x0010: 0030 282d 4000 8006 2349 cOa8 96fe cO0a8 .0(-@...#I......
0x0020: 9702 0453 23b0 efba ad46 0000 0000 7002 ...S#....F....p.
0x0030: faf0 13d8 0000 0204 05b4 0101 0402  ..............

’\" ZIRIS



example malware:

IRC information (I)

% MINISTERIO

: DE INDUSTRIA, TURISMO red eS
jvr'-é Y COMERCIO °

0x0040: 6554 787c 3836 3032 3434 0dOa eTx|860244..

01:54:25.624472 IP 192.168.150.254.1077 > 192.168.150.2.9136: P
71:181(110) ack

1864 win 64009

0x0000: 0050 5601 0203 000c 29d5 7el5 0800 4500
.PV..... ).~...E.

0x0010: 0096 27be 4000 8006 2452 cOa8 96fe cOa8 ..'.@...

0x0020: 9602 0435 23b0 62f8 5e01 96e5 Oala
5018 ...5#.b."..... P

0x0030: fa09 273e 0000 4d4f 4445 204e 6554
787c¢ ..'>..MODE.NeTx |

0x0040: 3836 3032 3434 202b 782b 690d Oad4a 4f49
860244 .+x+i..JOI

0x0050: 4e20 2323 4e65 5478 2323 2077 6179 6e65
N. ##NeTx##.wayne
0x0060: 0dOa 5553 4552 484f 5354 204e 6554 787c
. .USERHOST.NeTx |
0x0070: 3836 3032 3434 0d0a 4d4f 4445 204e 6554
860244 ..MODE.NeT
0x0080: 787c 3836 3032 3434 202b 782b 690d 0ada x|
- l
< BL0BRIS ki

00090 449 4e20 2323 4e65 5478 2323 2077 6179



example malware:

IRC information (II)

* Which is the hardcoded name of the bot:
* dad.darksensui.info
* Port used for connections: 9136

* IRC channel and password: ##NeTX##
wayne

* This is enough to connect to the IRC
channel and listen to the bots, but what is
the password for managing the “bots” ?
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Two approach

* Connect to the botnet and simulate be a
client with a irc client

* Wait until the owner of the bots
connects and type the password .

* Problems:
= Are you allowed to do this ?
= What happens if they detect you ?

* We need to revert to reverse engineering
tools
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Packed files

* Most the malware is encrypted /
compressed
" Most times with more than one layer
= With different compressor at the same time

* The result file is difficult to analyze with
an static disassembler and the “strings”
commands show no information .

* Fortunately most of the bots code can be
saved uncompressed to the disk when
the bot is running
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MINISTERIO
DE INDUSTRIA, TURISMO
Y COMERCIO

Looking at the strings with bintext red.es

REI

Search | Fiter | Help |

File to szan |E:\Documents ahd SettingshadministratorDesktophesample. exe Browse |
v fdvanced view Time taken : 0016 secs  Teut size; 2247 bytes [2.15K)
File pog | tdem pos | 1D | Text ﬂ
A0ooodn  00483E40 0 78 _cFl
ADaoaoes  00483ER3 0 PRADT!
ANMEC 00483FEC 0 I P=l
ADa0oz208 00484002 0 0-GkI
AO0oz20 00484020 0 4t i
ADaoa3e0  oode41e0 0 wiZ BB
ADOD0436 00484238 0 [ HHA
ADaoogas 00484243 0 Mgl
A0aoo720 00484520 0 JF 4k
ADA0o729 00484529 0 MPvIE
ADaoogy3 00484673 0 a0
ADQ002CE O04B46CE 0 wxB
A0aooact  o04847C1 0 a~Cx?
ADODOAET  O04B48E7 0 Bhldni
ADOOOB37 00484937 0 s=s(
A DQ00eDO0 00484900 0 W73
ADOOOEAS  00484CA3 0 Tl:k
A O0M0FCT  00484DCT 0 =Mz J
ADOOTTIEE OD4B4FEE 0 23FDF
AOD12BE  004B50BE 0 ghrn_gk
ADo01zDo 00485000 0 HrESH
ADO013B2  004BR1BZ 0 M4k
AD0011403 00485202 0 OHRE
A 00011430 00485230 0 B_raivtBNI
A NIM1RRR  NNAARIRA N MiNebd T ﬂ
\Ready | ANSE3% | I ing | save |

IEStartl J @ & . J & Command Prampt

Pe RIS

| = 1. hostiShared Foldersis, ., || 77 BinText 3.00

| | ) I 246 P



Running and encrypted file

* Normally the bot is compiled without any
encryption and the miscreant uses
1§i<ternal tools (like upx) to generate the

ile.

* When the file is run, the program decrypt
itself in memory and the normal program
IS executed.

* There are some tools to dump the
Elrogram memory and write unencrypted
ile.

*  LordPE, PeDump ...
"  Ollydbg dump plugin
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MINISTERIO

Using Lord PE Fiese  red.es

 Execute the
malware.

* Launch Lord PE S K S N
and select the = =

00 i Ereak & Enter

' I i @ chwindowshsystern3Zhetimon. exe onano4 ao4a0000 Q00a&000 1
r - :;lJ charchivos de programatwinziphwzgkpick exe  0000051C 0400000 aonzo000 m
@ charchivos de programatlordpetlodpe. exe Q00a062C ao4o0000 Q003e000 Unszplit

bl Dumper Server

] [] [ ]
. Path Imagek aze ImageSize Options
I g ‘ I ‘ I I l e 7 E o hwindowshapstem3Z2hmwupdate 32 exe ao4a0000 Q0092000 O

Es] c:hwindowshepstern32vntdlldil TCH10000 000BEDOD

:&] o hwindowshapstem 32k emel 32 di TCBO0000 00101000

Drocess and Bl e o
choose full dump.
* Save the file

[
& malware

 That's all

Pe RIS



Using Ollydbg dump plugin

MINISTERIO
DE INDUSTRIA, TURISMO
Y COMERCIO

red.es

* Attach to the
DrOCess.

* Launch Ollydump
nlugin

 Save the file ..

e RIS

OllyDbg - mwupdate32.exe - [CPU - main thread, module mwupdate]
[€] File ¥iew Debug [T

EE R
T=FFFFFFFF

Address [Hes dul

Options  Window  Help
B x| > tBookmarks v | =] I [ 3] el fE 7 | B R[S
w2 Conmandine > e mammares [Fegiceers (R
o “I=r eecoagee
3 Olump ECH gaterrE
TiGUS_GWORD PTR ES: [EDL1,DHORD PTR DS:(E: (2] et et bl mae e (0
i8R Bl EoF fniorrte
v EEF 0OIZFFFD
£1050UR0 PTR 51 TEDI) B PRRERRRE
g g — EDI 7C3zerss nvall.7cozerss
s £, EIP BR4B9EIS muupdate. <Hodu LeEntryPainty
4 B ES B023 Zzbit BIFFFFFFFF)
ECP ST6S QUORD PTR £5: 12013 F 0 S 0oio a01% O(FEFFEEFF)
L nERsiE
REP_STHS DUORD PTR ES: [EDII i
LB0s DD PTR 05:1E81) 88 B R Al
oo
A ER et B8 Lasceer Enson_success (avesonon
LOBS GURD_FTR DSt [ESTI EFL 08PAB246 (O, NE, E, BE, NS, PE, BE, LE)
FEL =R ST8 empty —UNORM BOEC 81650184 GAGDADAG
LER EDX,DUORD PTR 09: [ESL+ERR#4+EC] B S0 CH
2 B 12 Znpry
T 215 fobel e
maupdat e, BA4EIERD £13 cnots 2.8
e Shear ST6 copey .2
ruupdate. BB4ESEAC Al G 1
e b7 &3 e 8
JBSHORT muupdate. GB489E52 g888% BEENRES
el b SlFor oee cond b Ben EccaiaBob e
BT FCU B27F Prec NERR,S53 Mask 10111
MUz _EBX,BYTE PTR DS: [EDI-11
L ERR, 5
U L
LER EE%,DUORD FTR DS: [EEX+EERea]
SISO or1909a0 LER 5K DUDRD PTR 05: (ESTreRedt1aan)
JE5Z SHORT muupdate. BO4BSED4
10U ED=, E0T
S0 EDY:DWORD FTR DS [EST+C]
U GH, BYTE PTR D5: CEDR] v
upd=re. BREETS
EACOAF [ RETORN T2 Kerne (52 PCOTE09
= [pect ] e e e A
A GOZFFCE| FFFFFFEF|
=\ gnizFroe| zEFDERDR)
BiZFEDY| Sosdrs
GA1ZFFDS| oaIzFFCs,
@o1ZFFOC|
GOiZFFER| FFEFFFEF|End of SEH chain
@R1ZFFE4| 7Geagors| SE hangler
GO{ZFFES| PEEIERSS| Kerne |52, PCB1605E
oISFFEL| opAapROp)
b
GA1ZFFF4| oaaaonog)
@01ZFFFs| 0043E 18| OFFSET naupdate. <liodu [eEnt ryFaint >
GOiZFFFC| oanaoaog,
v v
ate: 1 heu | [Paused



Bintext

II

MINISTERIO
Y COMERCIO

DE INDUSTRIA, TURISMO red eS
°

§ BinText 3.00

Search | Fiter | Help |

=121x]

File ta zcan |E:'\Documents ahd 5 ettings'AdminiztratorsD esktophdumped. exe EBrowse | Go |
v &dvanced view Time taken : 0063 sece  Test gsize: 31820 bytes [31.07K]
File poz | tem pos | 10 | Text ;I
A 0D003E384 0O043E384 0 [EXEC] Commands: %z
A 0003E3SC 0043E39C 0 renams
A0O00ZE3AE8 0043E3483 0 [FILE]: Rename: =" to: He"
A O003E3CS 0O043E3CE 0 [FILE]:
A 0003E3D0 0O043E3D0 0 icrpfood
A OQ0O3E3E4 0Q0O43E3E4 O [ICEMP]: Flooding: [%=] for &2 seconds.
A 0003E40C  Q043E40C [ICKP]: Failed to start flood thread, eror: <%ds,
A 0003E440  0043ZE 440 3% [ICMP]: Irvvalid flood time must be greater than 0.
A 000ZE474  0OD43E474 0 zyhflood
A 0003E484 0043E424 0 [S*'M]: Flooding: [ %= for &2 seconds.
A O003E4B0 0O043E4BO 0O [S*'M]: Failed to start flood thread, eror: <Sds.
A O003E4EC 0O0D43E4EC 0 [DOWMNLOAD]: Dawnloading URL: %z o %=
A 0003ES14  0043ER14 O [DOWwMLOAD]: Failed to gtart trangfer thread. eror; £%ds.
A O003ESEC QO43ERRC O [SCaM] Port scan started: %= %d with delay: Sd{ms).
A O003E534  0043ER34 0 [SCAMNT Failed ta start scan thread, ermor < %ds —
A O003ESCS 0O043ESCE 0 advacan
A 0003ESD4 0Q043ERD4 O [SCAM] Failed to start scan, port iz invvalid.
A O003EE04  0Q0O43EE04 O [SCaM] Failed to start scan, no IP specified.
A O003EE34  0O043E634 0 R andarn
A 0O003EE3C 0O0D43EE3C 0 Sequential
A OQ0O3EG48 0Q043ER42 O [SCaM] %= Portt Scan started on s %d with a delay of %d seconds for &d minutes using %d threads.
A O003ERAC 0O043ERAC 0O [SCAMN] Failed ta start scan thread, ermor: < %ds
A O003EBED 0O0D43EEED 0 udpflaod -
A NON2ACECCE A nnaACCcCcA n MNIND. Candina A maalemba bee FFa Danle sl aiame A Dial-aee A AlNeaa] I Lrl
| Ready | &NSI: 1345 || Uni 13 || Rere: 0 I Find | Save |

t.'f,.’Startl J @ &8 . J B Command Prormpk I 3 Wi.hostyShared Folders)s. .. “ 77 BinText 3.00

| ‘ |5 CI(E 2:50 M



Reading disassembly code

* After dumping the file this should be

“readable”, you can start searching for
strings

* Most of the times the file is not executable,
because some information is missing.

* But you can disassembly the malware and
analyze it.
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From C to A

* Typical C function call:
=  Printf (“hello %s\n” , somename);

* Somename is a *char ;-)

* Subtitute %s by the string in somename
and print it

It's translated into asm as:
1.Push reference to somename in the stack
2 .Push reference to “hello %s\n” in the stack
3.Call/execute printf function

Note: the right to left order
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IDA pro

* http://www.datarescue.com/idabase

* Commercial tools there is a freeware
version that can be analyze only x86
binaries.

* Time-limited version available in the web

* There is a lot of plug-ins that help with the
disassembly.
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http://www.datarescue.com/idabase

MINISTERIO

Where the malware comes from ? e e red.es

&, IDA - C:\malwarelspecimentsidumped.exe - [Strings window]

" File  Edit Search Wiew Debugger Options Windows Help

= [Tex v3 v| =R=lul¥z
EEe 2EmHYW %% 8T e |[ @ v=ma
ﬂ En

| = | || I I .

| 1D Wigw-d, || Hesx Wigw-d || gﬁl Exports || % |mpaorts || M MNames || \LF_I] Functions | " Strings | ﬂ Structures || En Enumsl

Address Length T.. String

L geglO:... 00000034 C [SCAM]: Failed to start worker thread, emar <d:.

L pegl00:... 00000034 C [SCAM]: Finizhed at %2:%d after %d minute(s] of scanning.

. eegO0:,.. 00000003 C EBEBEBEE B

L g0 00000017 C PC NETWOREK PROGRAM 1.0

L eegl00:,.. 0000001E C indows for Workgroups 3.1a
C
C
C
C

[

Lt peglQ:... 00000022 CKFDEMECFDEFFCFGEFFCCACACACACALCA
" geglOQ:... 00000022 CACACACACACACACACACACACACACACAAS
L gegO00:... 00000040 BCDEFGHIJKLMMOPLRSTUNWY Zabedefghijkimnopgrstussyz01 23456,
00000005 CECC

" ;... 000000FS C cmd Ac echo ap

I
1]
]
[
=
) Qe

appmr.dll &e prordll ...

£

Lire 348 of 1534

compiling file 'Cihyarchiwvos de programasIos Demo 4,8 idchida.ide'...
Executing function 'main'...

compiling file 'Civarchiwvos de programasIoa Demo 4, 98vidchonload.idc'...
Executing function 'OnLoad'...

I0DA i5 analysing the input file...

You may start to explore the input File right now.

Fropagating type information...

Function argument information is propagated

The initial autoanalwysis has been finished.

Command “"ChartixrefsTo' fTailed

[

(=

Al idle Down | Disk: 1GB 0004 1 B6S 00441B68: seql00:off_+441B68

[ — -
s Inicio ‘A [ LordPE Deluxe Jhy ... & malware OllyDbg - mwupdates. . & DA - Cimalwarsispe. .
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MINISTERIO

W h e re t h e m a | Wa re CO m es fro m ? ( I I ) DE INDUSTRIA, TURISMO red eS

E: IDA - C:\malwarelspecimentsidumped.exe - [IDA View-A]
File Edit Jump | Search Yiew Debugger Options Windows Help

= - next code Al+HC M|><Fn;|: v| V. — =2am 2=
ol next daka Chrl+D = . = =
= It w
¢ il nexk explored Chrl+a | 8T f hd gﬁ E
B En | 3003 next unexplored il v § M K =~ F s o3 B oW A E
|: ﬂ} immediate value. Alk+1 | I I -j
ﬁ next immediate walue Chrl+I
| . DA Views-2 ﬁ — AlE+T N Mames || \L?‘_I] Functions || .t Shings || ﬂ Structures " En Enumsl
* seqgBE ﬁ nexk kexk Chr+T push eax ~
* segm“ sequence of bytes. .. BlE+E call loc_4178EQ =
, sequt ﬁ next sequence of bykes  Chrl+B add esp, Hch
* seqBk H ¥ push offset a612 % P
* seqg@f  nof function Alt+U push offset abDadftp_darksen ; “dadftp.darksensui.info”
* seqBE next void Chrl+y push offset aCmdCEchoOpens$s ; “cmd /c echo open %s %s rappmr.dll #echo™...
-
. segBt error operand Chr+F push 488nh
seqBt il void , lea eax, [ebp-379h]
* seqBk all woid operands push Bax
* segBf &l error operands call sub_41A620
* seqgBE 1 add esp, 14h
* seqBk Seatch direction nou [ebp-4], eax
* seqAAA: A4 BZCDC mov eax, [ebp-4] w
A 3
Compiling file 'C: \Ar‘cmvas de programasIDas Demo 4, 3%idchida.idc'. re
Executing function 'main’ —
Compiling file 'C: \Ar‘cmvos de programasIna Demo 4. 9%idchonload.idc'
Executing function 'OnLoad'.
IDA i5 analysing the input f'i]e...
You may start ta explore the 1r1put Tile right now.
Fropagating type information.
Function argument informati an s propagated
The initial autoanalysis has been finished.
Command "Chart fsTo'" failed ;

&L idle Down | Disk: 1GE 0000&CC0 00402CC0: segO00: 00402070
E: IDA - Cimalwa




MINISTERIO

Finding the password i red.es

E: IDA - C:\malwarelspecimentsidumped.exe - [Strings window]

v File Edit Search Wiew Debugger Options ‘Windows Help

= |Te:-:t vI v| ===
BEe @mENW- IR 8T e |[ @ v=ma
ﬂ. En

| ME' | | e | I

| 100 Yige || Hes tigwm-, || gi‘l Exparts || % Imparts || M Names || "LEI] Functions | " Stings | ﬂ Structures || En Enum$|

Address Length T String ~
Lt eeglO0: . 00000027 C MOTICE %= :Pazs auth failed [Zal%s] v

et eegl00: . 0O00002E C HOTICE %= our attempt haz been logged b

M gegO0:,. 00000027 C [MAIM]: *Failed pazs auth by [Eel%s].

M eegO0:,. 00000027 C MOTICE %= :Hosgt Auth failed [l %]\

.t eeglO0:...  000000ZE C MOTICE %z :Your atternpt has been logged.\rn

Lt geglO0:... 00000027 C [MAIM]: #F ailed host auth I:u_l.J [Zalis)

" . 000000 C é ed.

et eeglO0: . 0000007 I: C AT User: &z logged in.

. gegl00:...  0000DO0S C $d-

"M geg0O0:... 00000008 [ Fuzer w
Line 1004 of 1534
compiling file 'C: \Ar‘ch'lvcus de programasIDs Demo 4, 92%idchida.ide! -~
Executing ﬂmct1 on 'main’ —
Compiling file 'C: \Ar‘ch'lvcus de programasIDa Demo 4. 2%idchonload.idc'. ..

Executing function 'OnLoad’

I0A 95 analysing the input 'F'l 'I e,
YOu may start to explore the 'input Tile right now.

Fropagating type information...

Function argument information is propagated
The initial autoanalwsis has been finished.
Command "ChartxrefsTo" failed :

&: idle Down | Disk: 1GB 00002C7 A 00402C7A; seg000;00402C7A

4 & Inicio ‘4 [ LordPE Deluxe ] by ... & rmalware CllvDbg - mwopdate E: 104 - CHmalwarelspe. ..
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MINISTERIO

DE INDUSTRIA, TURISMO red eS
Y COMERCIO °

Finding the password

E: IDA - C:\malwarelspecimentsidumped.exe - [IDA View-A]

File Edit Jump Search Wiew Debugger Options Windows Help

= - = | 1 |Te:-:t Vl V| £ -E V|Z—-.-

EEe 2@BNW- | FRB OT| [ FAEA 2o [ M= B ©n
BB R s o« N X | % - w S HKM=~ F = s H% Wy AEYASE
| IDA Wienw-A, | Hesx Wiew-A éﬁ E=portz % Imparts | M Mames x[ﬂ] Functions | " Stings ﬂ Structurez | En Enums

* SeqOB0:06848D193 push offset alWayne_ 2 ; “‘wayne* #

* seq@BB:0648D198 call sub_M1ACOA |

* Sseq@B0:0648D19D pop ecx

* seqg@BB:8648D19E pop ecX y

* seq@uo:o048D19F test eax, eax

* Seq@B0:0840D1A1 jnz short floc_4BD1FC

* seq@BB:0848D1A3 push fFh

* Sseq@B0:0048D1AS lea eax, [ebptuvar 658]

* seqg@BB:8648D1AB push eax

* seq@eo:0048D1AC mou eax, [ebp+uvar_5DE]

* seqgBB0:B0848D1B2 shl eax,

* seq@Bee:084BD1BS mow ec®, [ebp+arg_18]

* seqOB0:06848D1B8 add ec®, eax

* seqg@BB:8648D1BA push ecx

* seq@oB0:0048D1BB call sub_4177ER

* seqBBB:884BD1CA add esp, HCh

* seq@uo:-0648D1C3 cmp [ebp+uar_i], @

* SeqOB0:0848D1CT jnz short loc_ 48D1E7

* seq@BB:86848D1CY push a

* Sseq@B0:00648D1CE push [ebp+var_ 85C]

* seqBBB:884BD1D1 push offset aMainPasswordAc ; "[MAIH]: Password accepted.”™

* seq@uo:0048D1D6 push [ebp+uar_98]

* seqBB0:06848D1DC push [ebp+arg 4] w
< | =

Command "ChartxrefsTao" Failed Auto Down | Disk: 156 0000D1A1L 004001 41: sub_40C395+E09
: .-‘ ,ﬂ j c_i (4] E‘ [ LordPE Deluxe ] by ... — B QllyDbg - mwupdates. .. E IDA - Ciimalwarelspe, ..
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Problems

* Malware can detect that it's running virtual
machines

= Try with different virtualization software
= Use real machines connected to the virtual lab
= Malware can't be not be easily analized

» Different encryptation levels
» Ofuscate strings & password

\/

%« Better behavior analysis
* Disassembly

L)

4

L)

L)
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References

* Artifact Analysis, Kevin Hole (CERT/CC),
http://www.first.org/resources/papers/con
htm! and all the FIRST.org conference
PAPERS (see

* SANS Malware Course ,
http://WWW.sans.org

* Nepenthes, http://www.mwcollect.org

* Google....

B IR


http://www.first.org/resources/papers/conf2005.html and all the FIRST.org
http://www.first.org/resources/papers/conf2005.html and all the FIRST.org
http://WWW.sans.org/
http://www.mwcollect.org/

Conclusions ...

* To solve most of the Security incidents we
need to get information about the
malware.

* A minimal lab can be build with few
resources.

* Most of the tools and information can be
found free in Internet

<3 RS



MINISTERIO

o
DE INDUSTRIA,
Y COMERCIO -
2|RIS
@ @ - -

Edificio Bronce Tel.: 91 21276 20/ 25
Plaza Manuel Godmez Moreno s/n Fax: 91 212 76

red eS 28020 Madrid. Espafa www.red.es
{




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73

